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0050 00 17 70 63 72 66 2e 68 75 61 77 65 69 2e 63 6f .perf.h vawei.co
0060 6d 00 00 00 O1 28 40 00 00 12 68 75 61 77 65 69 lt . (@. ..huawei
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A Standard for the Transmission of IP Datagrams over Ethernet Networks

RFC 1042

A Standard for the Transmission of IP Datagrams over IEEE 802 Networks

2.1.3 802.3 SAP DL A

RS =R
B 1 802.3 SAP LU Mg =,
5] 6 2 11 1 43~1497 4
o|w
DMAC | SMAC |Length |9 % Q Data CRC
> =

-«— Ethernet B02.3 SAP Header: 17 bytes —m

DMAC 6 H 1 MAC Hiik.
SMAC 6 V5 MAC Hbhik .
Length 2 BRSEHENTHKE, EAAE CRC AL,




FB KE () X
DSAP 1 H IR SS U5 1) i, A R TSR AL 1P W ¥ 0x06.,
SSAP 1 VR SSVTIE) 1 35 R TSR AL TP WE N 0x06.
Ctrl 1 LT BUEIEF BN 0x03, FORTCIERRST [ TEEE 802. 2 Jod 5 Hudhits 5.
Data 4471498 it
CRC 4 FIT WU 5 8 ZZ B R TR R g8 (URRA FCS BT 48 7 51D«
i

B 2 802.3 LLC NAP LJ A

# Frame 3: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
= IEEE B802.3 Ethernet
# Destination: Spanning-tree-(for-bridges)_00 (01:80:c2:00:00:00)
# Source: cc:00:0F:10:F0:0f (cc:00:0f:10:F0:0fF)

Length: 38

Trailer: 0000000000000000
= Logical-Link Control
DSAP: Spanning Tree BPDU (0x42)
IG Bit: Individual
S5AP: spanning Tree BPDU (0x42)
CR Bit: Command
B Ccontrol field: u, func=ux (0x03)

000.

EECEC

= Command: uUnnumbered Information (0x00)

..11 = Frame type: Unnumbered frame (0x03)

# Spanning Tree Protocol

SEfRIE
L7 i3 ik
IEEE 802. 3 Carrier sense multiple access with collision detection (CSMA/CD) access method and physical layer

specifications

IEEE 802. 3ae

Media Access Control (MAC) Parameters, Physical Layers, and Management parameters for 10Gb/s

Operation

RFC 894

A Standard for the Transmission of IP Datagrams over Ethernet Networks




PR HiR

RFC 1042 A Standard for the Transmission of IP Datagrams over IEEE 802 Networks

2.1.4 802.3 LLC SNAP DL A A% =%,

s =
B 1 SNAP LUK Mif% 50
6 6 2 111 3 2 38~1492 4
oo SNAP-ID
DMAC | SMAC |Length | 2|2 | & Data CRC
T ||~ |OUl|Type

--—— Ethernet 802.3 SNAP Header: 22 bytes = ——

FB KE (F X
DMAC 6 H i) MAC btk
SMAC 6 U5 MAC Hil:
Length 2 8 J5 S8R )T, (EAVELSE CRC KB AD .
DSAP 1 HAORS i) 2, 5 JS THRAL TP MifE B2 0x06.
SSAP 1 VEIRSS VTR i, A5 R THIZE AL TP WE 15 0x06.
Ctrl 1 27 BUEME B 0x03, FIRTERRSTH) TEEE 802. 2 Jodw 5 Kt t& X
SNAP-TD 5 H1 OUT A1 Type #4364 2H o
0UT 3 3 FAHIHLME—FRIRST (Organizationally Unique Identifier), HAHIE¥ 2T MAC

HuHERIRT 3 1T, BIZEERC AR RS .



Type 2 B IR BLR BT $5 ) bJZ H 2
Data 4471498 F#.
CRC 4 FAF WP Ja 87 Z A TUARAR S (PR FCS stk 46 7511 o

i~

B 2 802.3 LLC SNAP LA
@ Frame 3: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)

Address: va1'+ (o1: 00 Oc:cc:ccicd)

veedl tiit tuee sees ee.. = IG bit: Group address (multicast/broadcast)

.......... . = LG bit: Globally unique address (factory default)
= Source: Cisco_10: 84 2f (00:12:80:10:84:2f)

Address: Cisco_10:84:2f (00:12:80:10:84:2f)
[+ S A KR = IG bit: Individual address (unicast)
............... = LG bit: Globally unique address (factory default)

vove o0 aeis

.......

Length: 50

= Logical-Link control
DSAP: SNAP (0xaa)
16 Bit Individual

= control field: u, func=ur (0x03)
000. 00.. = Command: Unnumbered Information (0x00)
vevs +.11 = Frame type: uUnnumbered frame (0x03)
organization Code: Cisco (0x00000c)
PID: PVSTP+ (0x010b)
@ Spanning Tree Protocol

SEniE

IEEE 802. 3

specifications

IEEE 802. 3ae

Operation

RFC 894

A Standard for the Transmission of IP Datagrams over Ethernet Networks

RFC 1042

A Standard for the Transmission of IP Datagrams over IEEE 802 Networks

Carrier sense multiple access with collision detection (CSMA/CD) access method and physical layer

Media Access Control (MAC) Parameters, Physical Layers, and Management parameters for 10Gb/s




2.2 VLAN Mikg =\

A% =

TEEE 802. 1Q ¥5#EXT Ethernet Wit 34T T, 7EVR MAC Huhlh=7 BN PR B = B 2 [N 4 Z75 1 802. 1Q Tag.

VLAN Mt /iy 64 775,

B 1 VLAN Mg =,

6bytes 6 bytes

|Destination| Source
address | address

4 bytes 2 bytes 42-1500 bytes 4 bytes

Length FCS
Type Data (CRC-32)

2 bytes 3bits1bit 12 bits
7B KE X

Destination 6 F H 1 MAC Hidik,

address

Source address 6 F VB MAC Hihik .

Type 2 Ay KRR 2 77, FoaamizkA, BUEA 0x8100 A 7R 802. 1Q Tag Mi. MEALHF 802. 1Q
FIR &R FERIm, B ET

PRI 3 L Priority, KJEN 3 L, FoRMiried, BUEEREAN 0~7, fEBKEeHke. H
TR, fEde KRR e AR L.
WSS B PSS, (H2 %A VLANID, I VLANID 2AZ5% & 4 0x000.

CFI 1 bk CFT (Canonical Format Indicator), {&FEJ 1 bk, Fom MAC Hhhb 2B RS MR,
CFT 4 0 Ui bR, CFT A 1 R NAEFRHER . BT IX 4 UK MW, FDDI (Fiber
Distributed Digital Interface) MUFI4FEIRMIMI, 7ELLKMIH, CFI HI{EN 0.

VID 12 bbir LAN ID, KK 12 teds, FoniZWifiEn VLAN. 7E VRP H, WJHECE (K] VLAN 1D BUH G

BN 1~4094, 0 F1 4095 Bl th ¥ AR B8 i) VLAN 1D,
=R




FB KE HX
e Untagged Wi: VID it
e Priority-tagged i: VID A 0x000
e VLAN-tagged i: VID Ju# 0~4095
Z/NRERRIE VID:
e 0x000: WEMLHET VID
e 0x001: #Ht45 VID
e OxFFF: TR VID
Length/Type 27 RIESEIENTIKE, HAEHE CRC AR .
Data 4271500 FH5 i (ATRERL S AL .
CRC 4 7 FH TN J 2275 Z R IR R TURALES. (AR FCS BUMTRE 567 41D
NG|

B 2 VLAN i

# Frame 1: 138 bytes on wire (1104 bits), 138 bytes captured (1104
= Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:08 (54:89:98:74:¢

= =®

000

N ¢ B
. 0001 1001 1100

Destination: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88)
source: HuaweiTe_74:e4:08 (54:89:98:74:e4:08)

VLAN tag: VLAN=412, Priority=Best Effort (default)
Identifier: 802.1Q virtual LAN (0x8100)

. = Priority: Best Effort (default) (0)

Type: IP (0x0800)

. = CFI: canonical (0)
= VLAN: 412

Trailer: 034d1066
# Internet Protocol Version 4, Src: 171.0.0.43 (171.0.0.43), Dst:
@ User Datagram Protocol, Src Port: 1sp-ping (3503), Dst Port: 31(
@ Multiprotocol Label switching Echo
SFEFRE

PR Eii3)

RFC 3069 VLAN Aggregation for Efficient IP Address Allocation
IEEE 802. 1Q IEEE Standards for Local and Metropolitan Area Networks : Virtual Bridged Local Area Networks

2.3 QinQ Mg

QinQ A e AR, BURTE 802. 1Q MR 2 14T —/Z 802. 1Q #R%%,

QinQ KT H 802. 1Q L X PUAN Y,




VLAN Miif /Nt 68 774

s =
Bl 1 QinQ Witk X

80213 Encapsulation

B SA  |ETYPE| TAG LEMIETYFE CATA, FCS
b Bytes |6 Bvtes | 2 Bytes| 2 Bytes 2 Bytes |46 Byte~1500 Bytes |4 Bytes
2inc
Encapsulation
CA SA | ETYFE| TAG [ETYFE| TAG |[LEMIETYFE DATA FCS
b Bytes |6 Bytes| 2 Bytes |2 Bytes |2 Bytes |2 Bytes| 2 Bytes |42 Byte~1400 Bytes (4 Bytes
O=8100 Pricrity ZEIWVLAR 1D
FB KE X
Destination |6 F% | H K MAC il
address
Source 6 7 | U5 MAC Hhdik.
address
Type 27N KR 2T, RoamizEA. BUEA 0x8100 B K7 802. 1Q Tag M. WIERASCRR 802. 1Q BB A& R BIX FE (1)
i, ¥ HEF.
ST VLAN tag, ZHBEE N 0x8100; Xt 42 VLAN tag, A NI JLAHZEA
e 0x8100: MARHEH #31%H
e 0x88A8: Extreme Networks switches f#i/H
e 0x9100: Juniper #%H #%/# H
e 0x9200: Several I #3{#H
PRI 3 EHF | Priority, KR 3 HE, RaRMiFRed, BUETERDN 0~7, (EMRMRegtRk s . T 458 #ALBH ZERT,
P S A IEA S 4% v O £
CFI 1 tb#F  |CFI (Canonical Format Indicator), KN 1 b4, Fom MAC Mk R4 kg, CFI N 0 YA L
Mg, CFI A1 R NIEL MM, HF X4 PUOKMIm. FDDI (Fiber Distributed Digital Interface)
MR A R . 72 LUK A, CFT [MEA 0.
VID 12 thAs LAN ID, KJER 12 Loy, FomizmifrEn VLAN, 78 VRP o, AJECE (K) VLAN 1D BUEJEE A 1~4094.

Length/Type | 2 7

185 S8R I 7, (HAVEES CRC A 5AS -



FB KE X

Data 4271500 | ik (CATREELEHHFELL.

T
CRC AT | T WINE ST EE A UR IR (KDY FCS Bt 37410
i~

& 2 QinQ M

|4 Frame 1: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)

\: Ethernet II (VLAN tagged), Src: HuaweiTe_75:ad:21 (54:89:98:75:ad:21), Dst:

# Destination: Broadcast (ff:ff:ff:ff:ff:ff)

@ Source: HuaweiTe_75:ad:21 (54:89:98:75:ad:21)

= VLAN tag: VLAN=100, Priority=voice, < 10ms latency and jitter
Identifier: 802.1Q virtual LAN (0x8100)
130, ceis thes seen = Priority: voice, < 10ms latency and jitter (6)
ene O wienve weaieniances = CFI: canonical (0)

. 0000 0110 0100 = VLAN: 100

© VLAN tag: VLAN=200, Priority=voice, < 10ms latency and jitter
Identifier: 802.1Q virtual LAN (0x8100)
a [ {+ = Priority: voice, < 10ms latency and jitter (6)

PR | BN A e e et = CFI: canonical (0)

+e.s 0000 1100 1000 = VLAN: 200
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
'@ Address Resolution Protocol (request)

PRt Eiipay
RFC 3069 VLAN Aggregation for Efficient IP Address Allocation
IEEE 802. 1q IEEE Standards for Local and Metropolitan Area Networks: Virtual Bridged Local Area Networks
IEEE 802. lad IEEE Standards for Local and Metropolitan Area Networks: Virtual Bridged Local Area Networks—
Amendment 4

2.4 PPP Wikg =,
i =R

PPP Miff] N 455245 Address. Control. Protocol il Information PUAMNEI N ZE . &FEHIS XN T .

B 1 PPP Miifs =X




- T~1508 bytes -
x7E OxFF Ox03 0=7E
Flag Address Control Protocol . FCS Flag
0111110 1111111 00000011 8Aebits | Mormation | yghits | 01111110
0~1500 bytes
Format of an LCP Code Identifier Length Data
packet: 8 bits 00000011 16 bits
Format of LCP /
configuration Type | Length | Data | Type | Length | Data
parame[&m: & bits 8 bits 8 bits & bits
FEB KE P
Flag 1 745 |Flag WAsiH 7 — MBI R GEFI S5 R, 1% 77158 0xTE.
Address 145 PPP WM MGE AR S s i BE e T ME— bR R 7y, R TE AU ) B B 2 Hu bk . B DA%
FHTARME S, e E R N4 1) k.
Control 1 79 | [ Address #—#¢, PPP #daift) Control M SEFRE X, MEME N 0x03, ZIH5 Address IH—it
FRiRT PPP # 3¢, B PPP 4323k >4 FFO3.
Protocol 175 Ui, aT SR IX 2 PPP A il A5 S AR SR B R S 2 . BRI 3 28 A AR TS0 3309

B2 5 | by RALEIET S HIE o S HLHE PSS T A I A A U AR, R B SRR 9 1

&AM “17, BT IEARAI N €07 QS 2 ik &35 I PPP E5i i it b sk 7w BEA R & L e,
BV ) £ A LB M AN AT R BB . FR IR0 R & i% 0 K% — Protocol-Reject R, TEIZIRL
FE H SH T AR 4 AR S P S .

e 0021: TP

e (002b: Novell IPX

e 002d: Van Jacobson Compressed TCP/IP

e 002f: Van Jacobson Uncompressed TCP/IP
e 0057: IPV64RC

e 8021: IPCP k3

e 802b: Novell IPX Control Protocol

e 8031: Bridging NC

e 8057: IPv6 CP

e (021: LCP#RC




TR

Information

FCS

Code

Identifier

KE

X

e (023: Password Authentication Protocol

e (223: Challenge Handshake Authentication Protocol

071500 | % Hsfit KA BE AL 1500 52745 , 2 b ELFE S TR A 25 o 55 R AR S K5 1 PPP B30T MRUCMax i mum

T

0/1/2

2o e

T

177

Receive Unit) FUBRAE. ESEFRMI 2 rh AT AR S 7R SEHEAT A5 2 i K B Rk T P P i
INSRAR B IACEEAN A 1500 777, AIHORFE, (HARLA . A0 SRIE 78 I 7 3805 X077 B o e A LA
5 T A5 B 75 W] IEH A

FCS It SBa 2R T flag 3 HAd .
T3 56 35k ) Th BE 3= 2 6) PPP H5ks Wi A% 4 1) 16 i M 3 AT A 0
TEEAE W 5N T — S LB P ARIEALH], S5 NEZHFRY, XA RE S8 NN JE A B SEIR o

ARSI, B RAR IR LCP Bl OISR A . FERERR LI B, FRUOT #00) LCP Bdladhosr. 3
AR I B TC R, 3l 2 1 ot i & 326 — > LCP ARG FE 464 5 (Code-Reject 30D  and2 1P L,
IAFEAE I, BRMACZ 2 TP fROCH 2

W W, Code fHANT -

0x01: Configure—Request

0x02: Configure—Ack

0x03: Configure—Nak

0x04: Configure—Reject

0x05: Terminate—Request

0x06: Terminate—Ack

0x07: Code—Reject

0x08: Protocol-Reject

0x09: Echo—Request

0x0a: Echo—Replyt

0x0b: Discard-Request

0x0c: Reserved

PRARBR G Z R BEAT WO AR SCIIILRC G R e AR H 02 FH R DT T 175 SRR R 187 % 3 o

— R E . A HE N BE B ST B B, G AE XU AR A — i 0  E 4 R0E LA S B SRRk 3
(Configure—Request 30D X JUMERIK LB AIE AT REZ E 2 —FEH, AR ENRAREEA

[l

B — AN BRI SR ID 2 M 0x01 FFEEE 5 1 1.



TR KE X

20 R R IC B SRRSO, TR AT R S BN 7, (HAAZEE SR (8 W 4 S HR ) 1D 22 545K
WS TD — 8o I B Y 8N 5 T LLRE R N 5 A I A HEAT PLEBORPRGE T — 2B IR AR

Length 25N | KRR UL BRSO, B Code % Tdentifier BRI . K PEBRIELAL 1% LCP LY
EFEE . BRI bR AR e I U A R
KPR R 7 RO AN 7 R A VRIS 59 0 2 4, 10 HL I 9 AN BE A MRU FRI{EL

Data AR | BT S R P AR A .

o Type NMREIETIZAL., ¥ U Type (1B i 28 AU -
0x01: Maximum—Receive-Unit
0x02: Async—Control-Character—Map
0x03: Authentication—Protocol
0x04: Quality—Protocol
0x05: Magic—Number
0x06: RESERVED
0x07: Protocol-Field-Compression
0x08: Address—and—Control-Field-Compression

o Length NUMEIETKE, &% Data WM SKE, Wit/26E Type. Length fl Data.

o Data NUMHEAIETEANE.

SEhnE
PRE 15
RFC 1661 The Point-to—-Point Protocol (PPP)
RFC 1055 A NONSTANDARD FOR TRANSMISSION OF IP DATAGRAMS OVER SERTAL LINES: SLIP
RFC 1144 Compressing TCP/IP headers for low—speed serial links
RFC1717 The PPP Multilink Protocol (MP)

RFC1332 The PPP Internet Protocol Control Protocol (IPCP)



PR iR

RFC1962 The PPP Compression Control Protocol (CCP)

2.5 PPPoE 30

PPPoE s&5%f PPP fI4 &, "&n] A& PPP BSOS T BAK M .

iR =X
PPPOE it 340 F «
6 Bytes G Bytes 2 Bytes 4 Bytes
Typal
DMAC SMAC Length Payload Data CRC ‘
Ver Type Code Session |0 Length Payload
4 Bytes 4 Bytes 1 Byte 2 Bytes Z Bytes Data

—

Tag_Type | Tag_Length Tag_Type | Tag_Length
2 Bytes 2Bytes | |29V | oBites 2 Bytes | |29-value
PPPOE Mt i B ff
FB KE X

DMAC 6 7 DACK I 547 H bkl ORI 3k Hbdik COXFFFFFFFF) . 7E Discovery Hdfs e, 1% 1 1E
ALK bE; 7E PPPOE £xif L& T, IR Discovery B &M E (K38 5% Uy
R gl ry stage.

SMAC 6 T PRBLA A LAK N MAC ik

BEPR LRI WML, M{HN 0x8863 I IR Discovery BBt 4fH Y 0x8864 %7K PPPoE
U B

Type/Length |2

&
o

Payload Data | AJ A% LRI G 7B . The Ethernet payload.




FB

CRC

Ver

Type

Code

Session ID

Length

Payload Data

Tag type

Tag Length

Tag value

R1TLV

Tag Value

0x0000

KE

HES

&
o

4
<t

BES

Tag Type

End-Of-List

X

FHF i Ja 7 1 = B A TU AR RS (B FRON FCS st 367 51D

PPPOE fiiAS, WAZIHEE A 0x01.

PPPoE 287, WA ZBI¥E 9 0x01.

HE XAF G H Discovery Fl PPPoE <% #1453 HIFE 7€ o

e MM F TR SE. HAEERTH Discovery B E L. X—"4E R PPPoE
SR RAZAE & — N 2 1E, FHH5PARM Source address fll Destination address —#CsE
BribsE LT —A PPPoE 2. {d OxFFFF APk AR, ARy .

1ZAH A& PPPoE 1] Payload K% . & AVEHE LAR M LA PPPoE kK& .

PPPoE ] Payload, % 0 PMELZ A Tag. — Tag /& TLV (Type-Length-Value) #if4.

Mg FHiF. TRV T &M Tag Type 1 Tag Value IR R FIE X

T NZFA LT 51E, R Tag Value 7%, 4 RULEI Discovery Zidi
BE R Tag Type, M A1 20834 1% Tag. It is an unsigned number in network byte order,

indicating the length in octets of the TAG VALUE.

Tag ¥ 7B . Value of a Tag.

X

1% Tag (AR WE 55— Tag. 1% Tag ] Tag_Length WA 0o ANERAGTH AR, B2

ERREVEY $a



FB

0x0101

0x0102

0x0103

0x0104

0x0105

0x0110

KE

Service—Name

AC—Name

Host-Uniq

AC—Cookie

Vendor—Specific

Relay—Session—1Id

X

% Tag W] 5B IR 55 i 44 PR

e Tag Value AL NULL &5 I F A58 o
e ¥ Tag Length N OB, i% TAG T WAL ARS -
i Service-Name brZEHIH T /&K Internet ARSSFEALRT ISP BLE — AR 55 BE AR 55 1 5

=

1% Tag W5 T 'SR ) 775 SR ME— R T HAMEEE AR S5 2% .
A PUERE bR, RS U FH S S BIES, BE ZHENIRS % MAC Huhik it — AN AR IR
TARLLNULL R4 5,

% Tag HHENLH TAEE RS 85 (100 N 4R SC (PADO 8 PADS) 5 F LI FA e — K552 118 3R
KR ALK, Tag Value & EALEFEHICBEAE, AT LLRAE S K —#EHIHdE . AR HIENIRS
AR .

FHLATASE PADT B PADR "S5 —/> Host-Uniq AR%%. MIRIEAIRS NS 1 Z65%%,
WMZRTE XS PADO B3 PADS HHAS N e 78 1) A 35 1A %5

% Tag HIEAMRSS 88 TR LRSS Bt o AR S5 48 7] LAAE PADO Hdfi (P 085 1% Tag. W
TR 7 IZARRE, B AAESE T ORA PADR A ISR A 5 526

Tag_Value I REAME H AR R A 3B Kl

% Tag FASRALIE) 7 € LIS B Tag Value WIHT 4 N7 HEE T BERMNE, HRTT
IR RIS 71508 0, IR 3 DTN MEE 71 P I R A SMT W 2845 21 Y Alb A

Bl
AWEFEMEHZ Tag. AT IR EEAEN:, RSB FED, 7T LLZEE Vendor-Specific Tag.

% Tag 7] g1 4K & A AR I E] Discovery R

Tag Value X EHUHHEEAN MRS s &l e AE ] . WR EHLEER ARG SR % Tag, WG]
FEFTA 1 Discovery Bl H 62 % Tag AE A RL

FIT A (9 PADT 38 60 A Z0ARAIE R 05 25 AR NN Tag Value KA 12 75 Relay-Session-1d
bR

Wi Discovery H A B4 M54 Relay-Session—Td 528, WA R FHIMAIZARE . X
FESL T, A ARS8 F 1% Relay—Session—1d #5345,

R E AL IUE bR, B0 A R 8572 IR I — A Relay-Session-1d 3%, MAE

N 1Z%A) K% IR Bl —A™ Generic-FError Fr%%.



FB KE

X

0x0201 Service—Name—Error

% Tag SR AT — MK AR BUE R
ERPTHTIEMER, BH BRI RE Service-Name. WRAGEIEIS, I H A
FEk— AR 0, IBAERLAUE — AT ENF AR, R SRR 2 ) SR A
AT A DA PUNULL 855

[

0x0202 AC-System—Error

% Tag R T NIRS SSAEAL B EHLIG K I T AR R FI0%A 288 7R A g —
FERL B . PADS A o] DAL A % AR

WREEIE, I BEIRE AN 0, IBAKIRBAUE — AT EN AR, 127 R g
BT HARIPER

ZFAF # AT DA BUNULL 255

0x0203 Generic—Error 1% Tag BIKRAE T — MR,
HREAATRER R A ILEGER) Tag B, EATHIINE] PADO. PADR 5% PADS %%
.
SR IR 58, 4 B AU — AR R R R I A R
ZTATH A SV RANULL 855
vl

& 1 PPPoED (PADI)

@ Frame 2: 34 bytes on wire (272 bits), 34 bytes captured (272 bits)
= Ethernet II, Src: D-Link_eb:70:3d (00:13:46:eb:70:3d), Dst: Broadcast
4+ Destination: Broadcast (ff:ff:ff:ff:ff:ff)
@ source: D-Link_eb:70:3d (00:13:46:eb:70:3d)
Type: PPPOE Discovery (0x8863)

= PPP-over-eEthernet Discovery

0001 .... = Version: 1
. 0001 = Type: 1

Code: Active Discovery Initiation (PADI) (0x09)

Session ID: 0x0000
payload Length: 14
= PPPOE Tags
Host-uniq: 001346eb703d

0000 ff ff ff ff ff ff 00 13

B 2 PPPoED (PADO)

46 eb 70 3d 88 63 NN




@ Frame 3: 60 bytes on wire (480 bits), 60 bytes captured (480 |
= Ethernet II, Src: HuaweiTe_59:bl:cf (00:e0:fc:59:bl:cf), Dst:
# Destination: D-Link_eb:70:3d (00:13:46:eb:70:3d)
# Source: HuaweiTe_59:bl:cf (00:e0:fc:59:bl:cf)
Type: PPPOE Discovery (0x8863)
= PPP-over-eEthernet Discovery
0001 .... = Version: 1
. 0001 = Type: 1
Code: Active Discovery offer (PADO) (0x07)
Session ID: 0x0000
Payload Length: 25
= PPPOE Tags
Host-uUniq: 001346eb703d
AC-Name: Quidway

00 13 46 eb 70 3d 00 e0 fc 59 bl cf 88 63 1 07
VL N00 00 00 19 01 03
V7100 00 01 02 00 07

0030 00 00 00

0000

& 3 PPPoED (PADR)

@ Frame 4: 34 bytes on wire (272 bits), 34 bytes captured (27.
= Ethernet II, Src: D-Link_eb:70:3d (00:13:46:eb:70:3d), Dst:
4 Destination: HuaweiTe_59:bl:cf (00:e0:fc:59:bl:cf)
4 Source: D-Link_eb:70:3d (00:13:46:eb:70:3d)
Type: PPPOE Discovery (0x8863)
= PPP-over-ethernet Discovery
0001 .... = Version: 1
. 0001 = Type: 1
Code: Active Discovery Request (PADR) (0x19)
session ID: 0x0000
Payload Length: 14
= PPPOE Tags
Host-uUniqg: 001346eb703d

0000 00 e0 fc 59 bl cf 00 13 46 eb 70 3d 88 63 FEEE P
(WO{om00 00 00 Oe 01 03 00 06 00 13 46 eb 70 3d 01 01
0020 [sllels

B 4 PPPoED (PADS)

@ Frame 5: 60 bytes on wire (480 bits), 60 bytes captured (480 b-
= Ethernet II, Src: HuaweiTe_59:bl:cf (00:e0:fc:59:b1:cf), Dst: I
# Destination: D-Link_eb:70:3d (00:13:46:eb:70:3d)
# Source: HuaweiTe_59:bl:cf (00:e0:fc:59:bl:cf)
Type: PPPOE Discovery (0x8863)
0001 .... = Version: 1
. 0001 = Type: 1
Code: Active Discovery Session-confirmation (PADS) (0x65)
session ID: 0x004f
pPayload Length: 14
= PPPOE Tags
Host-uUniq: 001346eb703d

0000 00 13 46 eb 70 3d 00 e0 fc 59 bl cf 88 63 W
OO0 4T 00 Oe 01 03 00 06 00 13 46 eb 70 3d 01 01
0020 [gefele 00 00 00 00 00 OO 0O 00 00 00 00 00 00 00

0030 00 00 00 00 aa aa aa aa 00 00 00 00

& 5 PPP LCP



@ Frame 6: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
= Ethernet II, Src: HuaweiTe_59:bl:cf (00:e0:fc:59:bl:cf), Dst: D-Link_eb:70:3d (00:1:
# Destination: D-Link_eb:70:3d (00:13:46:eb:70:3d)
@ Source: HuaweiTe_59:bl:cf (00:e0:fc:59:bl:cf)
Type: PPPOE Session (0x8864)

= PPP-over-ethernet Session

0001 .... = version: 1
cee. 0001 = Type: 1
Code: Session Data (0x00)
Session ID: Ox004f
pPayload Length: 21
= point-to-pPoint Protocol
protocol: Link Control protocol (0xc021)
= PPP Link control Protocol
Code: configuration Request (0x01)
Identifier: 0x00
Length: 19
= options: (15 bytes)
Maximum Receive unit: 1492
= Authentication protocol: 5 bytes
Authentication protocol: Challenge Handshake authentication Protocol (0xc223)
Algorithm: CHAP with MDS (0x05)
Magic number: 0x0200106f

0000 00 13 46 eb 70 3d 00 e0 fc 59 bl cf 88 64 ..F.p=. Y...d 8
0010 | 0 c0 21 01 00 00 13 01 04 05 d4 ?.! ..........
0020 «c2 06 02 00 10 &f 00 00 00 00 00 00 00 oW eare e Orconkes
0030 00 00 00 00 aa aa aa aa 0000 00 00 = teieissss snns

B 6 PPP CHAP

@ Frame 12: 60 bytes on wire (480 bits), 60 bytes captured (480 bit
= Ethernet II, Src: HuaweiTe_59:bl:cf (00:e0:fc:59:bl:cf), Dst: D-L
@ Destination: D-Link_eb:70:3d (00:13:46:eb:70:3d)
@ Source: HuaweiTe_59:bl:cf (00:e0:fc:59:bl:cf)
Type: PPPOE Session (0x8864)
0001 = version: 1
... 0001 = Type: 1
Code: Session Data (0x00)
session ID: 0x004f
payload Length: 23
= Point-to-Point Protocol
protocol: Challenge Handshake Authentication Protocol (0xc223)
= PPP challenge Handshake Authentication Protocol
Code: challenge (1)
Identifier: 1
Length: 21
= Data
value Size: 16
value: 2dd3ccaaab2ab3eb14bcffc56¢393433

0000 00 13 46 eb 70 3d 00 e0 fc 59 bl cf 88 64 B ..F.p=..
0010 EIW €2 23 0L 01 00 15 10 2d d3 cc aa il
0020 2a b3 eb 14 bc ff c5 6c 39 34 33 00 00 00 00 00  *...... ]
0030 00 00 00 00 aa aa aa aa 00 00 00 00

B 7 PPP IPCP



F Frame 19: 56 bytes on wire (448 bits), 56 bytes captured (4¢
= Ethernet II, Src: D-Link_eb:70:3d (00:13:46:eb:70:3d), Dst:
[+ Destination: HuaweiTe_59:bl:cf (00:e0:fc:59:bl:cf)
[+ Source: D-Link_eb:70:3d (00:13:46:eb:70:3d)
Type: PPPoOE Session (0x8864)
0001 .... = version: 1
voas 0001 = Type: 1
Code: session Data (0x00)
session ID: Ox004f
Payload Length: 36
= Point-to-Point Protocol
Protocol: IP Control Protocol (0x8021)
= PPP IP Control Protocol
Code: Configuration Request (0x01)
Identifier: 0x02
Length: 34
= options: (30 bytes)
IP address: 10.164.19.144
Primary DNS server IP address: 10.72.255.100
secondary DNS server IP address: 10.72.55.101
Primary WINS server IP address: 10.164.33,252
Secondary WINS server IP address: 10.164,33.250

0000 00 e0 fc 59 bl cf 00 13 46 eb 70 3d 88 64 ERY ...Y.
0010 [EESSCTFY] 80 21 01 02 00 22 03 06 Oa a4 13 90 [HEEE.
0020 81 06 Oa 48 ff 64 83 06 Oa 48 37 65 B2 06 Da a4 «s s Hs
0030 21 fc 84 06 0a a4 21 fa L

SE i

it ik

RFC 2516 A Method for Transmitting PPP Over Ethernet (PPPoE)

2.6 HDLC Mif& =,

TR =
7 HDLC tr, Bl Rl 4 SCH LA AR HE s 20 A i o HDLC o (RS0 T BSC 95455t (A RANST Ay (). HDLC 152 86 i
BEB(F) IR (D L EHFR (O . FEFE (D | WRREITE (FCS) %S4

F

il

B 1 HDLC ik X

Flag Addraess Control
01111110 11111111 00000011

Protocol Information Padding
16 bits " "
FCS Flag Inter-frame Fill

16 bits 01111110 or next Address




B

Flag

Address

Control

KE

)

<t

t

X

PRETEG 9 01111110 (0x7e) [ FURFIR N, FH UBR S MU IF a6 5 45 54, thm] LU it 5 i 18] (378 54 »
W, EAATWUEIEIIR Z], FEIETE TR, ERRMIRET, KA AR A AR E B, T
o5 ARSI AR — M SCRIFORR 3 7B, — BRBUIEAM RS 7 BUR A — Mr 7B A B fmifs
HOLTTIR. R “0 HARHEAIE” W] USSR F35 B AL .

bk B, WA T IR EETT N, AR WAL AE R BN R 541571 55
oyl — e [t A &MU k7 B A X U N sk, T S (kBT
bt R AT Rl AL . 3E— b AT S Eegs A b — AN L XA Oy A, R A AR
TREAEZEL NPT S 123k T Mo (B2 — A5 R L &7 RURCA MR B, e AT 2 e e — gtk
AT RARI 4 17 MRS G P 1 s i, BRI, ST iR R WA 1A 2 B LT
W FIAMEMUE A 0 BB N TE Y sk, AR AL AUE A .

PEdl B, TR R A & B N, DU BE RS HEAT I L S . RS TT 32715 U A OB P )
BRI AR - (0 A B AT AT LB R AR, AT mUFZ B AE ARt dr A ma i, 4R 2
2058 U E BOIRAS B 1k . 17 B HDLC (¥ .

H1 T Control FBUM AR, AT LAE HDLC Mgy A =FpA. FEM HiEmi. o S0, 2Rk 1 i
(Information) . S M (Supervisory). Ui (Unnumbered) . fE4%#IFEF, &5 142 “0” NI Mi, 1. 2
firA “1 7 NS, 1. 2402 “117 A UMb,

B 2 HDLC Control ZFEX#& =\
0 1 2 3 4 5 G 7

0 N (S) PIF N (R) I format
0 1 S PIF N (R) S format
0 1 M PIF M U format

Control Bl i) & F B & L -
e N(S): Send Sequence Number
e N(R): Receive Sequence Number
e P/F: Poll Bit command frame/Final Bit response frame
e M: Modifier Function

e S: Supervisory Function

T BRIEIALE P/F AL, ENEEH)/ 21047 (POLL/Final) A7,



FB KE X

Protocol 2 T | M. R Information daFp ) B b 355 1 W 2R A,

Information |O°NF fFEF B ATLURERM —bm bR, KRR E . 2 BT FCS 7 B all s 17 M 2 of AR WE
T H Bl bR - S8 12 1000~2000 Eisks, 10 RERATLAR 0, BIJEAS B 7Bl (ERREmh A A5 T
B

FCS 2 7% | FCS (Frame Check Sequence): MRS 7417, ATLMEH 16 A2 CRC, X PN &= B (8] A FEAN M iy

AT . PCS BB R 2 T2 CCITT V. 41 Z il X 164X 124X 5+1.

2.7 ATM 15 Jok& X

o ATMfETTHER

o AALS 2P PEHEGEAIK

e TPoEoA/PPPoEoA #& 3\

e  PPPoA #&3\

e ATM PWE3 B R

REEZ. HHE

2.7.1 ATM 1& 7ok

ATM 15 0k AR 9 2842 T AN [R] 732 UNT FITNNT AR5 ok 2R A .

B 1 ATM {5 7k # 2

GFC (4 bit)
e bi)

Voo b

ATM UNIE ATM NNI{G




e GFC:

e VPI:

e VCI:

e C(LP:

e PTI:

e HEC:

— ], KRR 4 LeRE, RAT UNT 30, AT U AR AR S S A ) I 248 T bR RS R R NV )
REEIEFRIRAF, 76 UNT R 8 bR, AIARiN 256 4N VP; 76 NNT FFKFE 2 12 e, AldRiR 4096 4 VP,
REBBARINAT, KEEE 16 HdF, AARiN 65536 4> VC,

BEREFMAER (Cell Loss Priority), KEER 1 LEE, FHTMERN . RAEPZEN R E S CLP=
R RERIR (Payload Type Indicator), K2 3 LbhF, MFARIRIEHIIZEA,

BRI, KA 8 by, MR ok MR R E o . AT | 055, RILZ LLaeg. e Bzt

4T HEC AbF .,

Xof LR 1 VPT/VCT H DR A MR R G o, T ixs el i mna.

o ZFWI{EIT: VPI=

o RI{EfEIT: VPI=

o OAM/EJT:

T VP, VCI=

¥ VC, PTI=

o [ERMETE: EHNLLT =RRA:

JufE 215 76: VPI NAEEAE, VCI=

— &R EAE TG VP TS, VCI=

B A EAE T, VP AT EAH, VCI=5.

o {FfRALPT (Payload Type): iZIHICSEE 3 Hikr. M TARIRME RS, Wl iR, Tmslhe2 ITU-T 1.361 &
E S PT A KA

PT=000: HH P EHREIGC, RETIHZE, ATMZH PR ATM ZH P $87~ AUU (ATM User to User) N 0.

PT=

PT=

PT=

PT=100: OAM F5 BAHR{Z 0.

PT=101: OAM F5 3jf; 3I/uf AH 4 70

PT=

PT=

RIS RT L, 245 0 TR P A i



o PTE—1INO.
o FAMRRMEICRAAPINEE, KAl T FE R R T R

o AR AUU BN, Hidr, AUU=0 FHAXT N[ SAR-PDU J& e 48 B uli ) By, AUU=1 B 4 B .

2.7.2 AALS ZHpiENSEE A

15 ATMIERCZ, PRI SS, AR AAL P, bhin, AAL2 SHxfsEitvE 2R m . Ss RN iE & 155, AALS Bt 2 &
BURAEBAT LI BRI A A&
AAL5 PDU #&3%

AAL5 CPCS -FJZ CPCS-PDU #% 20t R -

B 1 AAL5 CPCS-PDU #% 3

CPC3-PDU Payload
up to 26 - 1 octats)

PAD { D - 47 octets)

CPCS-UU {1 octet ) T
CPI {1 octet ) CPC5-PDU
Trailer

Length (2 octets)

CRC (4 octets) l

=224 ;X

— ) ) ; = E L KEFEATARG . SR ]~ 2o
CPCS-PDU Payload | CPCSTPDU . JHT/&H CPCS I fri K IR ATAEHY, FEFA 165535 744,

PAD PAD: 3EFEAL, fHEEAS CPCS—PDU KR 48 F T RS, KIEVEHZ 0~47 715,
CPCS-UU CPI: FIfEf# CPCS—PDU R#K N 8 4T, 15 8 47,

CPI CPI: FIfEf# CPCS—PDU EB#HK N 8 AMFHT, 15 8 fir.

Length &7 CPCS—PDU i K, & 16 £

CRC CRC: PEIRTURKLES, 5 32 fi7.

AAL5 SAR

AAL5 SAR 4 CPCS-PDU 43 h¥ 48 =51 SAR-PDU.



AALS &R 2
B 2 AALS &R AR

CPCS«

AAL-SDU« UU |CPI| Length CRC «

D| CPCS-PDU Tail

[ ]

-

-
-’
- -

< ATM-SAP> *

| pTo—= ATM

-Mﬂeader (ATT=0) cresssnnann Layer

;:ATM Header (ATUTU=1) ATM-SDU #N+¢/Cell N
|~ ATM Payload |

-
-

E AAL 1) CPCS )z, k25 Hdis 5ot i AALS £E CPCS—PDU i+ (¥ FE#E N 17 CPCS—PDU &, #RJ5 i1 PAD 48> CPCS—PDU I FE AN 48
A (I RN B Nk48) IEHE 57T IX A CPCS S8 T E TS, EtHEIX AN N*48 [¥] CPCS-PDU idfi 76 K% 45 SAR ¥,
AAL5=SAR RFIX A CPCS—PDU 73 Bt N /> 48 “79 ) SAR-PDU 70, IXHE AALS AL5E K W ERIESS, EEIX N> 48 711 SAR-PDU 17T
ik ATM JZ .

7E ATM &, SAR-PDU ¥ R AH ATM-PDU, 48—~ ATM-PDU #in_E—/ME 763k,

ATM AR IEAE BRIEEA AL 53 I KIETC, |15 DT HIETCRAN 48 75 (IF AT 4. i AAL f& 2] ATV JZ it — AN 48
T, XL 48 TR E AT Z N B T 5 NI HIETCk, R 1 53 I HIfE .

Reference
732 Eiip
RFC 1483 Multiprotocol Encapsulation over ATM Adaptation Layer 5
RFC 2364 PPP Over AALb
RFC 2684 Multiprotocol Encapsulation over ATM Adaptation Layer 5




2.7.3 IPOEOA/PPPOEOA &3\

IPoEoA/PPPoEoA AALS $F3E#% =,

LLC Oxas-AA-03 ?
our Ox00-80-C2 LLC header
PID 0x00-01 or 0x00-07 #
PaD 0x00-00
MaC destination address 1
(remainder of MAC frame) BEridged Ethernet/802.3 PDUs
LAN FCS (if PID is 0x00-01) #

FAD ( O - 47 octets)

CPC5-UU (1 octet ) f

CPI (1 octet )
CPCS-PDU Trailer

Length (2 octets)

CRC (4 octets) ¢

2.7.4 PPPoA &3

B 1 PPPoA #%%



Destination SAP (OxFE)

Source SAP (OxFE)

Frame Type = Ul {0x03)

T

LLC header

:

NLPID = PPP (0xCF})

Protocol ldentifier
(8 or 16 bits)

FPPP information field

padding

f

FPP payload

PAD ( 0 - 47 octets)

CPCS-UU (1 octet )

CPI (1 octat )

Length (2 octets)

CRC (4 octets)

T

CPCS3-FPDU
Trailer

2.7.5 ATM PWE3 &35

B 1 ATM PWE3 Ff2E#% =,

PSN Transport Header (As Required)

—-

Tunnel Label

Exp

TTL

PV Header

Y

ATM Control Word

FW Label

Exp

ATM Service Payload

2.8 STP/RSTP/MSTP Mjii#% =X,

STP Mik& =
B 1 STP its =




Protocol ldentifier 1.2
Protocol Version Identifier 3
EPDU Type 4
Flags 5
Root Identifier 6-13
Root Path Cost 14-17
Bridge ldentifier 18-25
Port Identifier 26-27
Message Age 28-29
Max Age 30-31
Hello Time 32-33
Forward Delay 34-35
FBAE P
Protocol Wi b= “0”

Identifier

Protocol Version | W iRAFRINFEF, STP 0, RSTP ¥y 2, MSTP A 3.

Identifier
BPDU Type BPDU 2£%!, MSTP A 0x02.

e 0x00: STP B Configuration BPDU

e 0x80: STP A TCN BPDU (Topology Change Notification BPDU)

e 0x02: RST BPDU (Rapid Spanning-Tree BPDU) H(# MST BPDU (Multiple Spanning-Tree BPDU)
Flags SHF “Rridil” (Flags), H—Nbit (il EALbit) Fon “TCA RIS, g —Abit (Fil.

fRA7 bit) Fom “TC (FRFHekZE)”,

Root Identifier |MIMF ID #B/2& 8 NF T ——RIPAANT MBS, & 6 715 &M MAC Hihik,

Root Path Cost |MREXETFFEH, Aum D BT ZARMFII 4 .

Bridge KRikFE BID, AAZHHMLI BID,

Identifier

Port Identifier | PID, &3i%i% BPDU (%11 1D,




TFERAK i

Message Age 1% BPDU K4 BAE#S .
Max Age WHEZALER
Hello Time 93 AN AHAR BPDU [a) 49 B 18] 1) B

Forward Delay ¥4 Listening fll Learning IR B ST ] .
RSTP Mik& =,

7E BPDU ik b, B 7 PRUEAD STP # XA —F 2 4b, RSTPAE 7 —2/ N b, — N ETE Type FB, HCE BPDU SRAUAF A& 0 1M
22, IASWAE T 2. FrLligiT STP IAS #e i #1i% 2% BPDU I <> £ 5.

T3 AN ARARAE Flag 7B, HEHECROREE A ia) 6 ALf PR . IXFFEAe 1 HBCE BPDU MY fi RST BPDU.
RSTP Flag Bt .
o Bit7: TCA
e Bitb: Agreement
e Bith: Forwarding
e Bit4: Learning
o Bit3AIBit2: M
= 00: R
= 0l: WRumHd
= 10: Alternate / Backup
= 11 fEEHH
e Bitl: Proposal

e Bit0: TC

MSTP Mg =,
2 M PR MSTP 25 AR B S — b, F T BRI 8 3R, B A AL R BlbisL STP APRSEE A Bl RSTP B3, I HLkah 1 P )
R o

MSTP {8 FH 22 A= i A B B B8 51 MST BPDU (Multiple Spanning Tree Bridge Protocol Data Unit) {E AN M T HEAIKIE. MST
BPDU 41 S FH R 1552 R B Fh 0 . ZE 28 30 0 DA S AL TE S #h 84k e 5%« MST BPDU i SC&5 R I T B i :

& 2 MSTP Mk =,



Protocol Identifier

Protocol Version ldentifier

BFDU Type

CIST Flags

CIST Root ldentifier

CIST External Path Cost

CIST Regional Root |dentifier

CIST Port Identifier

Message Age

Max Age

Hello Time

Forward Delay

Version 1 Length=0

-
-

Version 3 Length

MST Configuration ldentifier

CIST Internal Root Path Cost

CIST Bridge Identifier

Bt 1SN

CIST Remaining Hops

L

MSTI Configuration Messages
{may be absent)

6-13
14-17
18-25
26-27
28-29
30-31
32-33
34-35
36
37-38
39-89
90-93
94-101

102

103-39+Version 3
Length

ToVe 3 A HJ MST BPDU & 24851 K, T 35 A~F715 40 RST BPDU #H A .

MEE 36 NFHTFUEE MSTP L 7B . B 5 MSTT e B A5 BB il 45 F MSTT e B /S B 41EZE T RY -

MST BPDU H ) EEAS Bl F RN

B

L

Protocol

Identifier

PFRIRTT o

Protocol Version

Identifier

W AR A AR IRSE, STP 90, RSTP K2, MSTP 4 3.

BPDU Type

BPDU 574, MSTP &y 0x02.

e 0x00: STP [fJ Configuration BPDU




FB

Pt B

e 0x80: STP [ TCN BPDU (Topology Change Notification BPDU)

e 0x02: RST BPDU (Rapid Spanning-Tree BPDU) B MST BPDU (Multiple Spanning-Tree BPDU)

CIST Flags CIST tr&iEE.

CIST Root |CIST B EARAZ AL 1D

Identifier

CIST  External |CIST #MFE&AETFEYF MASAZ HAIL P J@ B MST 2k 3 CIST ARAZHALI) B it AT 8 . CIST Ak %A T B AR Vs 4k i
Path Cost i R =

CIST  Regional |CIST AyIERARAZ#eAL ID, BN IST Master A ID.  WISRBARFEX AN, IS AARAZ HAL 1D 5t & MAR A Bl 1D,

Root Identifier

CIST Port

Identifier

Ay LE IST A48 & it 1 1D,

Message Age

BPDU & 3C I AEA7HA

Max Age

BPDU R SC A KAEAE I DA O B AR AZ AL e B i Pt o

Hello Time

Hello fEMfds, HREN 2 Fh.

Forward Delay

Forward Delay €Nt %%, St N 15 #,

Version 1 Length

Versionl BPDU [, fH[EE N 0.

Version 3 Length

Version3 BPDU HIKJE

MST MST FCEFRIR, Fom MST AR EE, B8 4 M FE:
Configuration Octet
Identifier Configuration |dentifier Format Selector | 39
Configuration Name 40-71
Revision Level 72-73
Configuration Digest 74-89
e Configuration Identifier Format Selector: [EEN 0.
e Configuration Name: “if4”, 32 ZHKFEFE.
e Revision Level: 2 FHiIEMEE%.
e Configuration Digest: FIF] HMAC-MD5 Sy 38 VLAN A5 (B SR OC R 0% Bk 16 7715 14 2L
A MST Configuration Identifier HHIPUANFESEAAMIFEIN, FHH BRI ENL, A 8T FR—k.
CIST  Internal |CIST PNEBEEIRTTHYTE A 13 IST Master 22 Bl BT ERAETT4Y . CIST N EBER 42 TF B M4 B g 1 75 1T 5.




B

P8

Root Path Cost

CIST Bridge

Identifier

CIST f$5 28 #eHL 1D,

CIST  Remaining

BPDU 4R 3CAE CIST H ()38 43 Bk 4k

Hops
MSTI MSTT FLE {5 B . BN MSTI AL E (S B 5 16 bytes, W5 n NMSTI 8 (5 H n X 16bytes. .M MSTI Configuration
Configuration Messages HIFER BT
Messages (may be Octet
absent) MSTI Flags 1
M3STI Eegional Root Identifier 2.9
MSTI Internal Root Path Cost 10-13
MSTI Bridge Priority 14
MSTI Port Priority 15
MSTI Remaining Hops 16
e MSTI Flags: MSTI #ri&.
e MSTI Regional Root Identifier: MSTI iARZZ#AL ID.
e MSTI Internal Root Path Cost: MSTI PN E%ARTT4H MAS G 1 21 MSTT SR A2 AL I BT BR A2 TT4H
MSTT P A2 B AR A B s iy T T H 5
e MSTI Bridge Priority: AZZHHLLE MSTI 45 & A HMLHIT Se
e MSTI Port Priority: AAZHALLE MSTI A48 & o IS o
e MSTI Remaining Hops: BPDU #{3C7E MSTI o el Xk % .
7~

& 3 STP Mif% =X,




@ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
@ IEEE 802.3 Ethernet

@ Logical-Link control
= Spanning Tree Protocol
Protocol Identifier: Spanning Tree Protocol (0x0000)
Protocol version Identifier: Spanning Tree (0)
BPDU Type: Configuration (0x00)
= spou flags: 0x00
0... .... = Topology Change Acknowledgment: No
«e.. ...0 = Topology Change: No
= Root Identifier: 32768 / 100 / 00:1c:0e:87:78:00
Root Bridge Priority: 32768
Root Bridge System ID Extension: 100
Root Bridge System ID: 00:1c:0e:87:78:00
Root Path Cost: 4
= Bridge Identifier: 32768 / 100 / 00:1c:0e:87:85:00
Bridge Priority: 32768
Bridge System ID Extension: 100
Bridge System ID: 00:1c:0e:87:85:00
Port identifier: 0x8004
Message Age: 1
Max Age: 20
Hello Time: 2
Forward Delay: 15

B 4 RSTP Mk,

¥ Frame 1320: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
+ IEEE 802.3 Ethernet

# Logical-Link control
= Spanning Tree Protoco
Protocol Identifier: Spanning Tree Protocol (0x000C
Protocol version Identifier: Rapid Spanning Tree (2)
BPDU Type: Rapid/multiple Spanning Tree (0x02)
= BPDU flags: Ox2c (forwarding, Port Role: Designated)

0... .... = Topology Change Acknowlegement: NO
.0.. .... = Agreement: NO

e i Forwarding: Yes

B 1 [ Learning: No
. 11.. = Port Role: Designated (3)
..0. = Proposal: No

: ...0 = Topology Change: No

= Root Identifier: 32768 / 0 / 00:16:c8:97:0e:40
RooOt Bridge Priority: 32768
Root Bridge System ID Extension: 0O

Root Bridge System ID: 00:16:c¢8:97:0e:40
Root Path cost: 0

@ Bridge Identifier: 32768 / 0 / 00:16:c8:97:0e:40
Bridge Priority: 32768

Bridge System ID Extension: 327
Bridge System ID: 00:16:c8:97:0e:40

Port Identitier: O0x8001

Message Age: O

Max Age: 20

Hello Time: 2

Forward Delay: 15

version 1 Length: 0

S

PritE iR

IEEE Std 802. 1S Virtual Bridged Local Area Networks—Amendment 3: Multiple

Spanning Trees




PRHE

IEEE Std 802. 1D

IEEE Std 802. 1W

2.9 RPR Mik% =\

HiR

Information technology — Telecommunicationsand
information exchange between systems — Local and
metropolitan area networks—Common specifications—Part

3:Media Access Control (MAC) Bridges. ]

IEEE Standard for Information technology —
Telecommunications and information exchange between
systems —Local and metropolitan area networks— Common
specifications—Part 3: Media Access Control (MAC) Bridges
—Amendment 2: Rapid Reconfiguration. [Amendment to IEEE
Std 802. 1D, 1998 Edition (ISO/TEC 15802-3:1998) and IEEE

Std 802. 1t-2001]

RPR A 4 Fpiikg X, GFGF: (1D FEAEHEM (2) EHm (3) AFHEEM (4 Idle Wi,

Y g U]
)] 7 15 23 31
TTL Ho B
Flfmacthl (6515
EMACKEEE (BT
TTLRE I REER 5 )
SATEEEE R (2N LR (29248
H P #Es (nsgar)
WEFE 73] (4=295)

RPR HEAKfm it i J LA 27 Bt L



TR

TTL

V5 MAC #b
ik

TTL &%

¥R
gl

HEC

B %
il

KE
(F
)

iR

TTL (Time to Live), TTL FI{E Y& EEMITE RPR JAW 4 55k B Kb . g — AN 5, TTL E#0R 1,
BTTL 25T 0 i), By =35 . XML AT DA 1 s mitfe 2R 3 T BR 1] 6 308 5 % o

BEEMER . A PEFEHIEE . WERRL R (RSB0, Wrap 12615 BT EAIR AL

A8 A7 H I MAC $tbhik o X+ AR, 127 BUE H T s giihBR s X T 233000, &y BRI S pmEs.

48 ALY MAC Mo AIAHHE FUE G A MAC Muhl, EFEMAEEAR R D —ERFEAAE, HIT H AT s 0] R S i
fik.

TTL WIRI4aME . EEE W AR e, TTL SR RFF AL . F TTL B80d 2 TTLAE, AT LIS 2150 Wik & 21 24 1
R KBk

RPR R 3CH™ &k, ¥ RMibnE . Zithnab. it TR RARE . PRI Wihs A PR B AL

HEC (Header Error Check), SkEBRI&GAI, 16 fif CRC (Cyclic Redundancy Check) #5&. SkEBAssFlfE*F TTL.
FEAEGIEE . HEMAC tilib. J8 MAC Hidikb. TTL JEEAY s hilE B 6 B BdE i T i Em A 2 1.

BN T 1536 (Rt I RRWIKRE . HIER T8 1536 (H k) I Ron B 8T i PSRz . “ %
&7 BUKB PRSP ST 5 B HUEL A6 N 5% 2R 0 F

0x0800: IPv4

e 0x86dd: IPv6
e (x8847: Tag Unicast
e 0x8848: Tag Multicast

e 0x0806: ARP (Address Resolution Protocol)



TB  KE 52
(F
)

AP % n AR ST B R AT AR

i
FCS 4 FCS (Frame Check Sequence), Wit F%, 32 fif CRC &M . 2Nl SR AR D FER 34T CRC K IR15-F)
o
EaxallU
0 7 15 23 31
TTL BB
H fmacHiht (6=

EMACHEbE (65 1)
TTLRE I REER 5 )

SRR LR (29291) i 1 kil 75 i) Wi 4=

FElHE (nFi)

WSS TR (45295)

PRSI S B BUE DR S I R . PRI 10 FhSRAY, IEHImiSRA S “ PSR 7 B BB RS K 42 -

e 0x01: Attribute Discovery (ATD), ¥ &iJ@ & Hmi,

e 0x02: Topology and Protection packet (TP), ¥fFdS{RFHrilini.,

e 0x03: Topology Checksum (TC), JHFMZIE M.

e 0x04: Link round trip time measurement (LRTT) request, %E4EIR I A& K.

e 0x05: Link Round Trip Time measurement (LRTT) response, &EE4E IR IS E]I &M MY .

e 0x06: Fairness Differential Delay (FDD)

e 0x07: OAM echo request

e (0x08: OAM echo response

e 0x09: OAM flush

e (0xOA: OAM organization specific

e All others: Reserved



AR
0 7 15 23 31
TTL F AT _
JEMACHRHE (6T

ApRRL (259 DFREEE (2F7)
Wik R 5 (4T

AT R b 3B BRI T
o URMAC bl =477 s B 28T KUK MAC bk
o NTERk:
=  Version=0: Single Choke Fairness, fNAFHEFEFEIKIEZE—, BN S L%
* Version=1: Muti Choke Fairness, % 10 NAPEIEFBIAE A, T #1EHi.
o FCS: 32f CRC K2%. HXIGMS AL TTL AFEAIR 2 ] 7B

Idle i
0 7 15 23 31

TTL B AT

JEMACHRHE (65F7Y)

Idlefifif (4595
Wik 173 (4597)

Tdle MiA TR 5 AR 2R [R5, ZEARSR /N7 RO RIEAT RN mi %o
Idle ffar i ERIA N4 0.

S

PRt i)

IEEE P802. 17-2004 IEEE Standard for information technology—Telecommunications and information exchange between
systems— Local and metropolitan area networks—Specific requirements Part 17: Resilient packet

ring (RPR) access method and physical layer specifications

2.10 RRPP i} 358 5K

AR =
B 1 RRPP Mikg



1] 78 15 16 23 24 31 32 39 40 47
Destination MAC Address (6 bytes)
Souce MAC Address (6 bytes)
EtherType PRI VLAN ID Frame Length
DSAPISSAP CONTROL OUI=0x00e02b
O0x00bb Ox99 0x0b REPF Length
RRPP_VER | RRPPTYPE Domain |D Ring ID
0x0000 SYSTEM_MAC_ADDR(6 bytes)
HELLO_TIMER FAIL_TIMER
Ox00 LEVEL HELLO_SEQ 0x0000
RESERVER (0x00C0000000000)
RESERVER (0x000000000000)
RESERVER (0x000000000000)
RESERVER (0x000000000000)
RESERVER (0x000000000000)
RESERVER (0x000000000000)
B B AT -
FB KE L]

Destination MAC |48 Lb4F | #pillmifd) H i MAC.

Address

Source Mac |48 ELA: | BhiUmi Y5 MAC, [ % {8 N 0x000fe203fd75.
Address

EtherType 8 ks it 2 25 A3, [N 0x8100, I Tagged H 3.
PRI 4 L COS(Class of Service)flt5c2k, [HEMH N 0xe0.,
VLAN 1D 12 tbHy  MiFTJE VLAN [ 1D,

Frame Length 16 Hbis

PLR KW EE, [ 2 {5 0x48.




TR

DSAP/SSAP

CONTROL

0UI

RRPP_LENGTH

RRPP_VERS

RRPP TYPE

DOMAIN_ID

RING_ID

KE

16 LUHF

8 Lb4

24 HbA%

16 L4

8 LR

8 kA

16 Hoir

16 Hbir

SYSTEM MAC ADDR | 48 Hhi

HELLO_TIMER

FAIL_TIMER

16 LUHF

16 LUHF

i

) R 25U ) /PRI 55V iR 1, [ € (BN Oxaaaan

BT BLERRE X, [EEHE )Y 0x03.

ZF B EBRE S, [E 2 AE N 0x00e02b.

RRPP PIhslEcds Fi e K B, 8 2 (BN 0x40.

RRPP iR AE &, 24T 0x0001,

RRPP {27 .

0x05 (HEALTH) : A, Fh 32715 sURGES, X P26 24T E1 R AL

0x06 (COMPLETE-FLUSH-FDB) : $E8#% DOWN i, rhA&Hm 19 s G m s Mg 7 mikok,
TN AU U T DOWN,  PRERH 2K

0x07 (COMMON-FLUSH-FDB) : Hil#i FDB (Forwarding Database) Wi, H3:isi&ke, WAL
B 5 EHT A H MAC Hhhik i R R AN ARP .

0x08 (LINK-DOWN) :

F T RS, BRI A LT B AR NI T U ) MAC MRS R A ARP
%o

IR 8 2R A 0 A AR I T BELZE H0H0 VLAN (35 11 (¥ L 2R

0x0a (EDGE-HELLO) : EMse#EtEkaaml, I MiLg s mikil, R IR BIL &5 sk
e, R I TR 7 H TR SR PRI PR e R

0xOb (MAJOR-FAULT) : EFRMRRma M, 47 PRI BNIA LT FrE e I R A SO B 515
MR IET) EDGE-HELLO MBS A, A1 1T sty T TE Sl S PR R A i e

i FT J& RRPP 4811 1D.

i BT J& RRPP ¥R 1D,

RAEMTT 55 B MAC,

FEIEMNT S ¥ Hello 78 I8 BRI I R], AR AD

FIEMWTNT RAE I Fail %€ 85 MR I TR], A0 FD.



TR KE i

LEVEL 8 LR 15 F7 J&& RRPP A f 4% 5]

HELLO SEQ 16 tbd: | Hello MR 2.

2.11 LACP . 3CH&

WK
3T IEEE802. 3ad AR LACP, HERKIC S 4Hh il —Fh S K AN B B A 5 EA . LACP Bhi3E i LACPDU (Link

Aggregation Control Protocol Data Unit) HXJ¥Ras HAEE.

LACPDU 4R ST 18 sl P38 8EFD 3% B B AR SCANER I 54N, i SR 42 VR WAL Hi S DMAC S& ik i 2H & Huhik 0x01-80-¢2-00-00-02,
R B 0x8809, B T-ZRAY A 0x01, N3 B AL HE IR S A LACPDU 4R/ 3.

B 1 LACPDU %X



Destination Address

Source Address

Length/Type

Subtype

Version Number

TLV type

Actor_Information_Length

Actor_Port

Actor_State

Actor_System_Priority

Actor_System

Actor_key

Actor_Port_Priority

Reserved

Fartner_Information_Length

Partner_Port

Partner_State

Partner_System_Priority

Partner_System

Partner_key

Partner_Port_Priority

Reserved

Collector_Information_Length

CollectorMaxDelay

Reserved

Terminator_Length

Reserved
FCS
o B IR0 -
FB K VLB
i3
Destination Address 6 H [ MAC dhhik, B—ANHiEHNE (01-80-C2-00-00-02)

o b




Source Address 6 | YE MAC Hbhik, &% 1A MAC Huht
%
Bil
Length/Type 2 PSSR 0x8809
%
—_I—Iﬁ‘
Subtype 1 RSCTIEAL 0x01, M LACP #§5C
7
Bl
Version Number 1 WA S 0x01
&
Bl
LV type 1 o 0x00 fLF Terminator FE&
= o 0x01 f8F Actor FE&
B o 0x02 X3 Partner F#E&
e 0x03 fX# Collector FE
Actor Information Length 1 |actor ERFEKE, H20FH
7
+
Actor Port 2 WS, WIEFEVEASR, HEOREREAS . FR5 M 05 5ke
¥
B
Actor State 1 AuipRAE B
7 o LACP Activity: fRFEHEBFTIEME A5 LACP Pl 5= F30H LACP Bl
1 A1, BT 2 EF KL LACPDU SRS Xt 77, W7 s 2 R 3 RIE I 32»

BrAR B IR A 25 5




B

Actor System Priority

Actor System

Actor_key

Actor Port Priority

& W

[\

o b

(o))

o b

A

o

L]

o LACP_Timeout: fARHERKHUL LACPDU #R SCHI A, A Wi, RIS 1s FI18 3 30s,
RIS I (B A SR 3 Ao R b on 1, B 4I59 0.

o Aggregation: FRUVZEEBRBEMBOR GRS RN 0, ZEERBOANZISL
1, AREHRS, BT, RXAEERR R Bl — MR IZ AT .

e Synchronization: REIZHER & O RCE— DN IEMIBERS SR S 4L, IR % aER
CZRKE T — MBS, WA ZHER S H IS RS 1D AR AGERIZAT
Key {5 B 28U, Hh50 0, FUREEH AT AL EHIREG H.

o Collecting: WIRIWUEEMERERL, RANGWID N 1, FoRTERXAMEER b Bk Bmir itk
FEHITRAERER; BSOS ATRRERE, JF BANYERAE BOA & B AL B S U5 R AR
HITE DL TR IR, eI TR MESIS N 0.

e Distributing: WIFIZPECAERENL, RANGASG A 0, EWRAEFEXAMEEH B HIFM i)
SYECHE AR 11, JE H AN LR oA B AR sl Bl i s B A 0 R e
e T RAMERD N 1

o Default: W], %oy 1, AERBMCE] R m fE SRS MR ERN. &
angmhs N 0, IEAE{E AT KPS B AU R LACPDU M. iZ{E AN IEH LACP
PRER, U T2 R

o Expired: ZWIHIAE, b0y 1, ARA G RS2 4b T EXPTRED B IR
Bangmidn 0, A BCRENAL T IEHARZS . ZEABILF LACP P fEH, U
ERZLN

ARG, FTLABLE, BOATEIL Ty 32768

ARG ID, Al RGTH) MAC Mk

Ui T KEY {8, RGURYES DB AR, i D RES ROV RS AT — AR BER, &

Wi Key (H3HZA trunk 1D, 2 0118 FIW T A

BOMmAgeg, "L E, BRAN 0x8000



Reserved 3 PR 7B, "THTohae i b e e
¥
il
Partner Information Length 1 Partner {8 B EBKE .
? Partner ?&4&%@7%%%D%qﬁiuﬁﬁ#ﬁ%%é}ﬁﬁlﬁx\ %D%:ﬁ\*”%z&'ng%\y 5 actor ?&
W& . TR BRI R 15 B, partner FEUATS 0, BlBIAHHE BE &
e 55 o 5 B AN FE B partner B,
Partner Port 2 | g 05
%
Bl
Partner State 2 | KR AE B
%
—_I—Iﬁ‘
Partner System Priority 2 | X ARG
¥
Bl
Partner System 6 | XU FRGE 1D, XU RS MAC Hubk
%
Bl
Partner key 2 | Xy I KEY 5
%
Ri)
Partner Port Priority 2 | XhumdE O
%
Ri)
Reserved 2 PR 7B
¥
il
Collector Information Length |1 Collector /5 B FEKE: 0x10
¥




f

CollectorMaxDelay 2 B RIER: BRIANTEOL RN OxFEFf
%
B
Reserved 12 RETFE
%
BE)
Terminator Length 1 Terminator /£ B FEKE: 0x00
%
:"I%‘
Reserved 50 | fREETFEL, £HEO0
¥
B3]
FCS 4 | TN JE 2R T ZE IR TURAEEE (FRN FCS B I8 751D
%
BE)

W




% Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits)

% Ethernet II, Src: HuaweiTe_93:e1:98 (28:6e:d4:93:e1:98), Dst: Slow-Protoco’
Slow Protocols subtype: LACP (Ox01)
LACP Version Number: 0x01
Actor Information: Ox01
Actor Information Length: Ox14
Actor System Priority: 1
Actor System: HuaweiTe_93:el1:98 (28:6e:d4:93:e1:98)
ACtor Key: 6449
Actor Port Priority: 100
Actor Port: 260

= Actor State: Oxc7 (Activity, Timeout, Aggregation, Defaulted, Expired)
..1 = LACP Activity: Yes

..1. = LACP Timeout: Yes
.1.. = Aggregation: Yes
.. 0... = synchronization: No
vl = Collecting: No
0. = Distributing: No

R pefaulted: ves
Lo avinennse = gxpired: ves
Reserved: 000000
Partner Information: 0x02
pPartner Information Length: Ox14
Partner System Priority: 0
Partner System: 00:00:00_00:00:00 (00:00:00:00:00:00)
Partner Key: 0
Partner Port Priority: 0
Partner Port: 0
) Partner State: Oxc7 (Activity, Timeout, Aggregation, Defaulted, Expired)
Reserved: 000000
collector Information: 0x03
collector Information Length: 0x10
collector Max Delay: O
Reserved: 000000000000000000000000
Terminator Information: 0x00
Terminator Length: 0x00
Reserved: 000000000000000000000000000000000000000000000000. . .

S

=

PRt iR

IEEE 802. 3ad Link Aggregation Control Protocol

2.12 PR OAM L,

PLA T OAM H A A& 0 RSB, 40 AL R AN«
o 1) BEERH LRI OAM FiAR: 2N H T MK PE W &—CE B~ P& 2 i) (g —A B MUK FsER, HT
WD P X 255 5532 78 7 X 4% 2 TR] O BE IR A, LR 8C8 ERM OAM BIML, 35 ka1 802. 3ah.
o 2) MG LA OAM AR : 2N HFMEMENILEZ, HT RN M2 0 Em T 8 W2 s v e, 8 Bl
79 CFD (Connectivity Fault Detection) WM, ZHFruEly 802. lag FlY. 1731,

EFM (802. 3ah) #CHE,
EFM TAETEBUR B2, PR SCHEFR A OAM PDU. EFM JiE i ¢ % 2 7] 52 I 28 F. OAM PDU SRR 15 BERCIR AT, 8 WX 488 B I3 REAE X
W28 AT A TR . S OAMPDU (k% 2 J% 26 JLFH S UL ¥ OAMPDU.,

B 1 EFM OAM PDU #% X




[ 6 2 1 2 1 42~1496 4
Dest addr | Source addr | Type | Subtype | Flags | Code | Data/Pad | CRC
Information OAMPDU | OX00 | Local info TLY | Remote info TLY

Event notification OAMPDU

Loopback control OAMPDU

ax01 saq Link event TLW

OX0d Loopback command

FB& KE EX
Destination |6 F&3F The DA in OAMPDUs is the Slow Protocols Multicast address. 0x0180-C200-0002. H R MAC Hukik,
Address A LR 0x0180-C200-0002, 18 P SC AR A A R AEREIMREE 12, AL TR I8 275 FL
(DA) #% OAM ZhAEEK OAM IhBEAE A%, EFM OAMPDU #RASAERES 2 Bk K
Source 6 U5 MAC Hbik, Ay a2 o i o 1 MAC Hbhik 3G TSR A 50 £ B MAC #iudik), & — AN 5% MAC Hiudik .
Address
(SA)
Length/Type | 2 F-77 HUE 9 0x8809, HTFriRfE Wi AL,
Subtype |1 THRMBIL TR, AR 0x03, A T AR EFM B,
s PIRESEER:

Flags 9 =y OAMPDU. EFM SZARKFPIR S

e Remote Stable

e Remote Evaluating

e Local Stable

e Local Evaluating

e C(ritical Event

e Dying Gasp

e Link Fault
Code 174 B, A EHUE R AN LAY ) OAMPDU:

e 0x00: Information OAMPDU. &5 OAMPDU, tHFRAN.CoBEHR . FHT7E A 530 v ) OAM Sk 2
052 B AFRESE R CEIEAHEE TLV, mimE e TLV fZH4E 2 UEE TLV).




B KE

Local info |AFK:

TLV

Remote AR

infor TLV

seq AR

Link Event | A&

TLV

Command AR K-

Description

Data/Pad AR K-

CRC 4

X

e 0x01: Event Notification OAMPDU ZEfFi@%N OAMPDU, FH e A vty 5z v OAM S (1)
TR A B AT

e 0x04: Loopback Control OAMPDU ¥A [Hl45#il OAMPDU, -6 e i o 5L R s o7 5 i e o, 1241
SO R AL RE/ ZERRE S, FISRIT R /O M s A [ T Bt o

AfE B TLV.

*t g S TV,

FPals .

o 0x01 #%5iR{5 5 F 1 (Errored Symbol Period Event) : By i [A] Py (R4 115 5 SR I e UV
=
o 0x02 #HiRMIZEAT (Errored Frame Event) : BA7 I [) P PG 1R MU AR Sl et s SRR I
o 0x03 #5iRMiA IS (Errored Frame Period Event) : Fig 2k N A, LEUCE] N AWt & A
P AR IR IUAGER L RE SO BIE
o 0x04 H5SZEMIF A F 1 (Errored Frame Seconds Event) :$85E M B4 N H iR mi R0 Hokgid 1 &
S BIE
T AR DL OAM B iSCHR ST A [l e I Bl i B o 1 A 18 OAM Sk [va) of i Cize i ) A& Bk OAMPDU
LA BT S e s SO, oab S BRSO AN H AT B A, T A FLA% SR 3R [ 25 Ao o 328
MBI A AE ORI OAM S 2 G A e Sl
e 0x01: Enable OAM Remote Loopback
e 0x02: Disable OAM Remote Loopback

e 0x00, 0x03-OxFF: TilBd, OAM % /it ZW& I+ .

OAMPDU #{4f& MISH 78 7 BL o

R8T B

CFM OAM (802. lag) this3RCKE =,
CPM 2 38 3o 45 45 AR [0 1T CPM ML S S R e 3 1 A A U R 5 07 119 . CPM L TAEZE BB 2, Type = 0x8902.

B 2 CFM PDU #%3%



3 5 8 8 8 a2 8
First TLY | Varies with valus End
MD Level| Version | OpCode| Flags taat of OpCode Data/Fad LV
Defined by Cptional
cCm | 0X01 Seguence number | MEP 1D | MAID ITUT ¥ 1731 CCM TLVs
LBR | 0X02 m';,'”:""‘bad‘m Optional LER TLVs
ck .
LBM | 0X03 tm';;“""a e Optional LBM TLVs
LTR | OX04 LTR Reply TTL| Relay action Additional LTM TLV's
transaction D
Lt | ox0s tmm"mi o |LMTIL Dr:ﬂrgal Th?lfgt Additional LTM TLV
B KE X
MD level 3 e eGP 5], BUETEE N 0~7, BUE KRS 2 )i e
Version 5 bk A S, N 0.
OpCode 8 LR W R, A [FEEUE R RASEIZE ALK CEM PDU, & WLIY CFM PDU 1% 2 Ffw.
Flags 8 Lhis Flag 3%, %5 BAEARFIZERH) CFM PDU R AR & .
Sequence 8 LR FHS, FIUGE N —ABENUE, UG 4Ed o R ik —A CCM PDU, B EUE R 20 1.
number
Loopback 32 Lok W YRS, WIGEIE RN 0, LAG 4Ed i i &F k1% —/> LBR/LBM PDU, 1ZF-BAIBUE RSN 1.
transaction
D
LTR 32 i WFR S, WIGHEN 0, VLS 4Ed i i k% —A LTR PDU, ZFBUWEUERISN 1.
transaction
D
LM 32 EbAF W YRS, WIGRERN 0, LAE4Edrum SRR IE —/ LTM PDU, 7B rHUE St m 1.




transaction

1D

. Z/g /. N
TLV (Type, | &K e 0: End TLV &7 TLV, KK FEHBA .
Length, e 1: Sender ID TLV
Value) e 1: Port Status TLV

0x01

CCM (Continuity Check
Message) 3% %P 46 5%
p'a

e 1: Data TLV
e 1: Interface Status TLV
e 1: Reply Ingress TLV

e 1: Reply Egress TLV

01-80-C2-00-00-3x (41
e R

e 1: LTM Egress Identifier TLV

e 1: LTR Egress Identifier TLV

e 9-30: Reserved for IEEE 802.1

e 31: Organization—Specific TLV

e 32: Test TLV, Defined by ITU-T Y. 1731
e 33-63: Reserved for ITU-T Y. 1731

e 64-255: Reserved for IEEE 802.1

P ESNEAGI, ey i S A A o x AU

MD level x HJEU{H vy HIEE




FB KE X
0x02 LBR (Loopback Reply) |FR[EI& oy MAC CBRLR% | 2RI, bl A [l e o ]
EZNEIVES bk
0x03 LBM (Loopback Message) | ¥ [H] H ff3fi (1) MAC CRL% | FT3R[E1,  HFR LK i & H .
7N m RS Hohk)
0x04 LTR (Linktrace Reply) |f% ¥ HRIEE A & (¥ MAC | FH T-BERRPRIR, HHHE M MR RN ot (5] V7 o
I PR N CERFEHbAE)
0x05 LT™ (Linktrace | 01-80-C2-00-00-3y (#H | I T-HEEERER, HHEERRIREZ AR KK . v MEUE:
Message) HEMEIREN S | b MD level x HUHUH y HUEUH
7T7TF
66 E
550D
440C
338
22 A
119
008
0, 6-31 T 45 TEEE 802. 1 - -
32-63 B ITU-T Y. 1731 E X |- -
e 33: AIS
e 35: LCK
e 37: TST
e 39: APS
e 41: MCC
o 43: LM
e 42: IR
e 45: 1DM
o 47: DM
e 46: DIR
64-255 T 45 TEEE 802. 1 - -

S




B

IEEE Std 802. 3ah—-2004

TEEE Std 802. 1ag-2007

TEEE 802. lag/Draft7.0

ITU-T Y. 1731 (02/2008)

TITU-T

Amendment

G.8013/Y. 1731

1 (05/2012)

HiR

Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical

Layer Specifications

Amendment: Media Access Control Parameters, Physical Layers, and Management Parameters for

Subscriber Access Networks

IEEE Standard for Local and metropolitan area networks—Virtual Bridged Local Area Networks

Amendment 5: Connectivity Fault Management
Virtual Bridged Local Area Networks— Amendment 5: Connectivity Fault Management

Y. 1731 is an OAM protocol organized by the ITU-T. It covers not only the contents defined by
TEEES02. lag but also combinations of OAM messages, including the Alarm Indication Signal (AIS),
Remote Defect Indication (RDI), Locked Signal (LCK), Test Signal, Automatic Protection
Switching (APS), Maintenance Communication Channel (MCC), Experimental (EXP), and Vendor
Specific (VSP) for fault management and performance monitoring, such as frame loss measurement

(LM) and delay measurement (DM).

2.13 ERPS Mik% =

ERPS Ml HI3k > R —Fh, BJ RAPS (Ring Auto Protection Switching) PDU (Protocol Data Unit) k3L, RAPS PDU R CAL4;
ERPS ¥ 5., 7 ERPS 35 I A% 388 DL SE I &4 2% vy 5 510 FL3d

ERPS TAEAEEIEEEZE, Ethernet Type = 0x8902.

B 1 RAPS PDU Ak =,

1 2 3 4
1 3|?[s 5|4[3|2|1 3]?[6|5]4[3|2|1 s|?|s[5|4|3[2|1 a|?|e|5|4|3[2|1
MEL | Version |OpCode(R-APS=40) Flags(0) TLV Offset(32)
&
R-APS Specific Information(32 oclels)
3 H{al:upﬁunar TLV starts here;otherwise End TLV]
last [ EndTLVIO)

R 1 RAPS PDU FBt# XL

FRAK

KE ]



1 RAPS PDU B & X

FREREK K Pt BH
MEL (Maintenance Entity |31V FRUSZES S5 S5 2
Group Level)
Version 5 fir e 0x00: vl filgAs

e 0x01: v2JitAs
OpCode 8 fir il 52 {H 0x28, FriliZ PDU J& RAPS PDU.
Flags 8 fir i 5E{H 0x00, %7 BAERU I FE b 2 4k 200 .
TLV Offset 8 i [i] 5E{E 0x20.
R-APS Specific |32x8 A | iZFEIEMT RAPS BME H., J& RAPS PDU M LB . W Ti%F B, v MUASAHI v2 fiAs e 5
Information Lo B X B — I E R B 2 #5iR ERPSv1 MAZ FBLEARE & & 7B
Bl 3 #51R ERPSv2 WA Z B AR A& & T 7B

TLV (type-length-value) | TERRHI R RS FHFEMEAE S, Hd End TLV A& & 2 1E 0x00.,

& 2 ERPSv1 Jilx 4~ RAPS Specific Information ¥ =

3 4

a|?|s|5 4|3|2|1 3|?|e|5|4|3|2|1 a|?|e|5|4|3|2|1 |a|?|e|5|4|3|2|1

Node 1D{6 octets)

1 2
Request |Reserved Status
/Slale 1
: ﬁ Status
£ Reserved

(Node ID)

Reservaed 2(24 octets)

& 3 ERPSv2 Jilx A~ RAPS Specific Information ¥ =

3 4

a|?|s|5 4|3|2|1 3|?|e|5|4|3|2|1 a|?|e|5|4|3|2|1 |a|?|e|5|4|3|2|1

Node 1D{6 octets)

1 2
Request Status
/Stale Sub-code o ot
alls
BIMN|P
Flr Reserved

(Node ID)

Reserved 2{24 octets)

% 2 R-APS Specific Information &% T FE S X




FRAK KE BEH

Request/State 4 L FRIZAE BT RAE B e S iR R

1101: FS (Forced Switch) RAPS

e 1110: Event kX

e 1011: SF (Signal Fail) RAPS

e (0111: MS (Manual Switch) RAPS
e 0000: NR (No Request) RAPS

o HAth: REFE

Reserved 1 4 fif X+ ERPSv1, iZFE A “Reserved 17, R FE, BE1ELUEIHR TR Z a2 Ry 28Ty
FRiH o

Sub—-code
X+ ERPSv2, ZF-BZ& “Sub—code”:

e 4 “Request/State” FERIEUE R 1110 B, ZFEN 0000 37~ FDB 2 i il #7175

o 4 “Request/State” FEHFHARERS, ZFBIIUE NE 0, NREFE, HTE
PO R 2 4 2
Status 8 it FRULIREE B

e RB (RPL Blocked, 1{7): RB=1 #5i} RPL &% 4 PHZE; RB=0 #riH RPL B4 Kk FH
3. JE RPL Owner W #{E /K 1% RPL PDU FPKHZFEE A 0.

e DNF (Do Not Flush, 14#): DNF=

e BPR (Blocked port reference, 117): PHZENG AbRESL, ZTBON 0 FRPHIES
=N E, ZFBON 1 RORBHIES AN H .
R ERPSV2 JRAZRFZ T B

o Status Reserved: fREAFEt. TERXRET, FBRAEN 0, HIEHRKMILR
Hi Bl 2 . % BTE ERPSvL AN 6 7, 1E ERPSv2 flAF 5 i

Node 1D 6x8 fir PN RAPS PA75 £ MAC Hitik, 1ZFBUE THORNE R, AN RAPS FRR LR U Ha e
Reserved 2 24x8 L RE 7B, fERELRT, WFBAeER 0, HIEHEKME RS 2.
SE N

PR Eiip

ITU-T G.8032/Y1344 |Recommendation ITU-T G.8032/Y. 1344 defines the automatic protection switching (APS) protocol and

protection switching mechanisms for ETH layer Ethernet ring topologies. Included are details



PR HiR

pertaining to Ethernet ring protection characteristics, architectures and the ring APS protocol.

2.14 LLDP 3R

LLDP (Link Layer Discovery Protocol, HEE&ZERILIM $-ME 7 —MErERIBERSZ AT, 7T ROR A B2 ) 32 25
AL B AR 2 AR RS B LU F ) TLV (Type/Length/Value) , J:3257E LLDPDU (Link Layer Discovery Protocol
Data Unit, #EH ) RILPMUEIE I0) kA 5 H CEIER AL, BJEUEXL(E B 5 ¥ H DUbsAE MIB (Management Information
Base, HEUFEE) MIBNIRAEEA, DL 2B BE 22 50 A 1) S F) T i B 1R s A2 IR V0L

WO

B LLDPDU FRIFRSCHRA LLDP 4R350, Hd 3k A WiFh: Ethernet 11 F1 SNAP (Subnetwork Access Protocol, —FMI5 M)

B 1 Ethernet TT #%=d2%M LLDP 42 5C

0 18 3
Destination MAC address.

Source MAC address

Type

Data = LLDPU
{1500 bytes)

FCS

e Destination MAC address: H I MAC bk, [ % BIZ13% MAC ik 0x0180-C200—-000E .,

e Source MAC address: J& MAC Huhl, iy [0 MAC HuhbBR 5 24 MAC Huht Can 54 v 1 Hbhk I3 F o 1 MAC sk, 75 00456
P HF MAC M)

o Type: I, N 0x88CC.
e Data: ##E, N LLDPDU.

FCS:  MyiAs: 6 7 51)

B 2 SNAP #% 2 Ff 254 LLDP #R 3



0 15 31
Destination MAC address.

Source MAC addrass

Type

Data = LLDPL
in bytes)

FCS

e Destination MAC address: H I MAC bk, Sl 5 r2H 3% MAC Hihk 0x0180-C200-000E.,

e Source MAC address: F MAC Huhl, i MAC kBl % 24 MAC Mokl (SR ot stk JU3E A oty 10 MAC stk 75 s A
B &M MAC Hidib) .

o Type: LKA, M 0xAAAA-0300-0000-88CC.

e Data: %, 4 LLDPDU.,

e FCS: MG F%.

LLDPDU i & %5 25 75 LLDP 4R SCEHE S84 B ¥ G . 7E4L % LLDPDU 2 B, W&o A S Bk TLV /%X, B EETA TLV 4
A B> LLDPDU 5 3E4F LLDP % SC BB 48 0 #EAT 4% 3%

B 3 LLDPDU #%3(

| Chassiz 1D TLW | Part ID TLW |'rr|_ LY | Optional TLY ] | Optional TLW |End TLY |

4G4 LLDPDU f2 £ ml #7415 28 Fh TLV, A5 1 Chasis ID TLV. Port ID TLV. TTL TLV 1 End TLV iX PUFP 2 M A04Ews 1, Ha4x

B TLV JU) A w345 7

F1HATLY
TLV 4% A | B BRRAR
End of LLDPDU | ##iX LLDPDU %% &
Chassis ID | KIEB & HIMF MAC Huhk =
Port ID FRIR LLDPDU & ik i I o 444 A &% MED TLV i, |2
W NG ZRR: 4% K% MED TLV I, P2 R
H MAC Mk, ¥ 5t 1 MAC A58 F AR MAC
Time To Live | AW &[5 EIEANE 1344 L IAF IS R &



Port DA W i 11 (95 1R 155 R 4
Description

System Name | £ )& FKR 5
System REGHHR i
Description

System R0 F T RE LK CAT RE R T RE T e
Capabilities

Management B M hE, DL X R EE 05 R 0ID ( Object | %
Address Identifier, XJZFRiN)

MAC/PHY

Port VLAN ID

U Tf¥) VLAN 1D

Port And Protocol VLAN

1D

3ty A HM VLAN 1D

VLAN Name

#E1T VLAN R4 5K

Protocol Identity

i DR TR A 75 SR FOE R Bl i A& 75 CAERE B 2h P i 2 e LA 4 1 3 R AT

i 1 SCHRF I PSR R




Configuration/Status

Power Via MDI

i AL L BE 7T

Link Aggregation

iy R 1 SORFRE RS R 5 DA 1 LA REBE R SR 1

Maximum Frame Size

i SR A R B, B T B B MTU (Max Transmission Unit, B AKAEHEAIC)

LLDP-MED Capabilities

MAHT A1 MED 15452580 D) K2 78 LLDPDU A ] 4526 (1) LLDP-MED TLV K%Y

Network Policy

Uty TR VLAN 1D SERFFORNA (OB fIamaiD . S FH A 2 2 DA R i FH SR &5

Extended Power—-via-MDT | 4 i3 # {1k HL B

Hardware Revision MED B # [ B 4 i A

Firmwvare Revision MED ¢ 4% Fr) [F 1 i A

Software Revision MED 4% R34 R A

Serial Number MED 45 1751

Manufacturer Name MED ¥4 ) ilis ) i

Model Name MED 5 #5 FOREH 4

Asset 1D MED 25 HOBE PR IR AT, LASE H S BB 7 BRI
Location P EARUUE R, B S A AE TR T B N F v A




%% 3 IEEE 802.3 4 ZH5E X TLV

TLV £ %% L

Identification

LLDP-MED TLV 4 VoIP (Voice over IP, f£ IP EAEIZIEE) R4t T X BN, SUIEEANRE., MAERKECE . HikER B
B HEEAE, R TIBE WAL MERAGR. 8. HEEETMNER, FEMRTR 1 7E LUKt 25 & & 10
R, R B IR R DR A R TR

I

% Frame 27: 341 bytes on wire (2728 bits), 341 bytes captured (2728 bits)
# Ethernet II, Src: e0:24:7f:b6:ea:4d (e0:24:7f:b6:ea:4d), Dst: LLOP_Multicast
= Link Layer Discovery Protoco
=} Chassis Subtype = MAC address, Id: e0:24:7f:b6:ea:4d
000000 . "5as % aes = TLV Type: Chassis Id (1)
.0 0000 0111 = TLV Length: 7
chass1s Id Subtype: MAC address (4)
Chassis Id: e0:24:7f:b6:ea:4d (e0:24:7f:b6:ea:4d)
= Port Subtype = Interface name, Id: GigabitEthernetl1/0/7
0000 000 ¢ c.0i0:cc0m10 = TLV Type: Port Id (2)
.0 0001 0101 = TLV Length: 21
Port Id subtype: Interface name (5)
Port Id: Gigabitethernetl1/0/7
; Time To Live = 120 sec
0000 011. .... .... = TLV Type: Time to Live (3)
...0 0000 0010 = TLV Length: 2
Seconds: 120
& System Name = PE_MS_TB3
0000-T0L. o civaians = TLV Type: System Name (5)
...0 0000 1001 = TLV Length: 9
System Name = PE_MS_TB3
& System Description = Huawei versatile Routing Platform Software\r\nvrp (R)
D000 210, ;. v\ oo = TLV Type: System Description (6)
A ..0 1011 0011 = TLV Length: 179
System Description = Huawei versatile Routing Platform Software\r\nvrRp (1
& Port Description = HUAWEI, Quidway Series, GigabitEthernetl/0/7 Interface
0000 100. .... .... = TLV Type: Port Description (4)
.0 0011 0110 = TLV Length: 54
Port oescription HUAWEI, Quidway Series, Gigabitethernetl/0/7 Interface
= capabilities
0000 111, i vinieis = TLV Type: System Capabilities (7)
soe .0 0000 0100 = TLV Length: 4
i:capabi11ties 0x0014
it Smas WA .1.. = Bridge
........... 1 = Router
) Enabled capab111t1es 0x0014
arie sene aeviredens = Bridge
wricE waae eedsmwes: ' ROULEr
= Management Address
0001 000. .... .... = TLV Type: Management Address (8)
.0 0001 1101 = TLV Length: 29
Address Sstring Length: 5
Address Subtype: IPvd4 (1)
Management Address: 10.133.113.1 (10.133.113.1)
Interface Subtype: ifindex (2)
Interface Number: 34
OID String Length: 18
object 1dentifier: 060f2b060104018f5b051929010201010100
| End of LLDPDU
0000 000. .... .... = TLV Type: €nd of LLDOPOU (0)
..0 0000 0000 = TLV Length: O

M

m

SE



PR

IEEE 802. 1AB

IEEE Standard for Local and Metropolitan Area Networks:

Connectivity Discovery

2.15 IS-IS TR

o IS-IS RICEAERK

e IS-IS Hello J4 BEM&=

e IS-IS LSPIHEKR

o IS-IS SNPVHEMEI

RERE: gz

2.15.1 IS-1S #HRICE AR

WM

HiR

Station and Media Access Control

IS-TS IR EAEBP R AR SR BE 2 (M SS A (1. PDU AT BLY APANER 70, RO K Bl gy o Ferh Skl 3CRT 7 i Sk i
AL RISk 3T Frf PDU KU, B FRCKEZ A R, (HL R ARYE PDU SRAYAS [ 145 B 22551 o

IS-1S {1 PDU A 4 Fh2BY: Hello 3L, LSP, CSNP, PSNP.

B 1 IS-IS f PDU #8 2%,

PDU Common
Headear

PDU Specific
Header

Variable Length
Fields(CLV)

JITAS 1) PDU #5A7 AR 7] 38 FH Sk % 2K

B 2 1S-IS i IR kg%

Mo. of Octets

Intradomain Routeing Protocol Discriminator

Length Indicator

Version/Protocol ID Extension

ID Length

RIR|R

PDU Type

Version

Reserved

Maximum Area Address

[ N A N, A — N A N —

e Intradomain Routing Protocol Discriminator: I N HIEFEMICENEF, WE N 0x83.

e Length Indicator: PDUK#SAJKE (EFGEA LML LE), LLFTARAL.



e Version/Protocol ID Extension: RRAS/BhiSAniRy &, #wEN 1 (0x01),

e 1D Length: NSAP i8¢ NET # System ID KIS, (BN 0 B, 7~ System 1D XIRAIKE N 6 5. {HH 255 I,
227K System ID X3 A% (HIKEHR 0D,

e R (Reserved): £, ®ENO.
e PDU Type: PDU 8%, IS-IS PDU 35 9 MR, W45 HEIES % N &,
o Version: WEN1 (0x01),

o Maximum Area Address: SCRFEJEKXIAS. BENY 1~254 MBS, FoRi% 1S-1S HERESE PR pT SO VR A oK Xtk
BEN 0, RoRiZ 1S-1S BERE RO A SR 3 NX b4

15 Level-1 LAN IS-IS Hello PDU |L1 LAN IIH

16 Level-2 LAN IS-IS Hello PDU |L2 LAN ITH

17 Point—-to—Point IS-IS Hello |P2P IIH

PDU
18 Level-1 Link State PDU L1 LSP
20 Level-2 Link State PDU L2 LSP

24 Level-1 Complete Sequence L1 CSNP

Numbers PDU

25 Level-2 Complete Sequence |L2 CSNP

Numbers PDU

26 Level-1 Partial Sequence |L1 PSNP

Numbers PDU

27 Level-2 Partial Sequence |L2 PSNP

Numbers PDU




CLV 30K

PDU A AR K B30 /&= 24 CLV (Code—Length-Value) =Jt#H. CLV 4Rk AN TLV (Type-Length-Value) . A%t FE .

& 3 CLV #%
Mo. of Octets
Code 1
Length 1
Value Length

ASTF] PDU 2R BT 615 1 CLV S2 AR

CLV Code B4 T FH ) PDU 28 %!

1 Area Addresses ITH. LSP

2 IS Neighbors (LSP) LSP

4 Partition Designated Level2 IS |L2 LSP

6 IS Neighbors (MAC Address) LAN IIH

7 IS Neighbors (SNPA Address) LAN IIH

8 Padding ITH

9 LSP Entries SNP

10 Authentication Information ITH. LSP. SNP

128 IP Internal Reachability |LSP
Information

129 Protocols Supported ITH. LSP

130 1P External Reachability |L2 LSP




CLV Code 22 FiT 2P B PDU 2824
Information

131 Inter-Domain Routing Protocol |L2 LSP
Information

132 IP Interface Address ITH. LSP

Hodr, Code fHAM 1 F) 10 [ CLV 7F 15010589 F15E X CF 2 R R PFIE) , HAthJLFh CLV £ RFC1195 H1E Y.

LW
B 4 1S-1S kg

@ Frame 1: 1518 bytes on wire (12144 bits), 1518 bytes captured (1212
+ IEEE 802.3 Ethernet
# Logical-Link control
Intra Domain Routing Protocol Discriminmator: ISIS (0xB3)
PDU Header Length: 27
version (==1): 1
System ID Length: &
PDU Type : L2 HELLO (R:000)
versionz (==1): 1
Reserved (==0): 0
Max.AREAS: (0==3): 3
= IS5I5 HELLO
Circuit type : Level 2 only, reserved{(0x00 == 0)
Ssystem-ID {Sender of PDU} : 2222.0110.2000
Holding timer: 9
poU length: 1497
Priority : 64, reserved(0x00 == Q)
System-ID {Designated IS} : 2222.0110.2000.04
= Area address(es) (2)
Area address (1): 49
= Protocols Supported (1)
NLPID(s): IP (Oxcc)
= IS Neighbor(s) (6)
IS Neighbor: performa_00:00:01
= IP Interface address(es) (4)
IPvd interface address: 10.0.0.1 (10.0.0.1)
= Multi Topology (2)
IPvd unicast Topology (Ox000), no sub-TLvs present
=l Restart signaling (3)
= Restart signaling Flags: Ox00
S 1 suppress adjacency: False
ve. ..0. = Restart Acknowledgment: False
wess «..0 = REsSTart Request: False
Padding (255)
Padding (255)
Padding (255)
padding (255)
padding (255)
Padding (153)

SE




PR HiR

ISO 10589 ISO IS-IS Routing Protocol

RFC 1195 Use of OSI IS-IS for Routing in TCP/IP and Dual Environments

2.15.2 IS-IS Hello 74 B#& 2,

WK
Hello & SCH T @ fIZEHFAR B 2R, RN TTH (IS-to-1S Hello PDUs) o o, T #&Md 1 Level-1 B4t 24# ] Level-1 LAN
IIH; T 3BM A Level-2 B A28 Level—-2 LAN IIH; FF/#EMZ R {E R P2P T1H. ‘BEA1A0HRSCHE XA A [E

J AR R Hello R 3CH S an T B s ClE t il 2l RSk .

B 1 L1/L2 LAN TTH#=,

Mo. of Octets
Intradomain Routeing Protocol Discriminator | 1
Length Indicator 1
Version/Protocol 1D Extension 1
ID Length 1
R|R|R PDU Type 1
WVersion 1
Reserved 1
Maximum Area Address 1
Reserved/Circuit Type 1
Source 1D ID Length
Holding Time 2
PDU Length 2
R Priority 1
LAN ID ID Length+1
WVariable Length Fields

TE BRI R

e Reserved/Circuit Type: i 6 ELAFIREE, (BN 0. (KA1 2 ELAGR R B8 H928AY (01 Fon L1, 10 £ L2, 11 Fon

L1/L2).
e Source ID: K& Hello fRCHIES HH#%1 System 1D
e Holding Time: {RFFATIA]. 7E LA ] P 4 S RN AT JE &R I Hello #-3C, NIHR 1L BV ST IATJE R R o

e PDU Length: PDUJEKEZ, AT,



e Priority: %% DIS ML, BUEIEHEN 0~127. BUEECK, AegE .
e LAN ID: 4u#% DIS [ System ID Fl—=45 45 & 1D,
FLF X2 A ) Hel Lo 0K 280 B TR

B 2 P2P TIH %

MNo. of Octets
Intradomain Routeing Protocol Discriminator | 1

Length Indicator

Version/Protocol ID Extension
ID Length
R|IR|R PDU Type
WVersion

Reserved

Maximum Area Address

Reserved/Circuit Type

-
B N T N T L e A A A A

Source ID
Helding Time
PDU Length
Local Circuit ID
Variable Length Fields

Length

MEFETLUEH, P2P TTH H 2 E7 B S LAN TTH AR . ANFRPEEE Priority FLAN 1D FE:, £ 7 —4 Local Circuit ID
TFB, FRonAMEER 1D,

I

B 3 1S-IS Hello



@ Frame 1: 1518 bytes on wire (12144 bits), 1518 bytes captured (1212
+ IEEE 802.3 Ethernet
# Logical-Link Control
Intra Domain Routing Protocol Discriminator: ISIS (0x83)
PDU Header Length: 27
version (==1): 1
System ID Length: 6
PDU Type : L2 HELLD (R:000)
version2 (==1): 1
Reserved (==0): 0
Max.AREAS: (0==3): 3
= ISI5 HELLO
Circuit type : Level 2 only, reserved(0x00 == 0)
System-ID {Sender of PDU} : 2222.0110.2000
Holding timer: 9
PoU length: 1497
Priority : 64, reserved(0x00 == Q)
system-ID {Designated IS} : 2222.0110.2000.04
- Area address(es) (2)
Area address (1): 49
=l Protocols Supported (1)
NLPID(s): IP (0Oxcc)
= IS Neighbor(s) (6)
I5 Neighbor: performa_00:00:01
= IP Interface address(es) (4)
IPv4d interface address: 10.0.0.1 (10.0.0.1)
= Multi Topology (2)
IPvd unicast Topology (Ox000), no sub-TLvs present
= Restart Signaling (3)
= Restart Ssignaling Flags: Ox00
wexe. 0.. = Suppress Adjacency: False
ven .00 rRestart Acknowledgment: False
eee. ...0 = Restart Request: False
Ppadding (255)
Padding (255)
padding (255)
padding (255)
Padding (255)
Padding (153)

SFEFRE
L7 ;3 Eii3)
ISO 10589 ISO IS-IS Routing Protocol
RFC 1195 Use of OSI IS-IS for Routing in TCP/IP and Dual Environments

2.15.3 IS-IS LSP 7§ B A& =,

WO

FERRIRASHRSC LSP (Link State PDUs) F TACHBERRIRAS(EE . LSP 4 AWif: Level - 1 LSP #l Level - 2 LSP, Level - 1 LSP Hi
Level-1 B H#8/Li%, Level -2 LSP M1 Level—-2 B HI#s(L1%, Level-1-2 M 128 vl /%1% DL _EFifh LSP.

PIZE LSP A AR A (4R SCH% 3o




B 1 L1/L2 LSP #%X

MNo. of Octets

Intradomain Routeing Protocol Discriminator | 1

Length Indicator

Version/Protocol ID Extension

ID Length

R|R PDU Type

Version

Reserved

Maximum Area Address

PDU Length

Remaining Lifetime

LSPID

Length+2

Sequency Number

Checksum

e T I o B T 5 B

ATT OL | IS Type

WVariable Length Fields

T E BRI R

PDU Length: PDU WK JE, PLFH NHBAL.

Remaining Lifetime: LSP [AEFERTIA], LAFD A AL,

LSP ID: HH=#8/r41Ak, System ID. fh¥ A ID (—=FF) M LSP HHEHmS (—FT).

Sequency Number: LSP {745 .

Checksum: LSP fI#Z5& 0,

P (Partition Repair): {5 L2 LSP B3R, Kk enm i HIMEE X8 55%].

ATT (Attachment) : H Level-1-2 BHIZS 228, HSRIBIIG RS B 2B 5 E XM IE. BRI EMWEET Level -1
M Level-2 By LSP A, {HSEZFR LML B H A Level -1-2 BEHHZS 6 KA L1 LSP B3R, MFECR 4bit, HRFBMIER X
B ik FH ) R 2

MATZE X 4 AR R U B :

FALL: SREEE;

= 5L IR E;

= 6L MR

= AL EREE.

OL (LSDB Overload): id#ibrdifii. W& il #brEALH) LSP BANEAEM % i, (AT Bk th 28 1 ik i
AR B, X s Bt E L A G, HE has AT SPF HH I A2 B BX G as. M ma N A L,
R G H S RIER) LSP st B I #ibn A7



o IS Type: A=fl LSP B HIZRMIKA, FHSRIEHHRZ Level -1 iR 42 Level -2 B HI#F (01 FIn Level-1, 11 IR Level-2),

E 8 &N !
B 2 1S-1S LSP i &

@ Frame 9: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
+ IEEE 802.3 Ethernet
@ Logical-Link Control
B3%0: 10365 1535 TTRA- Domain: ReuseTng Informaelon Exchange Protecol
Intra Domain Routing Protocol Discriminator: ISIS (0x83)
PDU Header Length: 27
version (==1): 1
System ID Length: 0
PDU Type : L2 LSP (R:000)
version2 (==1): 1
Reserved (==0): 0
Max.AREAS: (O==3): 0
= ISO 10589 ISIS Link State Protocol Datra unit
PoU length: 27
Remaining lifetime: 0
LSP-ID: 0010.9400.0001.00-00
Sequence number: 0x00000004
Checksum: 0x0000 [unused]
= Type block(0x03): Partition Repair:0, Attached bits:0, overload bit:0, IS type:3
....... = Partition Repair: Not supported
.000 0... = Attachment: 0
Error metric: unset
Expense metric: unset
pelay metric: unset
pefault metric: unset
... .0.. = Ooverload bit: Not set
...... 11 = Type of Intermediate System: Level 2 (3)

SE i

o
LI B B )

aNt:3 Hid

IS0 10589 ISO IS-IS Routing Protocol

RFC1195 Use of OSI IS-IS for Routing in TCP/IP and Dual Environments

2.15.4 1S-1S SNP 7§ B #& =,

WK
i) FF#R 32 SNP (Sequence Number PDUs) i #ifiid 4= 5B 8l 3 4 B4 B 7R ) LSP SR [FI2P 4% LSDB (Link-State DataBase) , M4t

LSDB.

SNP £u#E CSNP (Complete SNP, 4:HJ /54 3C) F1 PSNP (Partial SNP, THAMH BRI , i#—35 W u 404 L1 CSNP, L2 CSNP. L1 PSNP

F1L2 PSNP,

CSNP f.35 LSDB HH A5 LSP M4 EAZ S, M v LLZEAR AT 6 B 25 1] /457 LSDB [ [R5 . ) #& M4 [, CSNP | DIS i ki% (B
HIREE BN 10 7)) 3 78S 3 SRR |, CSNP H7E 8 — R ST AR L Al R ik,

B 1 L1/L2 CSNP J3 BEA% =L




Mo. of Octets

Intradomain Routeing Protocol Discriminator

Length Indicator
ersion/Protocol 1D Extension
ID Length
R|R|R PDU Type
Version

Reserved

L e e T T R

Maximum Area Address
PDU Length

Source 1D ID Length+1

Start LSP ID ID Length+2

End LSPID ID Length+2

WVariable Length Fields

]

FEFBRREL TR
e Source ID: i SNP i 3CH#K HH #5H System 1D,
e Start LSP ID: CSNP #f3CH135—/ LSP 4 1D {f.
e End LSP ID: CSNP#R3CH /5 —/ LSP I 1D {H.

PSNP R B 24 e lm e 2 i — N B2 AN LSP 75, BRERS — IO 24 LSP AT HN, 24K B LSDB A[FIZPEF, L H PSNP Kik K40 =
JIEHTHT LSP,
B 2 L1/12 PSNP &=L

Mo. of Octets

Intradomain Routeing Protocol Discriminator | 4
Length Indicator 1
Wersion/Protocol ID Extension 1
ID Length 1
R|R|R PDU Type 1
Version 1
Reserved 1
Maximum Area Address 1
PDU Length 2
Source 1D ID Length+1
Variable Length Fields

I

B 3 1S-IS CSNP yH &



@ Frame 2: 168 bytes on wire (1344 bits), 168 bytes captured (1344 bits)
4 IEEE 802.3 Ethernet
# Logical-Link control
O i ) e
Intra Domain Routing Protocol Discriminator: ISIS (0x83)
PDU Header Length: 33
version (==1): 1
System ID Length: 6
POU Type : L2 ¢sne (R:000)
version2 (==1): 1
Reserved (==0): 0
Max, AREAS: (O==3): 3
= ISO 10589 1515 Complete Sequence Numbers Protocol Data unit
PDU length: 147
Source-ID: 2222.0110. 2000. 00
Start LSP-ID: 0000.0000.0000.00-00
End LSP-ID: FFff.ffff.Ffff.Fff-ff
- LSP entries (112)
5 LSP-ID: 0010.9400.0001.00-00, Sequence: 0x00000003, rLifetime: 1077s, Checksum: Ox388e
LSP-1D: : 0010.9400.0001.00-00
LSP Sequence Number : 0x00000003
Remaining Lifetime : 1077s

LSP checksum : 0x388e
3 LSP-ID: 0010.9400.0001.00-01, Sequence: 0x00000003, Liferime: 1077s, Checksum: Oxfa2b
LSP-ID: : 0010.9400,0001.00-01

LSP Sequence Number : 0x00000003

Remaining Lifetime : 10775

LSP checksum : Oxfa2b
] LSP-ID: 0010.9400.0002.00-00, Sequence: O0x00000003, Lifetime: 1075s, Checksum: Oxd735S
] LSP-ID: 0010.9400.0002.00-01, Sequence: 0x00000003, Lifetime: 1076s, Checksum: O0xd928
LSP-ID: 2222.0110.2000.00-00, Sequence: 0x00000001, Lifetime: 1068s, Checksum: Oxedéf
i LSP-ID: 2222.0110.2000.03-00, Sequence: 0x00000001, Liferime: 1068s, Checksum: Oxfbef
¥ LSP-ID: 2222.0110,2000.04-00, Sequence: 0x00000001, Lifetrime: 1068s, Checksum: OxddOe

SE il

CRCRECRORS

L7 ;3 Eii3)
ISO 10589 ISO IS-IS Routing Protocol
RFC 1195 Use of OSI IS-IS for Routing in TCP/IP and Dual Environments

3. MPLS 2

e MPLS #RCHESK

e MPLS L2/L3VPN 33L&

e MPLS Ping/Tracert (MPLS Echo)#R3C#&

3.1 MPLS 30

Wk

MPLS #7345 (Label) s2—AMETMIE KA. REAGARME AR R, BT ME—br il — 4T R 1 FEC. 7ERELetENL T, il nsit
TS H, X RL—A FEC AR A 2 M AAREE, (H2 — Gl as b, — M R BB —A> FEC. #7455 ATM 1) VPI/VCI LA K Frame

Relay f DLCT 26MBh, J&—FPEHbr N RF . ARBKIEN 4 DT, FPAAERERR AL 22 1) IXFE, PR REME AT R 0 B 2k )22 i

SCREo BRBAE S LR B AL B A B TR

B 1 MPLS i 3CH% 30




One or more

MPLS Label
MFLS Packet: | L2 header L3 header L3 payload
0 19 22 23 KH|
MPLS Label: Label EXP 5 TTL
FB KE P
Label 20 HLk; PR 7B, HSRARI—A FEC,
EXP 3 EbAE HAT3 B, BEEY A CoS (Class of Service), HAEMS Ethernet802. 1p fIME ML
S 1 b MPLS L FF 2 EhRZE . (A 1 BRI NRIEE RS
TTL 8 tbiF FIP s 2HA i TTL B AHTE, AT LA KB (35 %
i & ]

B 2 MPLS {3 (5 2 EH%)

@ Frame 1: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)
= Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Dst:
@ Destination: HuaweiTe_74:e4:08 (54:89:98:74:e4:08)
@ Source: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88)
@ VLAN tag: VLAN=412, Priority=Vvoice, < 10ms latency and jitter
Type: MPLS label switched packet (0x8847)

switching Header, Labe

MPLS Label:

1127

MPLS Experimental Bits: 0
MPLS Bottom Of Label Stack: 0
MPLS TTL: 255

= MultiProtocol Label Switching Header, Label: 1098, Exp: 0, S: 1, TTL: 255

MPLS Label:

1098

MPLS Experimental Bits: 0
MPLS Bottom Of Label stack: 1

MPLS TTL:

255

AR EXDIOT ISy O TTLS255

© Internet Protocol version 4, Src: 171.0.0.41 (171.0.0.41), Dst: 127.0.0.1 (
@ User Datagram Protocol, Src Port: 31015 (31015), Dst Port: Isp-ping (3503)
# multiprotocol Label switching echo

SR

L7 Eii%
RFC 3031 Multiprotocol Label Switching Architecture
RFC 3032 MPLS Label Stack Encoding
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RFC 3034 Use of Label Switching on Frame Relay Networks Specification
RFC 3035 MPLS using LDP and ATM VC Switching

RFC 2547 BGP/MPLS VPNs

3.2 MPLS L2 /L3VPN % 4514

MPLS L2/L3VPN 3454
B 1 MPLS L3VPN ¥R r4sty

4*M bytes 20 bytes 4 bytes
MPLS
L2 header label stack IP header IP payload CRC
y H“Hmh
1" - . T
1" = - ——
DMAC | sMAC | vian | Lenat
Type
Bytes: @ 6 4*x 2
B 2 MPLS L2VPN 304544
4*M bytes 20 bytes 4 bytes
MPLS
L2 header label stack L2 header IP header IP payload CRC

- Ty ——

DMAC | SMAG | vian | Lenath pMAC | smac | vian | enat
iz Type
Bytes: 6 5 4*x 2 B 6 4%y 5

B PARETE TR T K9 MPLS 1R ST AR AR
76 VPN 558 F . MPLS $ROCHEH M2 AR ZN J2 A PBREARSE, M T VPN (AL GRS LIRS0 N AU T2 B

Yt AMFRTERRERHN

B&iE %y LDP LSP | B AR
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AMFRTEFRE RN

FEIE Ny TE BEiE

FEiE A LDP over TE B&IE, HCTE TE BEIE AL

TE FRR 55t F, #R3CLE bypass BE18 AR

FEIE N LDP over TE H#S% TE FRR ¥5t N, Ml
B, k45U 3 bypass BEIE, i-3CAE bypass

B&1E A&t

B3 #Ah A MEEIE S 5N 9 MPLS 4530

In LOP tunnel.
12 header| br | 2 |L3 header [L3 payload
In Static LSP tunnel:
L2 header I}:::Pel li"; Illl L3 header | L3 payload
In MPLS TE tunnel:
L2 headar L;—IE ol Ii':::bgl L3 header | L3 payload
In LOP over TE tunnel:
L2 header TE[;EZTH I!_a?::l t; Il'll L3 header | L3 payload
In TE FRR bypass tunnel:
L2 header h’fgg:f TEL';';';;T“' ;T:I L3 header | L3 payload
LOP over TE + FRR bypass
L2 header bE:E:F TF]:::::;TEI Ll:aEt::ZI Iia T}EI L3 header | L3 payload

#5318, VPN OptionA 35

FER AS BNAEIEIS, fROCHEHT 1 JRFAM MPLS #5238 + N J= A PIREIE FR2E

£ AS SRIELIE T, FRSTAHEHT MPLS FR5E

Bl 4 #53 VPN OptionA 75t FAUIRSCEEH

X

(AMFEERRES I ESD .




AS x 4 ASy 4
™ | L3payioss | ™
L3 payload L3 header L3 payload
L3 header L2 header L3 header
VPN label VPN label

Tunnel labels Tunnel labels
L2 headar L2 headear

B&1% VPN OptionB i

FEH AS A AEIEIS, HROCHEH 1 JRFAR MPLS #r2% + N R RIREIE

TE AS IR [aL LRy, fROCHEH 1 EFAM MPLS FR%%,

Bl 5 #545k VPN OptionB 375 T B SLEEH

AS x 4 ASy 4
™ | 3payioad | ™
L3 payload L3 header L3 payload
L3 header VPN label L3 header
VPN label L2 header VPN label

Tunnel labels Tunnel labels
L2 header L2 header

¥&18 VPN OptionC 3

o TEE KK AS BUNALIERS, ROCHEN 1 ZAMAREE + 12 BGP 5% + N JE A PIFREEIRSE

o fEAS BRIAMEIET, IROCHER 1 RAMIBRZET] JZ BGP AR%E

o FEER 2 AS SRIAMEIEIS, WOCHEH | ERMARZES NJZ A MIBEITEARRE

B 6 #5145k VPN OptionC 375 T B SC A5

Flow direction
e

~ ASx \ ASy
(Original AS) ¥ (Other AS) ¥
L3 payload
L3 payload L3 header L3 payload
L3 header VEN label L3 header
VPN label BGP label VPN label
BGP label L2 header Tunnel labels
Tunnel labels L2 header
L2 header
HoVPN/HVPLS 375

o IRLJEAEIBIS, WOCHER 1 RN EARZEN B A PR IE bR

Vs
g

1Y%



o UPE fl SPE Z [afZ 6, RICHEH 1 BN ERE

Bl 7 #5385 VPN OptionC 5t FHIIRSCE5H

Flow direction

. ASx W —— ASy
(Original AS) ¥ (Other AS) ¥
L3 payload
L3 payload L3 header L3 payload
L3 header VPN label L3 header
VPN label BGP label VPN label
BGP label L2 header Tunnel labels
Tunnel labels L2 header
L2 header

BEBPZEER CSC (Carriers’ Carrier) I
5591 BGP/MPLS TP VPN AHLY, 187 R HI2 5 1 I SKDOCHAE T — S8 E 1 CE B ZU8E 1 PEIX— #8010 —Za % i vl i

R SP, A BE 2 BGP/MPLS TP VPN AR & H2 L7 .

o TURIEETE LMW SP I, FELE—ZLEE T CE 2 AT BGP S iE AL H AN S . 20 E R P @ TGP 5 BGP ¥ B —
WIS E NS . —ZaE w0 PE AT AN MPLS .

o T ZRIBETH A BGP/MPLS IP VPN HR&FHRALFE I, H PE 7 Eiz4T MPLS, 5—Z%i2E W CE Z [A)ig4T IGP Al LDP. —ZKizH

75 PE 2 [A]3@ 1k MP-BGP 231 A8 #4138 4% H

B 8 @E M IIeE S (Z Qs E NI SP)

SPE PE
First
carrier

= Second RER ASBR Second S
e ﬁ L3 payload :
L3 header
L3 payload L3 payload
VPN label L3 payload
L3 payload L3 header L3 header pay
L3 header BGP/LDP | |Tunnel labels | MEGE/ILOP L3 header
L2 header label L2 header label L2 header
L2 header L2 header

B9 iz ErHmiaE R (C Qs E R Oy MPLS VPN SP)



FE Second ASEBR
an
e ﬁ L3 payload
L3 header
L3 payload L3 payload
L3 payload 13 header :::;iz haanan| | L3 payioad
L3 header
L= heacler VPN label label VPN label
VPN label BGP/LDP | |Tunnel labels | [ BGPiLDP | | VPN label
label label
Tunnel labels L2 header Tunnel labels
L2 header L2 header
L2 header L2 header

SPE First FPE

WA

B 10 MPLS L2VPN #C

) Frame 1: 96 bytes on wire (768 bits), 96 bytes captured (768 bits)
Ethernet II, Src: Ibm_22:00:23 (00:22:00:22:00:23), Dst: HuaweiTe_b2:29:93 (O
@ Destination: HuaweiTe_b2:29:93 (00:25:9e:b2:29:93)
3 Source: Ibm_22:00:23 (00:22:00:22:00:23)
Type: MPLS label switched packet (0x8847)

15

@

MultiProtocol Label Switching Header, Label: 1033, Exp: 3, S: 0, TTL: 255

MPLS Label: 1033

MPLS Experimental Bits: 3
MPLS Bottom Of Label Stack: O
MPLS TTL: 255

- MultipProtocol Label Switching Header, Label: 1032, Exp: 3, S: 1, TTL: 255

MPLS Label: 1032

MPLS Experimental Bits: 3
MPLS Bottom Of Label sStack: 1
MPLS TTL: 255

) Ethernet II (VLAN tagged), Src: Ibm_22:00:23 (00:22:00:22:00:23), Dst: IPv4mc

3 Destination: IPvAmcast_00:00:b8 (01:00:5e:00:00:b8)
@ Source: Ibm_22:00:23 (00:22:00:22:00:23)
@ VLAN tag: VLAN=4095, Priority=Network Control

Type: IP (0x0800)

Trailer: 692d2756
Internet Protocol version 4, Src: 7.8.10.239 (7.8.10.239), Dst: 224.0.0.184 (.
User Datagram Protocol, Src Port: 49352 (49352), bst Port: bfd-control (3784)
BFD Control message

SHEhE
PRt Eiip
RFC 3031 Multiprotocol Label Switching Architecture
RFC 3032 MPLS Label Stack Encoding
RFC 3034 Use of Label Switching on Frame Relay Networks Specification
RFC 3035 MPLS using LDP and ATM VC Switching
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RFC 2547 BGP/MPLS VPNs
RFC 4090 Fast Reroute Extensions to RSVP-TE for LSP Tunnels
RFC 3107 Carrying Label Information in BGP—4

3.3 MPLS Ping/Tracert (MPLS Echo)$% 303\

MPLS LSP Ping/Tracert it % 3% MPLS Echo ¥4 ESZHL. MPLS Echo Vi EA# [ 1Pv4/1Pv6 [#) UDP Bl Et3s, UDP 114 3503, A&
i #E MPLS 3% H1 2% A4 RE 0L 101 % 0 115

MPLS LSP Traceroute flf& 4t Traceroute ML, @I IEELL K I%E—A TTL 2B#EA 1 1) Echo Request &3¢, il LSP #yi& A& —4> LSR
s W TTL I (4 Echo Request 30, [RINFELE— & FHHEE (Alik) LARAHRIR FIFSH Echo Reply 45 K1k . XFEKIE
FHIAFENZ LSP W — M mfE R

wICkE

MPLS Echo ¥H S 2E7E 1Pv4/1Pv6 (1) UDP i 3CH, Bl REL T A MPLS #5%%. MPLS Echo JH/EH, UDP gk Xk

B 1 MPLS LSP Echo 3¢k =X

0 15 31

Version Mumber Must Be Zero

Message Type Reply mode Return Code Return subcode

Sender's Handle

Seqguence Number

Timestamp Sent (seconds)

Timestamp Sent (microseconds)

Timestamp Received (seconds)

Timestamp Received (microseconds)

TLVs...

FEB KE X

Version Number |2 F74 ¥RIR MPLS Echo MIMRAS, HETN 1.
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&
ot

Must Be Zero 2

als
o

Message Type 1

Reply mode 1 %3
Return Code 173y

Return subcode |1 7

Sender’ s Handle |4 &%

Sequence Number |4 35

&
ot

Timestamp 4

X

WA 0, BRI AN .

FRINiZ MPLS Echo 14 & 12571,

e 1: MPLS Echo R4 &

e 2: MPLS Echo iy &

67~ Reply Router K44 77 2 lml MaxANH B :
e 1: Do Not Reply
e 2: Reply via an IPv4 UDP Packet

e 3: Reply via an IPv4 UDP packet with Router Alert

FIRHVCE N 0, Fllem al LABCE NI ME L —:
e 0: No return code
e 1: Malformed Echo Request Received
e 2: One Or More of the TLVs Was Not Understood
e 3: Replying Router Is an Egress for the FEC at stack—-depth <RSC>
e 4: Replying Router Has No Mapping for the FEC at stack—depth <RSC>
e 5: Downstream Mapping Mismatch
e 6: Upstream Interface Index Unknown

e 7: Reserved

Return Subcode FBHLF T AR FESE R 4R % . 412R Return subcode {H4 0, ARiRHRSC

BB, AN EABRREE . I, HOCHEH 1 hR%E

KIEZ AW, R RIFR—A MPLS Echo I, HAEZTENFHFEF KiE—A MPLS Echo Request
FFFENLAE R . BYK ) LSP Ping #EAE ] LAFEA4E £ Echo Request, {HfZIXYE Echo Request AT
A4 B Sender” s Handle AUEZAHE], BPEAYK LSP Ping #R{EIN BEF=4E— Sender’ s Handle

B Echo Request,

JE55, Sequence Number [AJFEEFIKAFRIR MPLS Echo ), ‘B & —PHIERIMLS, HENE R
AT A RAG I Z= 2R 169 Reply BN, AT AT DAXS Y258 3EAT SE IS AL B Be it . BRIK LSP Ping #:4E
AILLP2 A2 2 A Sequence Number, HAH—MMNFFFUHE—I6ME .

IRV, SR NTP L0 o, ELATARA: OB RRAA I [ TLAFISRAL e
RSN A 51T A B
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TLVs GIE'S TLV (Type, Length, Value):
e Type = 1: Target FEC Stack TLV
e Type = 2: Downstream mapping TLV
e Type = 3: PAD TLV
e Type = 4: Error Code TLV
e Type = 5: Vendor Enterprise Code TLV
Length: Value FBHIKEE, FIATHEURAL.
Value: HURT Type MIHUE, i TLV AR 4 AR, F58HE7R.

IR

B 2 MPLS LSP ping request

% Frame 1: 158 bytes on wire (1264 bits), 158 bytes captured (1264 bits)

% Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Dst:
# MultiProtocol Label Switching Header, Label: 1129, exp: 0, S: 1, TTL: 255
# Internet Protocol version 4, Src: 7.8.12.1 (7.8.12.1), Dst: 127.0.0.1 (127.
% User Datagram Protocol, Src Port: 31000 (31000), Dst Port: 1sp-ping (3503)

= Multiprotocol Label Switching Echo
version: 1

= Global Flags: 0x0000
0000 0000 0000 000. = Reserved: 0x0000
O T I oY G rr T s 0 = validate FEC Stack: False
Message Type: MPLS Echo Request (1)
Reply Mode: Reply via an IPv4/IPv6 UDP packet (2)
Return Code: No return code (0)
Return Subcode: 0
sender's Handle: 0x00000000
Sequence Number: 1
Timestamp Sent: Jan 23, 2013 15:54:46.000215000 UTC
Timestamp Received: Jan 1, 1970 00:00:00.000000000 UTC
Target FEC Stack
Type: Target FEC Stack (1)
Length: 12
= FEC Element 1: LDOP IPv4 prefix
Type: LOP IPv4 prefix (1)
Length: S
IPv4 pPrefix: 171.0.0.43 (171.0.0.43)
prefix Length: 32
Padding

D

= pad
Type: Pad (3)
Length: 48
pPad Action: Copy Pad TLV to reply (2)
Padding: 4142434445464748494a4bdc4d4edf505152535455565758. ..

& 3 MPLS LSP ping reply



# Frame 1: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
# Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:08 (54:89:98:74:e4:08), Dst: Hu
# Internet Protocol version 4, src: 171.0.0.43 (171.0.0.43), pst: 7.8.12.1 (7.8.
@ uUser Datagram Protocol, Src Port: 1sp-ping (3503), Dst Port: 31000 (31000)
= Multiprotocol Label Switching Echo
version: 1
= Global Flags: 0x0000
0000 0000 0000 000. = Reserved: 0x0000
............... 0 = validate FeC stack: False
Message Type: MPLS Echo Reply (2)
Reply Mode: Reply via an IPv4/IPv6 UDP packet (2)
Return code: Replying router is an egress for the FEC at stack depth RsC (3)
Return Subcode: 1
sender's Handle: 0x00000000
sequence Number: 1
Timestamp Sent: Jan 23, 2013 15:54:46.000215000 uTC
Timestamp Received: Jan 24, 2013 15:53:19.000099000 uUTC
= Target FEC Stack
Type: Target FEC Stack (1)
Length: 12
= FEC Element 1: LDP IPv4 prefix
Type: LOP IPv4 prefix (1)
Length: 5
IPv4 prefix: 171.0.0.43 (171.0.0.43)
prefix Length: 32
Padding
= Pad
Type: Pad (3)
Length: 48
Pad Action: Copy Pad TLV to reply (2)
Padding: 4142434445464748494a4b4c4d4e4f505152535455565758. ..

& 4 MPLS TE ping request

® Frame 1: 158 bytes on wire (1264 bits), 158 bytes captured (1264 bits)
# Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Ds
® MultiProtocol Label Switching Header, Label: 1139, Exp: 0, S: 1, TTL: 255
# Internet Protocol version 4, Src: 7.8.12.1 (7.8.12.1), Dst: 127.0.0.1 (12
# User Datagram Protocol, Src Port: 31005 (31005), Dst Port: lIsp-ping (3503
version: 1
= Global Flags: 0x0000
0000 0000 0000 000. = Reserved: 0x0000
wees sess saas +..0 = validate FEC Stack: False
Message Type: MPLS Echo Request (1)
Reply Mode: Reply via an IPv4/IPv6 UDP packet (2)
Return Code: No return code (0)
Return Subcode: 0
Sender 's Handle: 0x00000005
Sequence Number: 2
Timestamp Sent: Jan 23, 2013 20:42:58.000133000 uTC
Timestamp Received: Jan 1, 1970 00:00:00.000000000 UTC
= Target FEC stack
Type: Target FEC Stack (1)
Length: 24
= FEC Element 1: RSVP IPv4 Session Query
Type: RSVP IPv4 Session Query (3)
Length: 20
IPv4 Tunnel endpoint address: 171.0.0.43 (171.0.0.43)
Must Be Zero: 0
Tunnel ID: 1
Extended Tunnel ID: OxAB000029 (171.0.0.41)
IPv4 Tunnel sender address: 171.0.0.41 (171.0.0.41)
Must Be Zero: 0
LSP ID: 3
= Pad
Type: Pad (3)
Length: 36
Pad Action: Copy Pad TLV to reply (2)
Padding: 4142434445464748494a4bdc4d4edf505152535455565758. ..

& 5 MPLS TE ping reply



@ Frame 1: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
® Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:08 (54:89:98:74:e4:08), Dst: Hu
@ Internet Protocol version 4, Src: 171.0.0.43 (171.0.0.43), Dst: 7.8.12.1 (7.8.:
# User Datagram Protocol, src Port: 1sp-ping (3503), Dst Port: 31005 (31005)
version: 1
= Global Flags: 0x0000
0000 0000 0000 000. = Reserved: 0x0000
............... 0 = validate FEC Stack: False
Message Type: MPLS Echo Reply (2)
Reply Mode: Reply via an IPv4/IPvé UDP packet (2)
Return Code: Replying router is an egress for the FEC at stack depth RsSC (3)
Return Subcode: 1
sender ‘s Handle: 0x00000005
Sequence Number: 2
Timestamp Sent: Jan 23, 2013 20:42:58.000133000 UTC
Timestamp Received: Jan 24, 2013 20:41:31,000039000 uTC
= Target FEC Stack
Type: Target FEC Sstack (1)
Length: 24
= FEC Element 1: RSVP IPv4 Session Query
Type: RSVP IPv4 Session Query (3)
Length: 20
IPv4 Tunnel endpoint address: 171.0.0.43 (171.0.0.43)
Must Be Zero: O
Tunnel ID: 1
Extended Tunnel ID: 0xAB000029 (171.0.0.41)
IPv4 Tunnel sender address: 171.0.0.41 (171.0.0.41)
Must Be Zero: 0
LSP ID: 3
= Pad
Type: Pad (3)
Length: 36
pPad Action: Copy Pad TLV to reply (2)
Padding: 4142434445464748494a4b4cdd4edf505152535455565758. ..

& 6 VCCV ping request

@ Frame 1: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits)
# Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Dst
® MultiProtocol Label Sswitching Header, Label: 1127, Exp: 0, S: 0, TTL: 255
@ MultiProtocol Label Switching Header, Label: 1097, Exp: 0, S: 1, TTL: 255
@ Pw Associated Channel Header
® Internet Protocol version 4, Src: 171.0.0.41 (171.0.0.41), Dst: 127.0.0.1
@ User Datagram Protocol, Src Port: 31010 (31010), Dst Port: 1sp-ping (3503)
version: 1
® Global Flags: 0x0000
Message Type: MPLS eEcho Request (1)
Reply Mode: Reply via an IPv4/IPv6 UDP packet (2)
Return Code: No return code (0)
Return Subcode: 0
sender 's Handle: 0x0000000a
Sequence Number: 1
Timestamp Sent: Jan 24, 2013 19:04:41.000044000 UTC
Timestamp Received: Jan 1, 1970 00:00:00.000000000 UTC
= Target FEC Stack
Type: Target FEC Stack (1)
Length: 20
= FEC Element 1: FEC 128 Pseudowire (new)
Type: FEC 128 Pseudowire (new) (10)
Length: 14
Sender's PE Address: 171.0.0.41 (171.0.0.41)
Remote PE Address: 171.0.0.43 (171.0.0.43)
vC ID: 2001
Encapsulation: Ethernet VLAN (4)
MBZ: 0x0000
Padding
= Pad
Type: Pad (3)
Length: 40
pPad Action: Copy Pad TLV to reply (2)
padding: 000000000000000000000000000000000000000000000000. . .

K& 7 VCCV ping request alert



@ Frame 1: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:08 (54:89:98:74:e4:08), Dst: Hua
@ Internet Protocol version 4, Src: 171.0.0.43 (171.0.0.43), Dst: 171.0.0.41 (171
@ User Datagram Protocol, Src Port: lIsp-ping (3503), Dst Port: 31010 (31010)
version: 1
@ Global Flags: 0x0000
Message Type: MPLS Echo Reply (2)
Reply Mode: Reply via an IPv4/IPv6 UDP packet (2)
Return Code: Replying router is an egress for the FEC at stack depth RsSC (3)
Return Subcode: 1
Sender ‘s Handle: 0x0000000a
Sequence Number: 1
Timestamp Sent: Jan 24, 2013 19:04:41.000044000 uTC
Timestamp Received: Jan 25, 2013 19:03:14.000052000 uTC
Target FEC Stack
Type: Target FEC Stack (1)
Length: 20
= FEC Element 1: FEC 128 Pseudowire (new)
Type: FEC 128 pPseudowire (new) (10)
Length: 14
sender's PE Address: 171.0.0.41 (171.0.0.41)
Remote PE Address: 171.0.0.43 (171.0.0.43)
VC ID: 2001
eEncapsulation: Ethernet VLAN (4)
MBZ: 0x0000
Padding
= pad
Type: Pad (3)
Length: 40
Pad action: Copy Pad TLv to reply (2)
pPadding: 000000000000000000000000000000000000000000000000. . .

m

& 8 VPLS MAC Ping Request

@ Frame 1: 222 bytes on wire (1776 bits), 222 bytes captured (1776 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Dst: HuaweiTe_7
@ MultipProtocol Label Switching Header, Label: 1127, Exp: 0, S: 0, TTL: 255
@ MultipProtocol Label switching Header, Label: 1 (Router Alert), Exp: 0, S: 0, TTL: 255
@ MultipProtocol Label Switching Header, Label: 1099, Exp: 0, S: 1, TTL: 255
@ Ethernet II, Src: HuaweiTe_25:fd:80 (08:19:a6:25:fd:80), Dst: 00:00:00_00:00:01 (00:0C
@ Internet Protocol version 4, Src: 171.0.0.41 (171.0.0.41), Dst: 127.0.0.1 (127.0.0.1)
@ User patagram Protocol, Src Port: 31020 (31020), Dst Port: lsp-ping (3503)
s Multiprotocol Label Switching Echo
version: 1
@ Global Flags: 0x0000
Message Type: MPLS Echo Request (1)
Reply Mode: unknown (S)
Return Code: No return code (0)
Return Subcode: 0
sender’s Handle: 0x00000014
Sequence Number: 1
Timestamp Sent: Jan 24, 2013 19:35:25.000033000 UTC
Timestamp Received: Not representable
@ Target FEC Stack
= vendor Private
Type: vendor pPrivate (64512)
Length: 56
vendor Id: HUAWEI Technology co.,Ltd (2011)
value: 00010030000400000000000100000819a625fd8000000000. . .

= pad
Type: Pad (3)
Length: 22

Pad Action: Copy Pad TLV to reply (2)
Padding: 4142434445464748494a4bdc4ddedf505152535455

& 9 VPLS MAC Ping Reply



@ Frame 1: 286 bytes on wire (2288 bits), 286 bytes captured (2288 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:08 (54:89:98:74:e4:08), Dst: Hui
@ MultiProtocol Label switching Header, Label: 1 (Router Alert), Exp: 0, S: 0, T
@ MultiProtocol Label Switching Header, Label: 1092, Exp: 0, S: 1, TTL: 255
@ Ethernet II, Src: HuaweiTe_25:fd:80 (08:19:a6:25:fd:80), Dst: 00:00:00_00:00:0:
@ Internet Protocol version 4, Src: 7.8.23.3 (7.8.23.3), Dst: 127.0.0.1 (127.0.0.
@ User Datagram Protocol, Src Port: lIsp-ping (3503), Dst Port: 31020 (31020)
version: 1
@ Global Flags: 0x0000
Message Type: MPLS Echo Reply (2)
Reply Mode: uUnknown (5)
Return Code: Replying router is an egress for the FEC at stack depth RSC (3)
Return Subcode: 1
Sender 's Handle: 0x00000014
Sequence Number: 1
Timestamp Sent: Jan 24, 2013 19:35:25.000033000 UTC
Timestamp Received: 3Jan 25, 2013 19:33:58.000043000 uUTC
@ Target FEC Stack
# vendor Private
@ pad

& 10 VPLS PW Ping Request

# Frame 1: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits)
# Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:36:25:fd:88), Dst: HuaweiTe_:
# MultiProtocol Label Switching Header, Label: 1127, Exp: 0, S: 0, TTL: 255
# MultipProtocol Label Switching Header, Label: 1 (Router Alert), Exp: 0, S: 0, TTL: 255
# MultiProtocol Label Switching Header, Label: 1099, Exp: 0, S: 1, TTL: 255
# Internet Protocol version 4, Src: 171.0.0.41 (171.0.0.41), bst: 127.0.0.1 (127.0.0.1)
¥ User Datagram Protocol, Src Port: 31018 (31018), Dst Port: Isp-ping (3503)
version: 1
% Global Flags: Ox0000
Message Type: MPLS Echo Request (1)
rReply Mode: Reply via an IPv4/IPv6 uDP packet (2)
Return Code: No return code (0)
Return Subcode: 0
Sender ‘s Handle: 0x00000012
Sequence Number: 2
Timestamp Sent: Jan 24, 2013 19:24:00.000048000 UTC
Timestamp Received: Jan 1, 1970 00:00:00.000000000 UTC
= Target FEC Stack
Type: Target FEC Stack (1)
Length: 20
= FEC Element 1: FEC 128 Pseudowire (new)
Type: FEC 128 Pseudowire (new) (10)
Length: 14
Sender's PE Address: 171.0.0.41 (171.0.0.41)
Remote PE Address: 171.0.0.43 (171.0.0.43)
vC ID: 1
Encapsulation: Ethernet VLAN (4)
MBZ: 0x0000
Padding
= pad
Type: pPad (3)
Length: 40
Pad Action: Copy Pad TLV to reply (2)
Padding: 4142434445464748494a4bdc4d4e4f505152535455565758. ..

B 11 VPLS Multi-Hop Ping Request



# Frame 1: 185 bytes on wire (1480 bits), 185 bytes captured (1480 bits)
® Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Dst:
@ MultiProtocol Label Switching Header, Label: 1127, Exp: 0, S: 0, TTL: 255
# MultiProtocol Label switching Header, Label: 1 (Router Alert), Exp: 0, S: (
® Multiprotocol Label switching Header, Label: 1099, Exp: 0, S: 1, TTL: 255
@ Ethernet II, Src: HuaweiTe_25:fd:80 (08:19:a6:25:fd:80), Dst: IPvdmcast_01:
@ Internet Protocol version 4, Src: 171.0.0.41 (171.0.0.41), pst: 225.1.1.1 ¢(
# User Datagram Protocol, Src Port: 31022 (31022), Dst Port: 1sp-ping (3503)
version: 1
# Global Flags: 0x0000
Message Type: MPLS Echo Request (1)
Reply Mode: Reply via an IPv4/IPv6 UDP packet (2)
Return Code: No return code (0)
Return Subcode: 0
Sender 's Handle: 0x00000016
Sequence Number: 4
Timestamp Sent: Jan 24, 2013 19:39:37.000213000 UTC
Timestamp Received: Jan 1, 1970 00:00:00.000000000 UTC
; Target FEC Stack
Type: Target FEC Stack (1)
Length: 20
@ FEC Element 1: FEC 128 Pseudowire (new)
= vendor Private
Type: vendor Private (64512)
Length: 28
vendor Id: HUAWEI Technology Co.,Ltd (2011)
value: 00050014e1010101ab0000290819a625fd80000000000000

mn

= Pad
Type: pPad (3)
Length: 13

Pad Action: Copy Pad TLV to reply (2)
Padding: 4142434445464748494a4bdc

K& 12 VPLS Multi-Hop Ping Reply

Frame 1: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)
; Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:08 (54:89:98:74:e4:08), Dst: Hu
Internet Protocol version 4, Src: 171.0.0.43 (171.0.0.43), Dst: 171.0.0.41 (17:
uUser Datagram Protocol, Src Port: 1sp-ping (3503), Dst Port: 31022 (31022)
version: 1
® Global Flags: 0x0000
Message Type: MPLS Echo Reply (2)
Reply Mode: Reply via an IPv4/IPv6 UDP packet (2)
Return Code: Replying router is an egress for the FEC at stack depth RsC (3)
Return Subcode: 1
Sender ‘s Handle: 0x00000016
Sequence Number: 4
Timestamp Sent: Jan 24, 2013 19:39:37.000213000 uTC
Timestamp Received: Jan 25, 2013 19:38:10.000223000 uTC
= Target FEC Stack
Type: Target FEC Stack (1)
Length: 20
@ FEC Element 1: FEC 128 Pseudowire (new)
= vendor Private
Type: vendor Private (64512)
Length: 28
vendor Id: HUAWEI Technology Co.,Ltd (2011)
value: 00050014e1010101ab0000290819a625fd80000000000000

& es

®

SERE
PR ik
RFC 4379 Detecting Multi-Protocol Label Switched (MPLS) Data Plane Failures

RFC 4377 Operations and Management (0AM) Requirements for Multi—Protocol Label Switched (MPLS) Networks




PR iR
RFC 5085 Pseudowire Virtual Circuit Connectivity Verification (VCCV): A Control Channel for Pseudowires

RFC 4447 Pseudowire Setup and Maintenance Using the Label Distribution Protocol (LDP)

4. M=

e ARP/RARP #3C#&N

e GRE #3C#%K
o ICMP KRR

o ICMPv6 #ICHEF

o IGMP HRITKESK

e IP in IP KA

o IP UK
o IPv6 IR

e IPv6 in IP (6tod)IRICHER

e MLD 3RICHE
e  OSPF #HC#& =

e OSPFv3 #3C#E

e PIMIRICHEI
e  RSVP #HCH& R
e VRRP #HCHE R

4.1 ARP/RARP 30

otk f#HTHM 3 ARP (Address Resolution Protocol) j& KNG TP Huht @At A MAC bk (A Hris
Ik



15 23 31

Ethernet Address of destination{0-47)

Ethernet Address of sender((-47)

Frame Type Hardware Type
Frotocol Type Hardware Length Protocol Length
OP

Ethernet Address of sender{(-47)

IP Address of sender

Ethernet Address of destination(0-47)

IP Address of Destination(0-15)

IP Address of Destination(16-31)

FE KE X
(bit)

Ethernet  Address  of |48 HURF | HELLRMIMAE. &% ARP #KI, ST H& ¥ MAC Hidik, OxFF. FF. FF. FF. FF. FF.
destination
Ethernet Address of sender 48 b | 5 LK R Hudik o
Frame Type 16 tohs | RoRJE BRI . X ARP WE RN R, Z T BURE A 0x0806.
Hardware Type 16 Ly | FoRt@ - hk gAY . T BRI, BB RIE S “17.
Protocol Type 16 Lhd | RoRRIE DT BRSPSk R AL . b TP Mk, iZ4E>A 00800,
Hardware Length 8 Lur | FRRAEMF AR, AR KT ARP T SREURIZ R UL, ZME A 6.
Protocol Length 8 LLhF | ORI BOBAERICRE, AT X ARP SR BN B R UL, Z{EN 4.
OP 16 Loy | AR

e 1 ARPiER
o 2 ARP W%

e 3 RARP ik




B KE &X
(bit)

e 4 RARP W%

Ethernet Address of sender |48 EbW4F | KiZJ7 LIKRI L. XN FZERAT ARP R SCE S HVE LUK M bk R R EEE R .

TP Address of sender 32 By RIETTHY TP ikt

Ethernet Address of |48 b4y | T RILIOR M hEE . &% ARP KB, ZAMEFR{E A 0x00. 00. 00. 00. 00. 00,

destination

IP Address of destination |32 b4 |47 i 1P ik,

i & ]
B 1 % %% ARP 4Rk

# Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on it
= Ethernet II, Src: HuaweiTe 9f:24:cb (4c:1f:cc:9f:24:cb), Dst: Broadcast
@|Destination: Broadcast (ff:ff:ff:ff.ff:ff)
@|source: HuaweiTe 9f:24:cb (4c:1f:cc:9f:24:cb)| BEMMACHERITEHEY
Type: ARP (0x0806) HBMACHZEIRMAC
pPadding: 000000000000000000000000000000000000
= Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernet (1)
protocol type: IP (0x0800)

Hardware size: 6 X y
protocol size: 4 BMACHEIRMAC

opcode: request (1) BEIMACHZ0 2
[Is gratuitous: Truel BPSENPLHZEREOP

Sender MAC address: HuaweiTe_9f:24:cb (4c:1f:cc:9f:24:cb)
sender IP address: 100.0.5.40 (100.0.5.40)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 100.0.5.40 (100.0.5.40)

B 2 ARP iRk =

# Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 b
= Ethernet II, Src: 20:0b:c7:a0:53:9e (20:0b:c7:a0:53:9e), Dst:
@# |Destination: Broadcast (ff:ff:ff:ff:ff:ff)

@# |{Source: 20:0b:c7:a0:53:9e (20:0b:c7:a0:53:9e)
Type: ARP (0x0806)
pPadding: 000000000000000000000000000000000000
= Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: request (1)
ender MAC address: :0b:c7:a0:53:
Sender IP address: 100.0.5.1 (100.0.5.1)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 100.0.5.40 (100.0.5.40)

B 3 ARP MWK 2




@ Frame 7: 60 bytes on wire (480 bits), 60 bytes captured (480 b-
= Ethernet II, Src: HuaweiTe 9f:24:cb (4c:1f:cc:9f:24:cb), Dst: !

#|Destination: 20:0b:c7:a0:53:9e (20:0b:¢7:a0:53:9e)

#|Source: HuaweiTe_9f:24:cb (4c:1f:cc:9f:24:ch)

Paddlng 000000000000000000000000000000000000
= Address Resolution Protocol (reply)

Hardware type:
Protocol type:
Hardware size:
Protocol size:

opcode: reply

ethernet (1)
1P (0x0800)
6

4

(2)

Sender MAC address: HuaweiTe_9f:24:cb (4c:1f:cc:9f:24:cb)
Sender IP address: 100.0.5.40 (100.0.5.40)

Target MAC address: 20:0b:c7:a0:53:9e (20:0b:c7:a0:53:9e)
Target IP address: 100.0.5.1 (100.0.5.1)

B 4 RARP i R i

@ Frame 1: 60 bytes

on wire (480 bits), 60 bytes captured (480 bits)

@ Ethernet II, Src: Marquett_12:dd:88 (00:00:a1:12:dd:88), Dst: Broadcast

= Address Resolution Protocol (reverse request)
Hardware type: Ethernet (1)

Protocol type:
Hardware size:

IP (0x0800)
6

Protocol size: 4

Opcode: reverse
[Is gratuitous:
Sender MAC addr

request (3)
False]
ess: Marquett_12:dd:88 (00:00:a1:12:dd:88)

Sender IP address: 0.0.0.0 (0.0.0.0)

Target MAC addr

ess: Marquett_12:dd:88 (00:00:a1:12:dd:88)

Target IP address: 0.0.0.0 (0.0.0.0)

0000 ff ff ff ff ff ff 00 00 al 12 dd 88 08 06 [N
0010 2 dd 88 00 00 00 00
0020 00 00 00 00 00 00
0030 00 00
SERE
PR ik
RFC 826 Ethernet Address Resolution Protocol
RFC 903 Reverse Address Resolution Protocol
RFC 1027 Using ARP to Implement Transparent Subnet Gateways
RFC 1042 Standard for the Transmission of IP Datagrams over IEEE 802 Networks
RFC 5227 IPv4 Address Conflict Detection




4.2 GRE IR

WK

RGN T B AT R ANt AOIE M2 Z P (U TPXD B, R X Hon b GRE R30Sk, 2 504 GRE #)3C,  FRREH AR AE
T A TP e XA, EARSCHIEOR BEAT g An i TP PGS B A BRSO R TR

B 1 GRE #3ckg X

Transport Protocol
—— Carrier Protocol/Encapsulation Protocol

——Passenger Protocal

Delivery Header GRE Header Payload Packet
2 3 4 7 12 15 1
C|0|(K|[O|0| Recursion | Flags | Version Protocol Type
Checksum [optional) 0
Key (optional)

Hor:
o Ffi (Payload): FRGMSCEII T B BRI HE 1 BCHEARFR g5 41 o
o REWMU (Passenger Protocol): EHHEFTHIIRCHMUFR ATE WML
o BEEHMY (Encapsulation Protocol): LIRH] GRE FRsFRAE BN, WA NIZE MY (Carrier Protocol).

o (LMY (Transport Protocol B¢# Delivery Protocol): 4575 #4E J5 (4 SCHEAT i R BRSO AL bmis o

GRE & #8457 BUB R T -
B KE iR
C 1 bit | REAEIESL. WFAZALE 1, IR GRE KA TR (Checksum) B ZALA 0 FIR GRE SAE &R
AT
K 1 bit | REEFA. WHRIZAE 1, FoR GRE KA T KT (Key) FBt %A 0 7R GRE KA & K7 5B

Recursion |3 bits | AR/~ GRE R CHE 2L ES . 58—k GRE H2EF¥ZF B 1. WEHEEEH AT 3, MEFiZIR L.
1% BURIAE FH 2 B LR SO e PR VK i 3 25



B OKE R

Flags 5bits | FE. HATLMEN 0.

Version |3bits | pRAFE, WAE AN 0. Version A 1 &{F FHFE RFC2637 ¥ PPTP .

Protocol |16 FeZ L I BT,

Type bits

Checksum |16 X GRE Sk Ko A7 38 (AR 56 A0 - B o

bits

Key 31 R B BEE R R R S AT SR IE

bits

[~ VRP H i GRE SkAE &R 7B, NIk Bit 1. Bit 3 M Bit 4 #E A~ 0.
WIRB

# Frame 1: 138 bytes on wire (1104 bits), 138 bytes capture
# Ethernet II, Src: ¢2:00:57:75:00:00 (c2:00:57:75:00:00),
# Internet Protocol version 4, src: 10.0.0.1 (10.0.0.1), Ds
= Flags and version: 0x0000
0.cc v2ee 22ee +2.. = Checksum Bit: NoO

Die wwmin uieiece oeee W ROWEING BIT: NO
ee0i ceve ceee .... = Key Bit: NO
..0 ... .... .... = Sequence Number Bit: No
. 0... .... .... = Strict Source Route Bit: No
.000 .... .... = Recursion control: 0

. 0000 O0... = Flags (Reserved): 0
vees sees +2.. 000 = version: GRE (0)
Protocol Type: IP (0x0800)
# Internet Protocol version 4, Ssrc: 1.1.1.1 (1.1.1.1), Dst:
@ Internet Control Message Protocol

SH R

PRt Eii by

RFC 1701 Generic Routing Encapsulation (GRE)

RFC 2784 Generic Routing Encapsulation (GRE)




4.3 ICMP 30k

LCMP % S0 A% 3R

e ICMP Echo Request/Reply JH B

o ICMP HEIAATIATE B

o ICMP EEMJH B

o ICMP AT VH B

o ICMP 28 ia fEIH B

o ICMP JR¥m 52 I vH EAE S

REM: M%E

4.3.1 ICMP FSCE R #3X

i€ .5
R REIER S RI% TOP MR, B0, HOCEBAREF H A, TR, PB4 B 05 IO AR RAZ i RN

ICMP ¥ S B35 7E TP R0, #&Uan T

B 1 TCMP ¥4 8 3 4% X

ICMP message

IP header (Protocol=1)

L2 header

TCMP i B3k =0 an 7 -

B 2 TCMP ¥4 8 Sk A% =X

0 7 15 31
Type Code Checksum

Message Body (Variable length)

Horb, e —AFBRKEENIN A, B TIE BRI . R SIR T

F 1 1CMP 79 B R AIARHD X N R

KA AU Code ik

Type



0 [ 2 R (ping R

0 ¥ NEIpEN

1 THAHIE

2 DA A

3 LS NCIPeN

4 BT AR B A LRy
5 T i 1 S IR

6 H IR AINR

7 H I EHAINR

8 VEENUBEREES FEEAFD
9 1) P 2 4 i) 25 1

10 ERVERIR T LN

11 HI T TOS, MIZEANAIA

12 BT TOS, FEHAAIE

13 Mk gE, A5 e AR Lk
14 LA




3 15 PR AL

4 0 b SNl

5 0 Xof ) 4% 75 17

5 1 X ML E 7]

5 2 Xt AR 45 2 2 A Y 24 7 T
5 3 xR 45 2 RN WL S 1)
8 0 WERENE (ping WH3K)
9 0 I 25

10 0 P AR R

11 0 FHa R A= 7N R 0
11 1 e 0 2H 2R 31 ) A A7 IR (8] 0
12 0 R TP

12 1 /b 2 1635

13 0 I RIS R (FEERAHD
14 0 B RN % (FEERASFD
15 0 BRIER (EEAHD




2 1 ICMP ¥4 BSTUARKG 3 B %

RB AH Code iR
Type

16 0 FENE (EEARD

17 0 Mokt FERG 15 3R

18 0 Hu bk 25

WL

B 3 BT ICMP W R 1P kA% 2R

# Frame 3058: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
% Ethernet II, Src: vmware_a0:ba:72 (00:0c¢:29:a0:ba:72), Dst: vmware_95:
- Internet Protocol Version 4, Src: 168.1.42.11 (168.1.42.11), Dst: 168.

Header length: 20 bytes

@ Differentiated services Fie]d:(DSCP 0x00: pefault; ECN: 0x00)

Total Length: 60
Identification: 0x6f6c (28524)

# Flags: 0x00
Fragment offset: 0
Time to live: 128
Protocol:

# Header checksum: Oxfb79 [correct]
Source: 168.1.42.11 (168.1.42.11)
Destination: 168.1.85.205 (168.1.85.205)

# Internet control Message Protocol

SH R

PRt HR

RFC 792 Internet Control Message Protocol

4.3.2 ICMP Echo Request/Reply 75§ EA& 2

(3 5N
B 1 ICMP Echo Request/Reply JH.E 48
0 i 15 3
Type Code Checksurm
Identifier Sequence Number

Data...




B KE GRS

Type 179 R,

o 0: EE&%*&I

o 8: FERMEIRL

Code 1795 IHEARES, BEAMEA 0.

Checksum |2 7 | ¥&5&F0,

Identifier |2 5 | ARIRAF, AEuGFRN A IE IR SC

Sequence |2 FH | FEHT, KRiEumRIERIRSCHIE S . BERE RIS RN 1

Number

Data AIAERDUEE, A AARKR B, Horh S BRI A e B . [R] I N 2 IR ] B B ) B e 4
AR R O3

WCpI

& 2 1CMP &kl &

# Frame 3057: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

¥ Ethernet II, Src: Vmware_95:c1:97 (00:0c:29:95:c1:97), Dst: vmware_a0:ba:72 (C

= Internet Protocol version 4, Src: 168.1.85.205 (168.1.85.205), Dst: 168.1.42.1
version: 4

Header Tlength: 20 bytes

@ Differentiated Services Field: 0x00 (DSCP 0x00: pefault; ECN: Ox00: NOT-ECT
Total Length: 60
Identification: 0x2db7 (11703)

@ Flags: 0x00
Fragment offset: 0
Time to live: 32
Protocol: IcMP (1)

@ Header checksum: Oxfb79 [correct]
Source: 168.1.85.205 (168.1.85.205)
Destination: 168.1.42.11 (168.1.42.11)
Type: 8 (Echo (ping) request)

Code: 0

Checksum: 0x0c54 [correct]
Identifier (BE): 512 (0x0200)
Identifier (LE): 2 (0x0002)

Sequence number (BE): 16650 (0x410a)
sequence number (LE): 2625 (0x0ad1l)
[Response In: 30581

= pata (32 bytes)

Data: 414243444546474849424bdcdaddedf505152535455565741. ..
[Length: 32]

B 3 ICMP W24 B




3 Frame 3058: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
@ Ethernet II, Src: vmware_a0O:ba:72 (00:0c:29:a0:ba:72), Dst: Vmware_95:c1:97 (Ot
= Internet Protocol version 4, Src: 168.1.42.11 (168.1.42.11), Dst: 168.1.85.205
version: 4
Header length: 20 bytes
@ Differentiated Services Field: Ox00 (DSCP Ox00: pDefault; ECN: Ox00: NOt-ECT |
Total Length: 60
Identification: Ox6f6c (28524)
@ Flags: 0x00
Fragment offset: 0
Time to live: 128
Protocol: ICcMP (1)
# Header checksum: 0xfb79 [correct]
Source: 168.1.42.11 (168.1.42.11)
pestination: 168.1.85.205 (168.1.85.205)
Type: 0 (Echo (ping) reply)
code: 0
Checksum: 0x1454 [correct]
Identifier (BE): 512 (0x0200)
Identifier (LE): 2 (0x0002)
Sequence number (BE): 16650 (0x410a)
sequence number (LE): 2625 (0x0a41)
n T0: 7
[Response Time: 0.443 ms]
& Data (32 bytes)
Data: 4142434445464748494a4b4c4d4e4f505152535455565741. ..
[Length: 32]

SE i

aNt:3 Hid

RFC 792 Internet Control Message Protocol

4.3.3 ICMP B AT IATE BRI

WK
A1 1CMP H AR B g
0 7 15 Ky
Type Code Checksum
unused
Internet Headar + 64 bits of Original Data Datagram
FEB KE =X
Type LT | VHERA, BhAME N 3.
Code 11 [ EHEARD:
e 0 = net unreachable;ZEAT]ik
e 1 = host unreachable:; EHLAT A




FB& KE X
e 2 = protocol unreachable; M AT IA
e 3 = port unreachable; ¥l AAJI&, Tracert B &IZERT ICMP i SCRI AL,
e 4 = fragmentation needed and DF set; & ZEHET /0 H B B A2 H ELdr
e 5 = source route failed. Juliidk s I
e 6 = Destination network unknown H FIMZ%AIAIN
e 7 = Destination host unknown HJEHLIAINIR
e 8 = Source host isolated (obsolete)JHEHNLHREE (ERAHD
e O = Destination network administratively prohibited H IR Z& 4 5% 2% 1|
e 10 = Destination host administratively prohibited B B A4 58 H| 2% 1
e 11 = Network unreachable for TOS ¥ TOS, MIZEAT]IA
e 12 = Host unreachable for TOS ¥ TOS, FHIARE
e 13 = Communication administratively prohibited by filtering T yE, JH(SHE5RHI2E
e 14 = Host precedence violation FHLHEAL
e 15 = Precedence cutoff in effect LS IEAERL
Checksum 2 FH IR,
unused 457 R, AR 0.
Internet | A[74¢ IP 5 #+ R AR s BRI R 8 71
Header + 64 o TP EMS: WIR TP B I BN O 20 AT
bits of o JFIAHUREMET 8 T UDP EHIH 8 FTELE TCP EM) 8 715,
Original RO AU ALIRIN B 6T 58 0SSO 0 1, UM BRI 64 LA ROl 4 A1
Data
Datagram
W

B2 TeMP H A ATIATH B

# Frame 3058: 74 bytes on wire (592 bits), 74 bytes captured (592 b
# Ethernet II, Src: vmware_a0O:ba:72 (00:0c:29:a0:ba:72), Dst: vmwar
# Internet Protocol version 4, Src: 168.1.85.205 (168.1.85.205), Ds1

[+

& ®

SHE R

Internet Control Message Protocol
Type: 3 | (Destination unreachable)
Code: 3 | (Port unreachable)

ecksum: 0x1454 [correct]

Internet Protocol Version 4, Src: 168.1.42.11 (168.1.42.11), Ds’
User Datagram Protocol, Src Port: domain (53), Dst Port: 59400
pomain Name System (response)




PR HiR

RFC 792

Internet Control Message Protocol

4.3.4 ICMP E % [F]7H B &R

WK
B 1 ICMP 5 AV B

0 7 15 31
Type Code Checksum
Gateway Internet Address
Internet Headar + 64 bits of Original Data Datagram
FB KE FX
Type 17 HERE, AEAN 5.
Code 177 | EHEAD:
e (0 = Redirect datagrams for the Network
e | = Redirect datagrams for the Host
e 2 = Redirect datagrams for the Type of Service and Network.
e 3 = Redirect datagrams for the Type of Service and Host
Checksum |2 &7 | #&I&FI,
Gateway 457 | RUE AR G BLAY TP B Ak
Internet
Address
Internet | A[4% IP AN S URHE LI HT 64 bURREOE . 12882 ENUHSRITECE B o 0 T3 S 2 s P o 15, J5 6%k
Header + 64 PEELIIAT 64 LRI IX Lo B 2 gl d 2
bits of
Original
Data
Datagram

IR



B 2 1CMP E MY B

@ Frame 3058: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
@ Ethernet II, Src: vVmware_a0:ba:72 (00:0c:29:a0:ba:72), Dst: Vmware_95:cl:
# Internet Protocol version 4, Src: 123.1.1.3(123.1.1.3), Dst: 168.1.85.205
Type: 5 (Redirect)
code: 1 (Redirect for host)
Checksum: 0x01f6 [correct]
Gateway address:123.1.1.2 (123.1.1.2)

[

o
l‘l

- Internet Protocol, Src: 123.1.1.3(123.1.1.3), Dst: 24.1.1.4 (24.1.1.4)

version:4
Header length: 20 bytes

) pifferentiated Services Field: 0x00 (DSCP 0x00: pefault; ECN: 0x00)

Total Length: 100
Identification: 0x0041 (65)
Flags: 0x00
Fragment offset: 0
Time to live: 254
Protocol: 1IcvP (1)
Header checksum: 0x274f [correct]
Source: 123.1.1.3 (123.1.1.3)
Destination: 168.1.85.205 (168.1.85.205)
Internet control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
checksum: Ox74fa[incorrect, should be 0xf7f2]
Identifier: 0x000d
Sequence number: 0 (0x0000)
Sequence number (LE): 0 (0x0000)

SE i

aNt:3 Hid

RFC 792

Internet Control Message Protocol

4.3.5 ICMP FBHH SR

WK
B 1 ICMP I Sk =

0 7 15 N
Type Code Checksum
unused
Internet Headar + 64 bits of Original Data Datagram
FEB KE =X
Type LT | JHERA, BRAME N 3.
Code 11 | EHEARD:




TB KEE X

L]
o
Il

time to live exceeded in transit

e | = fragment reassembly time exceeded

Checksum 2 FH IR,

Internet | AJAE | IP SKANJEUUREHE G AT 64 LERP B . 1280002 TALARICICH B X TS m E il i i o 15, 6%
Header + 64 AL HT 64 LU IX Se R > A .

bits  of
Original
Data

Datagram

3 & i
B 2 TCMP A8V B

+ Frame 1232: 70 bytes on wire (560 bits), 70 bytes captured (560 bits)
® Ethernet II, Src: HuaweiTe_Of:24:ch (4c:1f:cc:9f:24:cb), Dst: 20:0b:c7
# Internet Protocol, Src:l172.1.1.2 (172.1.1.2), Dst: 192.168.1.212(192.1
Type: 11 (Time-to-live exceeded)
code: 1 (Fragment reassembly time exceeded)
Checksum: 0x0c534 [correct]
B Internet Protocol, Src:192.168.1.212(192.168.1.212), Dst: 172.1.1.2
£ Internet Control Message Protocol
Type: 0 (Echo (ping) reply)
Code: 0
Checksum: 0x1454 [incorrect, should be O0xffff]
Identifier (BE): 512 (0x0200)
Seguence number (BE): 16650 (0x410a)

SH R

PRt HR

RFC 792 Internet Control Message Protocol

4.3.6 ICMP 23] FijE B A=

(3 5N
Bl 1 TCMP Z il AL B Ak 5K
0 i 15 3
Type Code Checksum
Pointer unused

Internet Header + 64 bits of Original Data Datagram




TB KEE X

Type 179 [WHEZRA, AaME N 12
Code 177 | AR
e (0 = pointer indicates the error.
Checksum 27 KRR
Pointer 17 piR RS AR R 7 1 8 4 Fr W e i o

Internet  A[AZ TP SkAMEAGHIE AR 64 HURrE . 282 EHUAERITERCHEE .. X T H s 20 w5, iR %

Header + 64 PEALITHT 64 PR X LE RO S AL
bits of

Original

Data

Datagram

4.3.7 ICMP JE ¥4 o< T B g =X

WK
B 1 TCMP Yo 4 ¢ P ¥ A% 2
0 7 15 3
Type Code Checksum
unused
Intermet Headear + 64 bits of Original Data Datagram
FB KE X

Type L7 [ HERA, HAER 4.

Code 1797 | EARRY, BRAMEN 0.

Checksum 2F | AIAN,




B KE X

Internet  A[AZ TP SAMFAGHIRARIHT 64 HoRrEcE . 282 EHUAERITRHEE .. X T e 20 w5, iR

Header + 64 PEALIHT 64 ERFIX e 2> 9 A
bits of

Original

Data

Datagram

4.4 ICMPv6 KR,

ICMPv6 R SCE A #& 3

e ICMPv6 [A] BiFR/NEHE

o ICMPv6 HHEIARIAHE

o ICMPv6 EEMHE

e ICMPv6 #BRHEE

o ICMPv6 S¥4EEHE

o ICMPv6 BEH231ER (Router Solicitation) JHE

e ICMPv6 B HIZSEEHE

e ICMPv6 4B/EiER (Neighbor Solicitation) JHE

ICMPv6 &8 fEIBESHE

4.4.1 ICMPv6 R CE IR R

ok
ICMPv6 i SCA W e A% =K

B 1 ICMPv6 41 i FH %l

0 7 15 3
Type Code Checksum

Message Body (Variable length)




Type 14 SESUT WO, R BYE T H e RSO

Code 145 BRI TYPE ZB, 7E TYPE FEAIELAL b, B4 FIRAEFE AR 1 6 @ S0 R 4R S5 4L
Checksum |2 74 FHSRAE TCMPv6 1 SC PR 36 2040 R 23 TPv6 1 R 1K) 78 B 1

Message | FA% KR UL, TOMPYE ] SCAT AR AY Ay 2 K3 4RSS T SR, X 2 FRSCRIRERIR ST i TYPE FBEK
Body PRI, 24 TYPE BB AL E 0, BIFE 0~127 SR (TYPE BN 179, Bhs N ZHHRL,

TYPE FBUE N 128~255 JuHEK, NIFRH AN EHK L.

1 0 WA R Eik H

1 1 5 B # s AE T B AR LR
1 2 BN b W RN |

1 3 bk AT IR

1 4 R NEIREN

1 5 PEHBHERIN 1/ 0 S ms 2R

1 6 TE A% th 23k B

2 0 (EV.ON

3 0 i “hop-limit” #EHY
3 1 oy b AR




4 BRI B

4 AE LI Next Header 257
4 AT TPv6 14675

100 A S5

101 A L5

127 ICMPv6 ZE4H RS J IR Y

128 ERTATE PN

129 [e] i B2

133 R SR

134 I 3

135 AWEIER

136 A I

137 HE A

143 MLDv2 (Multicast Listener Report Message v2)
200 A S5

201 A L5

255 TCMPv6 V¥ 4R ST e PR Y

SE e




PR

RFC 4443

4.4.2 ICMPv6 [B] Bi5 R/ MNEH B

Internet Control Message Protocol (ICMPv6) for the

Specification

HiR

Internet Protocol Version 6 (IPv6)

ok
B 1 ICMPv6 [m @i =k / BT Bk X
0 7 Gy
Type Code Checksum
Identifier Sequence Number
FB KE X
Type RS VI EPS i P
e 128: Echo Request
e 128: Echo Reply
Code L797 |HEARAY, BRAME N 0.
Checksum |2 75 | FHSRTE ICMPv6 R SCH A0 B Hs A 43 TPve B i i s 2tk
Identifier |4 17 | iEREMNEWR SRS HLITEL A — MR, AIREZ 4 0;
Sequence 479 RSN SR L UCES A — AR iR, R REE 4 0;
Number
Data AR 0 BT Z AR 1) 8 14,
W

& 2 ICMPv6 Echo Request Message



# Frame 108: 118 bytes on wire (944 bits), 118 bytes captured (944
# Ethernet II, Src: 00:46:4b:d8:28:¢c7 (00:46:4b:d8:28:¢c7), Dst: Re:
= Internet Protocol Version 6, Src: 2008::246:4bff:fedB8:28c7 (2008:
Type: Echo (ping) request (128)
Code: 0O
Checksum: 0x97ca [correct]
Identifier: Oxabd0
Sequence: 1
[Response In: 1097
= pata (56 bytes)
Data: 043a2a29273e44c78504e4701043a037F0001020304050607. ..
[Length: 56]

& 3 ICMPv6 Echo Reply Message

# Frame 109: 118 bytes on wire (944 bits), 118 bytes captured (944 bits
# Ethernet II, Src: Realteks_88:5a:81 (00:e0:4c:88:5a:81), Dst: 00:46:4
® Internet Protocol version 6, src: 2008::230 (2008::230), Dst: 2008:::
Type: Echo (ping) reply (129)
Code: 0
Checksum: 0x96ca [correct]
Identifier: Oxabd0
sequence: 1
[Response To: 108]
[Response Time: 0.025 ms]
= Data (56 bytes)
Data: 0433a29273e44c7850404701043a037F0001020304050607. ..
[Length: 56]

SERE
PR iR
RFC 4443 Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6)
Specification

4.4.3 ICMPv6 H FIATIETH B

WK
A 1 1CMPv6 H AN AT IETH B A% =

0 7 15 31
Type Code Checksum

Unused

As much of invoking packet
as possible without the ICMPvE packet
exceeding the minimum IPvE MTU

TB KEE X




Type L7 R, AN 1.
Code 175 R,
o 0 - WAZHRHhEEEH
o 1 - ZEIE5HAgHbEE R
o 2 - JEHIJEHHERVER
o 3 - HiEAHIL
o 4 - HiIAHIA
o 5 — JEHuHE D1/ H S O
o 6 — IEAF|H AL T
Checksum |2 F% | FISRALE TCMPv6 RS RS I HE R4 TPv6 14 B I s 8k
unused 47 ZTFBOYTA R code MEIIARMEH . R KR IE G, ZF BB VI 0, HAERWR, %7 BN
@lﬂ%o
SE R

RFC 4443

Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6)

Specification

4.4.41CMPv6 EEFIHE

Wk

B 1 ICMPv6 5 [A]yH B A% =X




0 7 15 31
Type Code Checksum
Reserved
Target Address
Destination Address
Options...
FB KE X

Type L5 THERAL, BLAME Y 137,
Code 195 | 1% ICMPv6 ZEHIR UG KB LA Z BB v 0, HENOH 2061 % 7B .
Checksum |2 4% | FRAE TOMPv6 R SC R S5l A 43 TPve T &R S Bk
Reserved |4 7% | MFBORMH]. ELAHKIEEWIRNIT 0, FWCH LATEIEE .
Target 16775 | AP F —Bkdtdik. 2 B AR Sebrid Eam sy, B, HAEgH2ARE, Target Address FBUbAiEdE s ICMP
Address Destination Address FBUMHFIAME. HARMOL, HAsR LA Bt Ha3IF H Target Address 24250/

Destination | 16

Address

Options

HES

I A B BE R A L, AE SR AL BE RS E— R el 4%

HE [ E H AR H B TP Hahik

ET, TLV A&,

o Source link-layer address: HAREEMRZHhE. 1% HARKIBERZHAE . N2 MH5E (W HIE) 76
Wo JER, 76 NBMA %% L, FHUMISVFHRYE Redirect W EH Target Link-Layer Address T[]
FEALE, e A0 JEAT B i E I (K v o ZEURIS DL, BEIE UL AU EETE Redirect Y4 B
TLV # T X

»  Type: 1 F7i, Source Link-layer Address HIE{EA 1.



B KE

X

= Length: 1 F47, SEIAC B (G5 8T 7 BRI B 7 BD) LA 8 715 N B 5 5 4, TEEES02
ok KA 1,

» Link-Layer Address: RJARK FEEERS Z bl . 72 B N BT 2 (L 45 5275 A EL A I )
— MR TPv6 fEAS R EE RS 2 _E anfal iz 17 i & SO o e

e Redirected Header: ANigi/fH € [l 70 i RIAE TPv6 WSO E M/ MTU I BL R, 0T e 2 Hhufis

Ki% Redirect ) IP /04H. HAth Neighbor Discovery JH &S W20 ZUE & T

¥

B 2 Redirected Header FELH& =,

0 7 15 31
Type Code Checksum
Reserved
IP header + data
=  Type: = 4.

»  Length: BLIETIAIKSE, DL 8 FATAHAL,

= Reserved: XEEFBORMM. EATBAHAEEYIIMNN 0, FUCE LAZIEEN]

* [P header +data: JRIHZ-HBEE, DUEHH LR E E M E K/ TPve EER I /s MTU,

S

R

RFC 4443 Internet Control Message Protocol

Specification

4.4.5 ICMPv6 B &

WK
B 1 ICMPv6 SV B A% =X

iR

(ICMPv6) for the Internet Protocol Version 6 (IPv6)



0 7 15 3
Type Code Checksum

Unused

As much of invoking packet
as possible without the ICMPvE packet
exceeading the minimum IPvE MTU

FB KE X
Type L HERA, BAMEN 2.

Code | e 0 — Hop limit exceeded in transit fB%iiEFEA “hop-limit” I ;

4
<t

e 1 — Fragment reassembly time exceeded 43} B ZH AN ;

FISRAE TCMPv6 3L R 46 it A 7 TPv6 & AR 58 Bk

<

Checksum 2 F

unused 47N | ETFEXNTA R code IR FEIRCI K iEN, ZFBALABEHIIEN N 0, HAEE N, %7 B Zp
SEFRE
L7 ;3 Ei3%
RFC 4443 Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6)
Specification

4.4.6 ICMPv6 SE4E R E
Wk R
B 1 ICMPv6 SHUERTE S A%

0 7 15 31
Type Code Checksum

Pointer

As much of invoking packet
as possible without the ICMPvE packet
exceeding the minimum IPvE MTU

B KE X



B KE X

Type L5 HERA, BLAME N 4.
— b af e B
Code Ea o 0 - HHIRMVEHTBG

e 1 - AE[HHIHK Next Header 2%,
o 2 - ANATHEAIE IPv6 BT,
Checksum |2 745 | HORAE TCMPv6 R SCH R S 545 143 TPv6 & i) e 48k

Pointer 45 ARSI RIS (1 8 AL mAs i A5 RSO B IR (T #E TCMPV6 ZE S SR B i KA
I A RERCRLIEAE N, FRET AR TOMPve 2 HHR SRR .

SERE
7R Ei3%
RFC 4443 Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6)

Specification

4.4.7 ICMPv6 B& 285K (Router Solicitation) JHE

Wk
B 1 ICMPv6 % Fh #3175 SR v B A% =X
0 7 15 3
Type Code Checksum
Reserved
Options. ..
FE KE X
Type LF9 (WHEIA, AMEN 133,
Code 195 |1% ICMPv6 ZEAE R SCIIG K& WAk Z 7 BB N 0, H o 2% 7Bl

Checksum |2 FF5 | FIRTE 1CMPv6 ) SCH IS IE R AT 7 TPv6 B i s o



TB KEE X

BT BAMEM . BRI AEFE RN 0, FRICE LA E

&
o

Reserved 4

Options nJ AR 1T

o URBERRZEMAL. RO HOBERS EHubE, WRFNIE. W Source Address RARFREMAL, LA B
FEEN. BN, Ak AR BN S A IR RS = L .

NTLV A, S 7Beg X
= Type: = 1, KER 157,
»  Length: 17797, ARyRiTKEE (EHERH 7 BORIKE 7B BL 8 T 5 A it 5. i,
IEEE802 Hbhk (¥ 2 1. Length fHi/> N 1, 0 RAREME, HEF.

» Link-Layer Address: AR FERRERZ ML, b7 B AR 20 (485215 R ELRR IS
— IR TPve EANFIBEHR LU is4T s 2 SR RLE

W B
B 2 ICMPv6 #2815 K IH &

@ Frame 965: 70 bytes on wire (560 bits), 70 bytes captured (560 bi’
@ Ethernet II, Src: HuaweiTe_01:00:0a (00:18:82:01:00:0a), Dst: IPV
@ Internet Protocol version 6, Src: fe80::218:82ff:fe01:a (fe80::21
Type: Router Solicitation (133)
Code: 0
Checksum: 0x76e7 [correct]
Reserved: 00000000
= ICMPVv6 option (Source link-layer address : 00:18:82:01:00:0a)
Type: Source link-layer address (1)
Length: 1 (8 bytes)
Link-layer address: HuaweiTe_01:00:0a (00:18:82:01:00:0a)

SE i
PR 3o
RFC 4443 Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6)
Specification

4.4.8 ICMPv6 HH#EEH B

WK
B 1 ICMPv6 % Fh %8 15 v B A% =X




0 7 15 a1
Type Code Checksum
Cur Hop Limit MO Reserved Router Lifetime
Reachable Time
Retrans Timea
Options...
FB KE X
Type 179 | WHEZRA, AME N 134,
Code 179 |i% ICMPv6 ZAER SCHIG K& WA 1% 7B B N 0,  H B 2% 7B .
Checksum |2 45 | FORAE TCMPv6 R SCH G IR EE FI 4 TPv6 B 30 i) se 3k
Cur Hop | 1 %91 |8 (iEFF 584, BOMER Y EE A H TP /201 1P BB Hop Count FBH . HL O {ERRE A (HHZH
Limit HH#) FUE -
M 1 Feds L7 “EHHCE” baid. 48 1, Efs ke iEd Dynamic Host Configuration ¥R .
WERMARICHE 1, W0 FRICNTUAR, BILAZRS, [K25 DHCPv6 ¥4 iR [\ pr A v FHC B 15 2 .
0 VEERE |1« HABBDE” bRic.
4 )=
W M=
Reserved 6 Lbhs |6 MR HTE. EUAHRIEEVEL N0, HIE DITARKE .,
Router 27N |16 AR H5ERA th8s R A I, DA R sRAL . B KAE 18. 2 /N o B O {EIY Lifetime $i5 Hi %
Lifetime AR B 28 9 EAR 4 U BAE BRI th 28413 P . Router Lifetime {NEF T1EAERIAEE 2% A0 4%
FHAR N s 0BG TR A v B BBk I (5 EAE o 752X EATAE B e i (el BR a1 e A e H
OB
Reachable |4 77 |32 AT 5 8E. hrf (A LLZFPih, TEUREITTIAPERAG A G 17 s 1% A0 & i 218 1. B H Neighbor
Time Unreachability Detection HyEFH (S 7-3 1) . MWAEN 0 BREFRG (HILE B2 MFHE.
Retrans 47% 132 M5 ¥E . EKH Neighbor Solicitation VHE[RIFEESIE], DAZRit. didhhkfENT A Neighbor
Timer Unreachability Detection HyZM . HAEN 0 BMUREBA (HILEE HA) /EHME .
Options nJ AR T



B KE X

e Source link-layer address: JiBERK/ZHilE, K Router Advertisement 4 K HERS = HbE .
IEF HhhE e % 2 DA o o P T DA B T, DA R 861 N B 1 3 22 MR R M b Sk =
N TLV #30, & - Bes LT
» Type: =1, KER1FT.
» Length: 17797, BEIMKSEE (AR ZERAKE R, P8 FI A&, s,
IEEE802 Hbhik (2 1.
» Link-Layer Address: AJZ5-K P[5 Z b1k o b B 10 P 2 A0 3 (RO 1 R L KR I )
— I TPve EANFBERK B T AT IS AT AR SO R
o MTU: 7EA IR MTU FRE K bR 244 b RO It (IE G R IR e B 2B B Ine] 3247 TP 1) S0 f v
HUE ) o AT AR BCAE A BE RS R IZIRE
MTU 4% =X
B 2 MTU 15 50

0 7 15 31
Type Code Checksum

MTU

= Type = 5
= Length = 1
* Reserved: SLFBRARAEH . ELABRIEHEVIGNA 0, Bl LAZIKE .
= MTU: 32 fLCfF5 8. &It sHEREN MTU,

e Prefix Information: XELIETME [ ATEE, XLERTSZE on—link [, /B Tk B3 ACE .
6 £H A B2 5 T E 10 on—link RUZE (BEREAHIRTZRERSL) . FrLAZ B ENE SERM TR
B IXEEETSUR T BN E BRI on-1ink H UMLK, WRERZ 52 BER, URERER S
AR AT, 22 )3 @ EHLEVF A BERS I FR IEH I i B2 1 .

(SN
B 3 Prefix eI

0 7 15 23 31
Type Code Prefix Length | L| A| Reserved

Valid Lifetimea

Preferred Lifetime

Reserved2

Prefix




B KE

W i
B 4 TCMPv6 i Hh 2518 15 4R

X

Type: = 3
Length: = 4

Prefix Length: 8 (i JGfFS#E4L. TEATERS 4G RIS H . HE TSR 0 3 128, 7
SRR EEF B on-link @R AL B (45 BT BUE RIETUT L ARSI o Bl
Bseaisbdl B ZhECE, W ARAE 5 22 50 T RS AC B A B 1 .

L: 147 on-link #Ric. 4% L0, FRHATE T T on-link #iE. HEAE LI, @5
XFBERTZR A on—Tink B of f-1ink PEFTAA M. BAJEEHE, AR LARCRKAEE 1, ENA
BEHEIT I A Z AT 4% 5] F b2 of f-1ink. B, FHUAREHEHCATS T Hibk /2 on-1ink
BRI

Ar LA EBMBERCE . S8 LR, FR AT AT T oS 5 SR E
Reservedl: 6 MLARMEAFBL. WMABIRIE BV 0, HCE BATBIEE -

Valid Lifetime: 32 fLJGFF 588, I I BE LARD A S (R T3 LB R (S 1)), 72
LR ) A B BT SR T on—1ink € KR AVEM . 4 1 WHRHE (OxTFEFFEFT) RR T .
Preferred Lifetime: 32 fLTCFF 5 HEH . I [ LARD A AL CREXS T-43 4L R G AT TRD) o
FESLS ] TR A IR SNACE , AR b AT 4% A A bk £ £ 2 B [ADDRCONF] » 4 1
PUARE (OxFEFEEFFD) TR ER, WFBHMEARE Valid Lifetime “FBHIHE, L
B A e (M b AN i

Reserved2: WLFBURMEH. BMABERIEEYIMHNN 0, HlloE LTRSS .

Prefix: IP HihtBE TP $hEfRTZE . Prefix Length 7B & LAl 4t R4 56 ELAs 18 H .
FERTLET, FERTSAC R G X S (R B, IF HA AU R & E WAL 0, Bl b 412
W e AT B BRI 2 RO B AR T SR RO 0TI, F WL 24 U S T 4 T



@ Frame 169: 166 bytes on wire (1328 bits), 166 bytes captured (1328 b
@ Ethernet II, Src: RealteksS_88:5a:81 (00:e0:4c:88:5a:81), Dst: IPvé6mc.
@ Internet Protocol version 6, src: fe80::2e0:4cff:fe88:5a81 (fe80::2et
Internet Control Message Protocol vé

Type: Router Advertisement (134)

Code: 0

Checksum: Oxdlla [correct]

Cur hop limit: O
= Flags: 0x18

+

m

0... .... = Managed address configuration: Not set
.0.. .... = other configuration: Not set
..0. .... = Home Agent: Not set
..11... = prf (pefault Router Preference): Low (3)
0 =

Proxy: Not set
.... «..0. = Reserved: 0
Router lifetime (s): 7200
Reachable time (ms): 0
Retrans timer (ms): O
= ICMPv6 option (Source link-layer address : 00:e0:4c:88:5a:81)
Type: Source link-layer address (1)
Length: 1 (8 bytes)
Link-layer address: Realteks_88:5a:81 (00:e0:4c:88:5a:81)
= ICMPV6 Option (MTU : 1500)
Type: MTU (5)
Length: 1 (8 bytes)
Reserved
MTU: 1500
= ICMPv6 option (Prefix information : fec0:0:0:4::/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
prefix Length: 64
= Flag: 0xcO
1... .... =on-Tink flag(L): Set
.1.. .... = Autonomous address-configuration flag(a): set
..00 0000 = Reserved: 0
valid Lifetime: 172800
preferred Lifetime: 1800
Reserved
Prefix: fec0:0:0:4:: (fec0:0:0:4::)
@ ICMPVv6 option (Prefix information : 2002:ac00:26e6:4::/64)
= ICMPV6 Option (Route Information : Low 2002::/16)
Type: Route Information (24)
Length: 2 (16 bytes)
prefix Length: 16
= Flag: 0x18
..1 1... = Route Preference: Low (3)
000. .000 = Reserved: 0O
Route Lifetime: 7200
Prefix: 2002:: (2002::)

SE i
PR ik
RFC 4443 Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6)
Specification

4.4.9 ICMPv6 SR JE1ER (Neighbor Solicitation) JH &

WK

B 1 ICMPv6 AR JEiERIE S




0 7 15 31
Type Code Checksum
Researved
Target Address
Options. ..
FB KE =P
Type 1795 | WHEZRA, AME N 135,
Code 1 73 % IOMPv6 Z4EW TG K E DA Z B E N 0, B0 Z2i%iZ 7K.
Checksum |2 FH5 | FHRTE 1CMPv6 ) SCHRGIS B AT 7 1Pv6 B i s o
Reserved 47 WTFBAMER . O RIEE VG N 0, B LA E .
Target 16 9 | &R B IP Hulik . "B A4 2 2 Rk .
Address
Options IR I
e Source link-layer address JE&EHE EHhl: KiEH TR ZHbE, B MuE. 4058 Source Address
EARFE eI, UWIARFEEN. BN, BHuhkaERs 2 BN Y SRR E
N TLV kg
= Type: 171, HUEAN 1.
»  Length: 1 777, RpRIETHKE (BIERUFEMKETE), UL8 F ARA . Fla,
IEEES02 #hhik KA 1.
* Link-Layer Address: RJZRHKFEEERE Z bt . b7 B o8 2 A 20 (CRLFE 7755 AT EL ARSI )
— & E IR TPv6 7EA FEERE 2 - anfrliE 47 i 8 SO P R e o

L SN ]|

B 2 TCMPv6 A & i K SO~



@ Frame 164: 86 bytes on wire (688 bits), 86 bytes captured (688 bit
@ Ethernet II, Src: 00:46:4b:d8:28:c7 (00:46:4b:d8:28:c7), Dst: Real
# Internet Protocol Version 6, Src: fe80::246:4bff:fed8:28¢c7 (fe80::
Type: Neighbor Solicitation (135)
Ccode: 0
Checksum: 0x49e8 [correct]
Reserved: 00000000
Target Address: 2008::230 (2008::230)
= ICMPv6 option (Source link-layer address : 00:46:4b:d8:28:c7)
Type: Source link-layer address (1)
Length: 1 (8 bytes)
Link-Tayer address: 00:46:4b:d8:28:c7 (00:46:4b:d8:28:¢7)

SE i
FRE Ei:3a
RFC 4443 Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6)
Specification

4.4.10 ICMPv6 2 JEE &5 TH B

WK
B 1 TCMPv6 AR i 5 9 2 A% =X

0 7 15 31

Type Code Checksurr
RIS |0 Researved
Target Address
Options...
FB KE X

Type L3 | HERA, HAME N 136.
Code 1 73 % IOMPv6 ZAEIR L ME K E DB Z BB N 0, B 288 1Z 7B .
Checksum |2 FT5 | FIORAE ICMPv6 RS0 A AS I6 H 48 A5 70 1Pv6 1 # 1K) 5 Bk
R 1 Eedr | EEHgbRid. ME 1K, RAFBHEEEZSHHRE. R A Neighbor Unreachability Detection {#/H,




B KE X

TSN 53 SE MR % 2

S LLekE ESRbRIE. ME 1K, S A HE S k% Ll Nk B H bk Neighbor Solicitation. S A7 H/E
Neighbor Unreachability Detection FJR[IAMEMIN. 7L #EEEMARE R AFEEHE 0.

0 LHgs | B RARc. BARE, 1 RRdlshrE BB REE, WEHEErs E AL, X TAEHE 4 [ S A R B A
FEAT O AERR AL A RIE b, DLURAEVE SR AT 08 5 e AN RERCE 1o A8 H AR & b AR AR R &
HE N HHE 1

Reserved 29 LbHF |29 frRAE B, A RIEEWG N 0, BICE BIARE .

Target 16 Z9 | X TiERIES, Z7E Neighbor Solicitation VHE (GZH BE{E XA EE) ) Target Address FE. X
Address FARERIES, RHEREMNE LR, Target Address WZA 2 2 Hihht .

Options nJAR T :

e Target link-layer address: HArHIBEESZHbl, B, @5 KIEE . 082G RE, 764 Hhik
f 2 ARG IR . 2410 )9 #L4% Neighbor Solicitation B 4 (3% ik 1.
2%F v 1 a5 TR A7 4 BT ASREIR [l — AN Neighbor Advertisements YRR, A TG IK
1L Neighbor Solicitation “i#JH”, X T ZHEERLAVERE M. 240 R ARHE R, w2
AR, RO SR I RIE S R e 2 s AL, MR TS REAE 58 — O B R 1% BRI
Ko AR, FESLIENL, EIEHERKZHILAG N 7D VEARRY, ENERR VSRR SE A, IR LR NRE]
S ST AR SRR B2 AT, R IEFE IR B AT I 2
N TLV #%3K:
« Type: =
»  Length: 1 7797, FREIHKE (AR ZRAKEZER), LA 8 FI NI, fiin,
IEEE802 Hbhk (&2 1.
» Link-Layer Address: WK EEf{BER Z AL . LT BEA 9B AN 2 (LIS AL RRIN )
— IR TPv6 (EANIF BERK B T AT IS AT A RE A SO R
R XB

K] 2 Example for ICMPv6 Neighbor Advertisement MessagelCMPv6 & & i w5+ S~



@ Frame 165: 86 bytes on wire (688 bits), 86 bytes captured (688 bits
@ Ethernet II, Src: RealteksS_88:5a:81 (00:e0:4c:88:5a:81), Dst: 00:4€
@ Internet Protocol version 6, Src: 2008::230 (2008::230), Dst: fe80:
Type: Neighbor Advertisement (136)
Code: 0
Checksum: 0x34e3 [correct]
= Flags: 0xe0000000
Lisiswniegiee: Tuieer
odiv:e
T 5 P A
...0 0000 0000 0000 0000 0000 0000 0000
Target Address: 2008::230 (2008::230)
= ICMPVv6 Option (Target link-layer address : 00:e0:4c:88:5a:81)
Type: Target link-layer address (2)
Length: 1 (8 bytes)
Link-Tayer address: Realteks_88:5a:81 (00:e0:4c:88:5a:81)

Router: Set
solicited: Set
override: Set
Reserved: 0

SE i
L7 ;3 iR
RFC 4443 Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6)
Specification

4.5 IGMP R 3CHE R

IGMP ¥ B34 TP 30

IP RSP BSCR T - BUE N 2, FERFR AR 0304 1 IGMP VH & .
IP 5 3C 0 H Ak 5 B SRebr iR TGMP ¥ /20 H B -

IP $5/SCL TTL BB 1, 3o TOMP i B R AEAS i X B A% 4
IGMP A =ANA,  ASFERRCAR SO A —H .

A[EIRRAS ) TOMP B, SZ 35 TOMP 34 2B A

4.5.1 IGMPv1 3R T

Wk
Bl 1 IGMPv1 i SC#g
0 7 15 3
Version Type Checksum

Group Address

B KE iR




TB KE R

Version 4 L IGMP fAS S, 7E TGMPv1 H1R7 34 Ox1,

Type 4 oA Bl IGMP #3257

e 1 = Host Membership Query FWMLAkm £

°
\\]
|

= Host Membership Report LML ARG

Unused 8 Lk | AR T B AOERTLAURE 0, FRUN 20 .

FBUP R SR, 2R T B AE AL EZ R BT AT R

Checksum |16 LLRF | IGMP VM B BRI A . ZFEBAEBATIIG T SN B0 00 LRSI, AR50 7 I 4 A 2%

Group 32 LbA | HAER ML

Address

W
& 2 1GMPv1 Membership Report

@ Frame 13: 60 bytes on wire (480 bits), 60 bytes captu
# Ethernet II, Src: Hewlett-_bf:57:55 (00:30:c1:bf:57:5
@ Internet Protocol version 4, Src: 10.60.0.132 (10.60.

=2 Internet Group Management Protocol

[IGgvP version: 1]

Type: membership Report (0x12)

Header checksum: O0x0cc3 [correct]
Multicast Address: 224.0.1.60 (224.0.1.60)

SH R

PRt Eii by

RFC 1112 Host extensions for IP multicasting

4.5.2 IGMPv2 30k

Wk
B 1 IGMPv2 R k%2
0 7 15 3
Type Max Resp Time Checksum

Group Address




TB

KE

R

Type

8 LbiF

WOCEM, H LT LA

e 0x11 = Membership Query IGMP Zi#IJH .2 .

e 0x12 = Version 1 Membership Report IGMPv1 i HiFR &M E -
e 0x16 = Version 2 Membership Report IGMPv2 ik HiFR &M E .

e 0x17

Leave Group BSFHFHE.
7E TGMP JiiAS 2 v, IHAY 4 RLARAS - BUAIIH B 4 RL2R R BEF R 7 — A8 8 AL B, dlid 43 Jl g pk 5
) CHRAS 1 RIRRA 2 (1) JORRAS 1RGSR R 5 4R SO TOMP A 2 3R BUARHD E o Ox11 #1 0x12, fREF T
TGMP JiuAs 1 A 2 A sC 1] Ja e

Max Resp

Time

8 LbiF

FE R i AR T AT EA 1/10 2O ALK e ki Ta], BREE N 10 £

HT W RIS 8] CBL 1/10 BP9 B ) 5 B Su v 2 160 P 8 ot 45 D9 e P 22 0410 SR R A 1 10 2 ) ) B8l i 2
6o TOMP FRAS 2 F=ALAE BEALAZ S T AT 00 A 2 B[] (EL A LA Dy PR

SR i I ) 7 B8l i 2 ) R A

Checksum

16 L4

TGMP {1 2 RIS AN o AR IER SO, SRR A I % 7 B s BRI, AR AL AR SO ATk
BOREH AT, LA TGMP ¥ S AE A i R rh A 1 A AR TR R

Group

Address

32 LA

AR hE (A& E &N 0.0.0.0).
B 7 AEIE AN — 7 BUE Y 0.0..0. 0 4k, X —F BRIl TGMP A 1 X — 7 B SCHITAL .

W

B 2 IGMPv2 Al R &) vE &

@ Frame 1: 60 bytes on wire (480 bits), 60 bytes ¢
# Ethernet II, Src: HuaweiTe_2f:6a:25 (00:e0:fc:2f
# Internet Protocol version 4, Src: 10.60.0.189 (1

[IGMP version: 2]

Type: Membership Query (0x11)

Max Response Time: 10.0 sec (0x64)

Header checksum: Oxee9b [correct]

Multicast Address: 0.0.0.0 (0.0.0.0)

B 3 IGMPv2 AR5 H &

# Frame 2: 60 bytes on wire (480 bits), 60 bytes captul
¥ Ethernet II, Src: HuaweiTe_2f:6a:25 (00:e0:fc:2f:6a:.
% Internet Protocol version 4, src: 10.60.0.20 (10.60.!

[TGMP version: 2]

Type: Membership Report (0x16)

Max Response Time: 0.0 sec (0x00)

Header checksum: 0x08c3 [correct]

Multicast Address: 224.0.1.60 (224.0.1.60)

& 4 IGMPv2 B IT4HIN B



4 Frame 12: 64 bytes on wire (512 bits), 64 bytes captured (
# Ethernet II (VLAN tagged), Src: HuaweiTe_9c:68:e4 (08:19:3
# Internet Protocol version 4, src: 0.0.0.0 (0.0.0.0), Dst:
[IGMP version: 2]
Type: Leave Group (0x17)
Max Response Time: 0.0 sec (0x00)
Header checksum: 0xf897 [correct]
Multicast Address: 239.255.0.104 (239.255.0.104)

SERRHE
PRt iR
RFC 2236 Internet Group Management Protocol, Version 2

4.5.3 IGMPv3 & 3CH R

E[S'¥ 50

TGMPv3 A2 A R SCAN R & H SO A AS [ 2R

B 1 IGMPv3 B4R k& =

0 T 15 31
Type = 0x11 Max Resp Time Checksum
Group Address
Resv |S| QRY Qailc Mumber of Sources (N)
Source Address [1]
Source Address [2]
Source Address [N]
FB KE Ei:30)
Type 8 LU A R Type = Ox11,
Max Resp Code |8 LLAF & S E R MEN SRVl )V -8 8 0E N OSIE  CTR S e REA N CI & S W a L A S a1
BB AE RN, B2 1/10 7,




FB KR

Checksum 16 tbir

Group Address |32 Hb4F

Resv 4 LR
S 1 b4
QRV 3 Ay
QQIC 8 LhiF
Number of |16 b4

Sources (N)

Source Address |32 Ebi

[i]

A A =R R ARk

R

TGMP V¥ 2 FIRLI AN . ARIRIROCI, AT AR MR I Z 7 B 3RO, A ZIHE
ALER R S RTRT IR AR SN, LA TOMP i RAEAR A R oo 5 R A T iR

T EEAEREE, Z7BE 0. M TREHEIHE. frEd/IREhEE, 27BN
BCE AW A AR AL .

TRE B BORIROC B 05 SUREIHRSC, X5 BoAMEAE (T A B

LR E 1, T WO B v R A A e 2R AR B I SRR AR, (HR AR
TSI E AN 2 0 g b S R R AN B e 4 0 AL AL BE I AR

EWHEEAE, WRAN 0, QRV S — AR E M (R B i, R
il AR B R 7, B QRV BN, B4 QRV BEBEAL 0 %l 4% BRI
AW QRV BN EATA SR EAR B ME, BRARRTUE QRV 22 0, 7EIXFh
DU, RUCE S AR B, B2 A S I E R

S E ARG, AR . FER SR W, mRAILZTBAR 0, WA
F 7 10 17) K 2 O B % - B .

THE S R H IR . T8 4L A RSO E AR, %7 BON 05 X TR
SEA/PEHINE A WAROC, 27 BEE 0. WS HHIR/NZ B P EM 28 MTU K/ PR )

HFEPEHE, FAEZ 3] Number of Sources FBAH K/NAIBR

o 1. “YEEM” mZREH RS, FIT IR AR O (BRI T A I 2% o A R 1) I e BN 2 FRHRICIR S . AR
—ANEEE R, Hbhk T BAEECE (N) BN 0.

o 2. “PREAEM” B MmN, T IRAMMHERE ORI A TP UG 2 HHR RS . fEfRE A Eifh,
ML T BCE A R EAW A ML, IR () FBON 0.



o 3. “TREAHMIEENT BRI mA A, T RN R T EROR F R E IR LR, RAT AR EH I 2 R
Btk £ R AR E RS, bk BoS A EE I 2 Akt ht, Wbk (1] 7B A S Kb L .
B2 A b v 2 A% X

0 7 15 3
Type = 0x22 Reserved Checksum

Reserved Number of Group Records (M)

Group Record [1]

Group Record [2]

Group Record [N]

AR S T B A LI R bR g AR R T R, R I IR AR 2H I R R0 eh e s R VR R A Z A R B
HEZ RN TP ok B bl B R 224. 0. 0. 22, AN B IR TOMPv3 B B 2L #8ae 0 5 3k,

B 3 Group Record FEH& =

0 7 15 31
Record Type Aux Data Len Mumber of Sources (N)

Mumber of Group Records (M)

Multicast Address

Source Address [1]

Source Address [2]

Source Address [N]
Auxiliary Data
FEB KE A
Type 8 L | 1YPe = 0x22 L 71 K Rk
Reserved 8 LUhF | TREAFB, TESIEMIEIER DL 0 S5, TEHI g R AEAE AT AL EL Y
Checksum 16 bt | BIRAZXT A TOMP JH 2 LA 16 Ao — B AT BUSCRAN . O TSRS AT, IR AN 5B e L A E 0.

i AR s, EABEZ AT, AR R AN HEAT YR E .



FB KE 52

Reserved 16 b | TAREFE, ERIZEFRMERZLL 0 IETE, FEBI IR A AEATEAT AL B
i

Number of 16 [ ZFBEFERZMEHRCPESHE IR,
Group Records |%F

(M)

Group Record | A8 | AN L AT Al 7 22 A 4B 2 /M ELAB il O 2L NI 2%, REAMIC AL A T 0 I T 3 eh— AN b b F S L 51
(5K, ‘%% Number of Group Records [FJA/NHIFEMA
MU T BT — B, FA A IS B T RIS B RS % B 11 RS — A 2 IR 51 5%

Record Type |8 b4 Group Record & MHIZEHL.

e MODE IS INCLUDE: Wil #1200 & IR A A IZ A AL i Bt . SRR 2 bk v 3R =,
THREATROH S -

e MODE IS EXCLUDE: NHEWSCUsH bk 5122 60 5 iU A A 1 4 i) 2L 1 s

e CHANGE TO_INCLUDE MODE: idE#is 1 EXCLUDE #44: %] INCLUDE, 2ty bl 31 26 0. & i 8 241 4%
PR Z AR . SRR @ISR 7, ENLB A%

e  CHANGE TO EXCLUDE MODE: idE#%=rh INCLUDE #£4: % EXCLUDE, JE44¥5 LR 4%t 4% I &
AR EEE -

e ALLOW_NEW_SOURCES: F/R7EHLA HUFEA b, 5 BRSOk 41 2 65 iV R AT i 4L AR 2 ) 2L R 5
o R HT B FR Y INCLUDE, I [l ST VS ) 2 P Ik S AL VR SR 2 ot B K RN
EXCLUDE, JUJ NIRLA BH ZE 551 2% v b B X e 2L U

e BLOCK_OLD_SOURCES: F/RfEHLA HIEEAN L, A FERIONIE RS2 65 B SRR A AL 124 R 21
RIALFEREE . R F N2k 29 INCLUDE,  JU AAIAG Y5 21 3 Hh ] B X Se A R st 2o SR 224 a1
579 EXCLUDE, Ul o) LA V5 41 3 7 ik S 2 42 U5 o

Aux Data Len |8 LU} | A BIMUE B S EALIC S A B B O SEPR I, FLRf7 72 32bit 7. EA A RER 0, XatRsHih
s AA7AE

Number of |16 b | JE%E (N) FBbr Rl % A77E 2 /DR HuhE .

Sources (N) Hr

Multicast 32 bt | 2T BRI AL B R 2 37 1P Hibik.

Address %

Source Address |32 o | JEHbHE[i ] FEOR— AN, SF n ANEBRREHEE. n R Zi0 SRS CE (N) B .
[i] i



FEB KE R

Additional | AEH | BEANHCHS o 0 AHCE) MRS ) TP SRS AR Py BRI I — /ML R T3 B A 0 77 5.
Data TOMPY3. 1) S0 FE H SRR UE B3 A0 0 1560 4 ok SN AHR , (EL FOR 4 2 s SR o 4
Bt — A, — A TOMPY3 (¥ SEHLLE S — /LI 3 T 6 & TR

IR

B 4 1GMPv3 Membership Report (CHANGE TO_INCLUDE MODE)

# Frame 1: 64 bytes on wire (512 bits), 64 bytes captured
# Ethernet II (VLAN tagged), Src: Performa_00:00:01 (00:1
= Internet Protocol Vversion 4, src: 192.85.1.3 (192.85.1.
version: 4
Header length: 24 bytes
# Differentiated Services Field: OxcO (DSCP 0x30: Class
Total Length: 40
Identification: Oxf001 (61441)
# Flags: 0x00
Fragment offset: 0
Time to Tive: 1
Protocol: IavP (2)
# Header checksum: 0x929f [correct]
Source: 192.85.1.3 (192.85.1.3)
Destination: 224.0.0.22 (224.0.0.22)
@ options: (4 bytes)
[IGMP version: 3]
Type: Membership Report (0x22)
Header checksum: 0xf9fc [correct]
Num Group Records: 1
= Group Record : 225.0.0.1 change To Include Mode
Record Type: Change To Include Mode (3)
Aux Data Len: 0
Num Src: O
Multicast Address: 225.0.0.1 (225.0.0.1)

B 5 IGMPv3 Membership Report (CHANGE TO_EXCLUDE_MODE)

# Frame 8: 68 bytes on wire (544 bits), 68 bytes capturec
# Ethernet II (VLAN tagged), Src: pPerforma_00:00:01 (00:1
# Internet Protocol Vversion 4, Src: 192.85.1.3 (192.85.1.
[IGMP Vversion: 3]
Type: Membership Report (0x22)
Header checksum: Oxf8fc [correct]
Num Group Records: 1
= Group Record : 225.0.0.1 change To Exclude Mode
Record Type: Change To Exclude Mode (4)
Aux Data Len: 0
Num Src: O
Multicast Address: 225.0.0.1 (225.0.0.1)

& 6 IGMPv3 Membership Report (BLOCK OLD SOURCES)




4 Frame 1: 68 bytes on wire (544 bits), 68 bytes cap
@ Ethernet II (VLAN tagged), Src: Performa_00:00:01
# Internet Protocol version 4, Src: 192.85.1.3 (192.
[IGMP Version: 3]
Type: Membership Report (0x22)
Header checksum: 0x2f52 [correct]
Num Group Records: 1
= Group Record : 232.0.0.1 Block 01d Sources
Record Type: Block 01d Sources (6)
Aux Data Len: 0
Num Src: 1
Multicast Address: 232.0.0.1 (232.0.0.1)
source Address: 192.168.0.1 (192.168.0.1)

& 7 IGMPv3 Membership Report (ALLOW NEW SOURCES)

@ Frame 1: 68 bytes on wire (544 bits), 68 bytes capti
# Ethernet II (VLAN tagged), Src: pPerforma_00:00:01 (¢
# Internet Protocol Vversion 4, Src: 192.85.1.3 (192.8!
[IGMP Version: 3]
Type: Membership Report (0x22)
Header checksum: 0x3052 [correct]
Num Group Records: 1
= Group Record : 232.0.0.1 Allow New Sources
Record Type: Allow New Sources (5)
Aux Data Len: 0
Num Src: 1
Multicast Address: 232.0.0.1 (232.0.0.1)
Source Address: 192.168.0.1 (192.168.0.1)

K& 8 1GMPv3 Membership Query (General)

# Frame 1: 68 bytes on wire (544 bits), 68 bytes captured (54
# Ethernet II (VLAN tagged), Src: 00:el:fc:00:29:d7 (00:el:fc
# Internet Protocol version 4, Src: 192.168.0.1 (192.168.0.1)

= Internet Group Management Protocol

[TGMP Vversion: 3]
Type: Membership Query (0x11)
Max Response Time: 10.0 sec (0x64)
Header checksum: OxecSf [correct]
Multicast Address: 0.0.0.0 (0.0.0.0)
£ QRV=2 S=DO not suppress router side processing
. 0... = S: DO not suppress router side processing
.010 = QRV: 2
QQIC: 60
Num Src: O

& 9 IGMPv3 Membership Query (Special)

# Frame 1: 68 bytes on wire (544 bits), 68 bytes capture
# Ethernet II (VLAN tagged), src: 00:el:fc:00:29:d7 (00:
# Internet Protocol version 4, Src: 192.168.0.1 (192.16¢
[IGMP Vversion: 3]
Type: Membership Query (0x11)
Max Response Time: 1.0 sec (0x0a)
Header checksum: 0x3df2 [correct]
Multicast address: 232.0.0.1 (232.0.0.1)
= QRV=0 S=SUPPRESS router side processing
R S: SUPPRESS router side processing
. 000 QrRv: 0O

QQIc: 0
Num Src: 1
source Address: 192.0.1.0 (192.0.1.0)



SHE e

PR HiR

RFC 3376 Internet Group Management Protocol, Version 3

4.6 IP in IP AR

WO R
B 1L IPinIP 0k

Quter IP Header

IP Header IP Header

IP payload IP payload

Horr, WJZ TPv4 SkEBFIEE TPv4 ROCELIAAR, TPv4 RO VENERE 2 0L 1Pv4 00, 4MZ TPvA SKESALERIn T -

FB X
Version =4
THL faoME TP KB, B 32 ek it s .
T0S MAJZ TP SLEf R o
Total Length REEAS TP S E, BARANZ TP Sk, AJZ TP A1 TP 13K,
Identification, R=AFEB)E 5 RECTIL B M ] VER, WERWJZ TP k&R DF ALE AL, AhZ TP SkEH] DF A7 0

Flags, Fragment | ZE NI, WIHRAJZ TP SkiK) DF KREANL, HMNZ 1P H#BH DF LLAT LLE AL AT LA B AL,

Offset

Time to Live AN E TP SkERA TTL 38 & o~ A Z 53R B 2B 1E B A5 B & 18 FE .



FB

X

Protocol

Header Checksum

ShE TP SRR 7B o

Source Address

HATIZ TPinIP FEIE kB 2E I FREE N D110 TP Hudlk.

Destination Address |#47T1% IPinIP P&i k@3 pobgiE B D& 4 1) 1P k.

Options

WIE TP kBTN 7 BUE H A R B RISNR TP Sk, BEIE AR LK BEa AT LS IR I 0077 B
W2 TP kB 2 A e I B R AT RESUMA M2 TP Sk A A 22 2ol 7 Bk %

&Nl

B2 1P in IP#C

@ Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits)

s )

o0s

version: 4

ethernet II, Src: ¢2:00:57:75:00:00 (c2:00:57:75:00:00), Dst: ¢2:01:57:75:00:0
Internet Protocol Vversion 4, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2

Header length: 20 bytes

@ Differentiated Services Field: 0x00 (DSCP 0x00: pefault; ECN: Ox00: NOU-ECT
Total Length: 120
Identification: 0x0014 (20)

@ Flags: 0x00

Fragment offset: 0
Time to live: 255
Protocol: IPIP (4)
# Header checksum: Oxa76b [correct]
Source: 10.0.0.1 (10.0.0.1)
pestination: 10.0.0.2 (10.0.0.2)
= Internet Protocol version 4, Src: 1.1.1.1 (1.1.1.1), pst: 2.2.2.2 (2.2.2.2)

version: 4

Header length: 20 bytes

@ Differentiated Services Field: 0x00 (DSCP 0x00: pefault; ECN: Ox00: NOt-ECT
Total Length: 100
Identification: 0x0014 (20)

@ Flags: 0x00

Fragment offset: 0
Time to live: 255
pProtocol: ICMP (1)
® Header checksum: Oxb57f [correct]
Source: 1.1.1.1 (1.1.1.1)
pestination: 2.2.2.2 (2.2.2.2)
# Internet control Message Protocol

SH R

ANt

iR

RFC 2003

IP Encapsulation within IP




4.7 1P 30k

Wk
B 1 1P kgt
0 3 7 15 18 31
Version IHL Type of Service Total Length
|dentification Flags Fragment Offset
Time to Live Protocol Header Checksum
Source Address
Destination Address
Options Padding
F 1 1P kT B
B KE =P
Version 4 LR o 4. FN IPV4:
e 6: FKINAH IPV6.
THL 4 tbAF HEKE, WA Option B, WA 20, &HKN 60, Z{EMRM 7o M HIET. PL4 775
KA AL,
Type of Service |8 bt AR, RETER QoS ZE 50 IS E RN XA F B A #AEH o
Total Length 16 EbkF SRR, BN TP A K, IR E AR 2R, AT, K 65535, A AN
ANHE I e KA B R 6 MTU
Tdentification 16 LA iR, ENEER RS, 1, R EAFNSFRNZ TR
Flags 3 bk PB4 :
B2 IP Flag FEBth%
1] 1 2
0 | DF | MF
o Bit 0: fREEAL, WIUH 0.
e Bit 1: DF (Don’ t Fragment), BEHH AL, 0 RRAILLATF, 1 RARAEEDT F o
e Bit 2: MF (More Fragment), TREB/ZRCARFE—F, 0 R EFE—H, 1%
JETIEA .
Fragment Offset |12 bt Friw#: o BEANSHIZFEB . RRBKWHEES Fa, A ER S HA AL E .

LL 8 AN Ay A% F AL



F 1 IP LT Bk

ZB KE X
Time to Live 8 L% PRI AL, AT (R 4 B R, BIVRCHR AL R 4% AT S B e SRR e KA
Protocol 8ty Ws: T2 F5 RO A R A, DU H IR 1P AR

gy E ARSI
W WA
o 0: %% Reserved
e 1: ICMP, Internet Control Message [RFC792]
e 2: IGMP, Internet Group Management [RFC1112]
e 3: GGP, Gateway-to—Gateway [RFC823]
e 4: IP in IP (encapsulation) [RFC2003]
e 6: TCP Transmission Control Protocol [RFC793]
e 17: UDP User Datagram Protocol [RFC768]
e 20: HMP Host Monitoring Protocol [RFC 869]
e 27: RDP Reliable Data Protocol [ RFC908 ]
e 46: RSVP (Reservation Protocol)
e 47: GRE (General Routing Encapsulation)
e 50: ESP Encap Security Payload [RFC2406]
e 51: AH (Authentication Header) [RFC2402]
e 54: NARP (NBMA Address Resolution Protocol) [RFC1735]
e 58: IPv6-ICMP (ICMP for IPv6) [RFC1883]
e 59: IPv6-NoNxt (No Next Header for IPv6) [RFC1883]
e 60: IPv6-Opts (Destination Options for IPv6) [RFC1883]
e 89: OSPF (OSPF Version 2) [RFC 1583]
e 112: VRRP (Virtual Router Redundancy Protocol) [RFC3768]
e 115: L2TP (Layer Two Tunneling Protocol)
e 124: ISIS over IPv4
e 126: CRTP (Combat Radio Transport Protocol)
e 127: CRUDP (Combat Radio User Protocol)
e 132: SCTP (Stream Control Transmission Protocol)

e 136: UDPLite [RFC 3828]



e 137: MPLS-in-IP [RFC 4023]

Header Checksum |16 k4 AR, RAIREE A e 5, AR EE . X EACKR A CRC AZIRAY, 1M R FH &1 5L 1)
TE T

Source Address 32 HbAF VB TP Hudk .

Destination 32 LbAR Hf 1P Hhdik.

Address

Options GRS I B, FRSZREHEES, D& DL 2%k, WEEE GES I TR, EINTEBRKERT
AR, 1R 40 FATASE, BURTRTIEIUNThEE .

Padding ArAR HAFE, &0,

_ -
Code 7y 0 AUR TIEIFIRM LR, BAEHTHEIEER ST, FIRIN T 55

BRI KL T B s

B IR R
00000000

Type=0

FORTEAERBET . FESMIETZ M, S—NF. HTHERE 4 79557
IR R

0000001
Type=1

TR AR b R BR ) R 18 T
ZIETHR A — M BN AT LR 4 70 RE. ALBERRE S TCC CRIAMEHIZE) MZ#Thig.
IR AT

10000010 [ 00001011 | §88...855 | CCC...CCC | HHH..HHH | TCC...

Type=130 Length=11

o Type=i/5 1 575, code HIEIMALY 130




F 1 IP LT Bk

B KR X

o length=/5 1 77, KEEEDEEN 11, FRZEHKEN 11 757
o SSS: 2T, FoREAe, THAIL T 16 FiARIR 2 ebrdE, b 8 N ESEBAL
H, TR, 5IRMT:
00000000 00000000 - Unclassified
11110001 00110101 - Confidential
01111000 10011010 - EFTO
10111100 01001101 — MMMM
01011110 00100110 - PROG
10101111 00010011 - Restricted
11010111 10001000 - Secret
01101011 11000101 - Top Secret
00110101 11100010 - (Reserved for future use)
10011010 11110001 - (Reserved for future use)
01001101 01111000 - (Reserved for future use)
00100100 10111101 - (Reserved for future use)
00010011 01011110 - (Reserved for future use)
10001001 10101111 - (Reserved for future use)
11000100 11010110 - (Reserved for future use)
11100010 01101011 - (Reserved for future use)
o CCC: 52 D571, Fonarbash, Lm0 B ip 7 R i, B Boh 0, HABARH
AAE AT LA 7 185 41 SR 3R
o HHH: 5277y, #AEIRHIK, %ME b EBIHR /R DIAM FA 65—19, (hrifEZcanids)
ik .
o TCC: 5 37, ARMmyam|id, $REt—FEMmPRE K TB, %88 3 F-Ehn, ATHMAEMN

HQ DCA Code 530,

0 3 A RIS ORSURIREE E — R VLA TP k)
T R
(10000011 | length | pointer | route data.. |

Type=131



R 1 IP LFBdR

B

KR

X

o Type: AL 51, AN 131,

o length: & 1579, LB MK,

e pointer: FREFHL 5 1 AT, FRE N MR L, RME 4.
e route data: B&HIEIE.

HE

RERAE (LA B S #0C T e M 1P fidik).
B IR A F

(00000111| length | pointer | route data.. |

Type=7

Type: $5H] TP IR, LEALEDN 7,

o length: WA TIKE. NOTHAMKLEE, 1P HHN RN 39; .

e pointer: TR—AIET 1 1HRE, FERAT—A IP IO E. TRRAMEN 4, 5
AR — TP ML AL B . BB A 1P MU ENTE ., pr E 2 HIH 8, 12, 16,
RKF 36, Hidgk R 9A 1P HbkJG, ptr ({EA 40, FRIEHCH.

e route data: F&mIH¥E.

PUARIRIEI . IR L 2 Y 4 5795, code 1624 136, Ja 7Bl 2y 0x02, i ID 4 2 ¢
o LR ML T — Ry SATNET Jibr iR AR A SCRAALT 2K I 2%

IR T

| 10001000 [ 00000010 | Stream ID... |
Type=136 Length=4

PES

RS RIS L BRI 5 TEAR RIS TS IR R RAL, (B EOR A R 4R rix et ht, ARl i
fibu st
IR U R

(10001001 | length | pointer | route data.. |
Type=137

o Type=i5 1 %1, code HMEIAL N 137,
o length: 5 177, TCRBEMETMKE.

e pointer: FREFW, 5 1ANFENT, BN NG IR HhE, HMEDN 4.

PES

I T AR 00




R 1 IP LFBdR

FB KE £
TR T
01000100 | length | pointer | ofiwifig
intemet address
timestamp
e Type (01000100): HfEEILT, L) 68;
o length: EIIRIEKE (—/HHN 36 5L 40);
e ponter: fi[A N —AAENAEIRE (5, 9, 13 5%);
o oflw: F/Riidth B
o flg: FRIFEFE:
= 0: Hd A
. 6 H AR ARG TP MO AT ()8R, FER I8 2 b U A2 4 %tk Al
IS [ 3B P 22 1)
3 RIRHRATIEIUSRBATHIGA, AT 4 S TP bk 4 ANEBUE Y 0 f A
e RAABHIRPH T A IP Hihk 5 2008 th as b AHVCRCRS, A D s e f
I3 o
S &N

% Frame 91: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
% Ethernet II, Src: HuaweiTe_2f:6a:25 (00:e0:fc:2f:6a:25), Dst: Dell bs ca:35 (oo 11:43:
version 4, Src: 83.111.62.34 (83.111.62.34 3

2 Internet Protoco

version: 4

Header length: 20 bytes
5 pifferentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: NOT-ECT (NoOT ECN
0000 00.. = Differentiated Services Codepoint: pefault (0x00)
...... 00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
Total Length: 40

Identification:

0x0911 (2321)

= Flags: 0x02 (Don’'t Fragment)

0 oo cones = Reserved bit:

.1.. .... = pon't fragment: Set
.0. .... = More fragments: Not set
Fraqment offset: 0
Time to live: 127
protocol: TCP (6)
-} Header checksum: O0xb314 [correct]

[Good: True)
[Bad: False]

NOT set

source: 83.111.62.34 (83.111.62.34)
pestination: 172.21.2.4 (172.21.2.4)

® Transmission Control Protocol,

SE

Src Port:

ratio-adp (1108), ost Port: frp (21), Seq: 1,

FrriE Standard

Description

RFC 791

INTERNET PROTOCOL




4.8 IPv6 R ICHE =

WoCHE
B 1 1Pv6 R0k
0 3 11 15 23 3
Version Traffic class Flow Label
Payload length MNext header Hop limit
Source Address (128 bits)
Destination Address (128 bits)
Extension Headers...
R 1P LT B
FE KE X
Version 4 Loy o 4: TN IPV4;
e 6: KINAHIPVE,
Traffic 8 EbiF MERA. ZFBREILDIERMT 1Pvd LSRR 7B . 1% F B LAX k5 4nhth 55 (DSCP) Frid
class —N IPv6 Frdata, DA+ BH Eohs 5 4 anfa kb3
Flow Label 20 Eb4F AR . Z B RERE TP BRI — N, a0 FIFRAE R3O & SCanfar & 2R Ab BRI AR 22 140
o
Payload 16 EbiF G BRI WORAT K, AR RS BB TPve SRR IR, A IPve § iR k.
length
Next header |8 LL4% TRk, ZFBIB T ERBELE IPv6e AR LG I BIRL RS B2,
Hop limit 8 EbiF BRECPR ], 2B T 1Pve ¥ B AT Re &I B KB EL, XA BUR TPv4 H i TTL B RS A
Lo
Source 128 LL4F T BRGSO R YR AL .
Address
Destination | 128 LL4F T BRI ER SR B F k.
Address




R 1 IP LFBdR

FB KB X
Extension HES PRk, IPve BUH T IPv4 kP AIE I TBL, FFEIN T 2R RISk, FER m A B AR [
Headers P EIE SR T IPv6 RGN, O IP PhSUR AL T RIFIY REE 1. il —Fhd™ i Sk A2 R — A
I B, RS AHE T FU R 3
o IPv6 HEAHRK
o BBRIEIY MR K
o HIEIY MRk
o BRHIY IRk
o AP
o R
o BB AHHEMY MK
o HMETY IR L (FRASLERE B o LR ST B 2 H AL FE (L 0D
o LEY Rk
AR P ARk 5 TR e A s e B A RIAL TR o % Eb U 8 e BN AR AR Sk ot Next
Header fER R E 2 15 ZALFEY JE 3k o
BT H By Rk I IR (—IRTERS By Rk i, A —IRTE LR RISk A, HAR
PRk R —k.
SN
B2 1Pv6 1R

¥ Frame 108: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
- Ethernet II, Src: 00:46:4b:d8:28:c¢7 (00:46:4b:d8:28:c7), Dst: Realteks_88:5a:81 (00:e
% Destination: Realteks_88:5a:81 (00:e0:4c¢:88:5a:81)
3 Source: 00:46:4b:d8:28:¢7 (00:46:4b:d8:28:¢7)
Type: IPv6 (0x86dd)

=5 0110 .... = version: 6

[0110 .... = This field makes the filter "ip.version == 6" possible: 6]
B sees 00000000 < aes asen sass sage wses = Traffic class: 0x00000000
0000 0005 cins amaniaaan e e s e = Differentiated services rField: pefault
i St Sans e . = ECN-Capable Transport (ECT): Not set
........... Qiciis ansmoaans wmnn.wres = ECN-CES NOL: SOL

............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000

payload length:

Next header: Icmpvé (0x3a)

Hop limit: 64

64

source: 2008::246:4bff:fed8:28c7 (2008::246:4bff:fed8:28¢c7)
[Source SA MAC: 00:46:4b:d8:28:¢7 (00:46:4b:d8:28:¢7)]

pestination: 2008::230 (2008::230)
# Internet control Message Protocol v6

SE

#rE Standard

Description




FrifE Standard Description

RFC 2460 Internet Protocol, Version 6 (IPv6) Specification

(Updated by RFC 7045, RFC 5871, RFC 5722, RFC 6935, RFC 7112, RFC 6437, RFC 6946, RFC 6564, RFC 5095)

4.9 IPv6 in IP (6to4)# R LR

Wk

RFC3056 5& X T 6tod BEid. 6tod BEIE/E IETF BN EARFHAFENRNBEFCHIA | Fa DL AT LA — R L], T DL 3 3 4
IPv4 %% b RIIRSL TPv6 W B TPv6 w5 Hofth [R1 23k kAR R SRAFAL TPv6 SEFLIN b M HEAT @85 . 7E TPva PEE N AT IR 2
FPE& P COSPF. BGP+ RIP. IS-IS %) , FEFIAN 6tod Iz [A]m] LLIE It MP-BGP #% b 75 30 B % 1 ml i

B 1 IPv6 in IP (6tod) H &

L2 Frame Header

IPv4 Header

IPvE Header

IPvE payload

IPv6 in IP (6tod) KGR, IPv4 SKEBAT IPv6 kB 205 il 1Pv4 A1 IPv6 R SCKEAIE, VE4NIE S WL 1Pv4 R CH 301 1Pv6
1 W

W

& Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits)
Ethernet IXI, Src: €2:00:42:02:00:00 (€2:00:42:02:00:00), Dst: ¢2:01:42:02:00:00 (c2:01:42:02:00:00)
4 pestination: ¢2:01:42:02:00:00 (c2:01:42:02:00:00)
i Source: ¢2:00:42:02:00:00 (c2:00:42:02:00:00)
Type: 1P (0x0800)
= Internet Protocol version 4, Src: 10.0,0.1 (10.0,0.1), Dst: 10.0.0.2 (10.0.0,2)
version: 4
neader length: 20 bytes
i Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (NOt ECN-Capable Transport))
Total rLength: 120

1dentification: Ox0009 (9)
i Flags: Ox00
Fragment offset: 0
Time to live: 2%%
Protocol: IPve (41)
s Header checksum: Oxa75l [correct
source: 10.0.0.1 (10.0.0.1)
pestination: 10,0.0.2 (10.0.0.2)
Internet Protocol version 6, Src: 2001:db8:0:1::1 (2001:db8:0:1::1), Dst: 2001:db8:0:1::2 (2001:db8:0:1::2)
2 0110 .... = versfon: 6

(0110 .... = This field makes the filter "ip.version == 6" possible: 6)
av OD0D. OD00 cose cass oeas cous soas - Traffic class: 0x00000000
« 0000 00.. vuvs wuvs wevs suns aues = ODifferentiated Services Field: pefault (0x00000000)
veae soee 2o0i tivs wees sees eses <se. = ECN=Capable Transport (ECT): Not set
........... 0 st ssie sanm sann eaas W CCN-CEZ NOT SET

............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 60
Next header: ICvPvé (0x3a)
Hop limit: &4
Source: 2001:db8:0:1::1 (2001:db8:0:1::1)
Destination: 2001:db8:0:1::2 (2001:db8:0:1::2)
# Internet Control Message Protocol vé




SHE e

PR iR
RFC 4213 Basic Transition Mechanisms for IPv6 Hosts and Routers
RFC 2529 Transmission of IPv6 over IPv4 Domains without Explicit Tunnels

4.10 MLD #{CH R

MLD (Multicast Listener Discovery) HIFNEWTE KIS, MLD FI IPv4 M%) IGMP ThaESsMl, FIT 1Pv6e % H#s K I H Hi%E
ME FAHIRIA T (Multicast Listener) &S, 4P HM R KR,

FA MLDv1 1 MLDv2 P/MAAS, MLDv2 7E MLDv1 F3EaE B30 7 % SSM AR ff) 37 4

WO

MLD ¥4 242 TCMPv6 Y8 B — T4, HEEAE 1Pve s

B 1 MLD % SCEH % 2

IPvE Header Hop-by-Hop Option Header MLD message

IPv6 i SRR AL T By MLD T 8 R IA 3 1) TPv6e A B k.

o TPv6 fRICLAT H HHhE 7 BT RARIR MLD 3 5L & i 414k 41

o IPv6 3k Hop Limit FBHE N 1, Kox MLD JH B R AE A BAL 1% .

o FPLIETEL (Hop-by-Hop Option Header). A F—#R:Lk (Next Header) FBHYEN 58, F/RiZIR A ICMPvE VHE,; %

R4 15 (RTR-ALERT) FOMEZ 0x05020000, FEHIIZFR 2 MLD V4 5. .

o ORFEIRAHO WD B, R R IR B, SRR RO B K,

B 2 MLDv1 7 B2

0 T 15 31
Type Code Checksum
Maximum Response Delay Reserved
Multicast Address

£ 1 MLDv1 7§ BN BUd R

T KE Ei::p )



2 1 MLDv1 JH B % 2 B R

B KE iR

Type 155

Code 1%
Checksum 2 FH
Maximum 2 F

Response Delay

MLDvI JHE KRR, A 3 MU, Wk 2 fox.

Ao SRR BEFBORE N 0, MU AN LB I B

FRAERT TOMPV6 AL AN, B35 A MLD 34 B LK TPve 153 X b (0 & 36 . 1R A Bt

PR RIEARCCI I A SRS AT R 45 R BNy B USRS 1 SR B IE R I A, SR )5 44k

BRI

B K S 8] o XA BB AR BT S A A B AR R, AOER A7 BiE %
PRSI AN AL XA B

Reserved 27T PREANL . RIEHS b7 BIIEZ, HU A AL EE b7 B o
Multicast 16 =34 JH ML
Address

2 MLDv1 JH§ B2KAY

mE  HERE

130 |MLDv1 g4 A

HWHE

MLDv1 g &

HHE

131 |MLDv1 frRR Rk

HHE

132 |MLDv1 BIH &

#E

W3t A A 22 A & 8 R S M B I ENLDAALR T AR BT R, T B 4R 4147
FERGA o B2 B TPv6 kK H bl By FRO2: 1 1. M 7B 4 0, TR AR e 444 .

2 B B2 B &% ) L M B S B AR B A AORTE R, I T W2 AR BRI . B
FAZIH B IPve kSR B bk BO B A W AL RRZL R 1P Huhik, W48 & T2 ALRR AL B R 4 BE IR
BIIFMANL . A Ik BOARE W TPve AR 4L

s
psi

e S BN LR 8 ACE IR TR, T HAE A SEAN AR 4L e DA ST R . HA%
TH R IPv6 RS0k i) B b 7 BON FEHVENE) IPv6e AR HbE, UG 28 A i 2 45 i R 28 R0 2H B
SARER A IR T BOY ENLEANN TPv6 414 skt .

B RO EAL s B AR A R s R IERTE R, AT ESE BT T IHEAHEH. B
B IPv6 -0k B bk 7 B A FFO2: 12, ZHhE 7 B N ENLE S IFIK) 1Pve 3% 2 Hudl .



MLDv2 A7 LT JLAHH 2. :

e MLDv2 TilJJHE (Type=

o MLDvI F A THE (Type=

e MLDvI EHIHE (Type=

o MLDv2 % ifk 5 vH E. (Type=

B 3 MLDv2 &7 B

a 7 15 31
Type Code Checksum
Maximum Response Delay Reserved
Multicast Address
Reserved | S |DR"-"| QQIC | Number of Sources
Source Address(1)

Source Address(n)

3 MLDv2 Trif) V8 S 7 B iRt

FEB KE i)

HERA, 27 BIER 130,

J
<t

Type 1

Code 1575 RIEN 7B BN 0, HUN AL B B
Checksum 25 FRAER TOMPv6 1S58 AN, 7 55 B A MLD 8 2 LA K TPv6 T X a0 B 38 . ZETHERSIG AT, 1tk

FRUAEH . BOEMOC I R A A 25 R TN BT Bl 3R SO ¥ Se I AL 38 A,
IRIG A RE PR L.

Maximum  Response |2 F7% FHUARIER S T B AT SO A i B ZE 3R

Delay

Reserved 25 TREFB . ROAI UL BOsE Y 0, FRUN AL F B

Multicast Address |16 F7 ZH bk .

o WEAEMEE D, WFBBENO.



3 MLDv2 B ifvH B 7 BUd R

FB KE i)

o FREAEMIERE S, MBS E N A A AR AL
o FPEV-AEWIHEE D, B E N AR AR L.

Reserved 4 LRy R 7B AOEI LT B BN 0, RO AL B 7B
S (Suppress 1 HFr FRIRAL, it b SRS R S5 A A2 15 0 R I 45 S AT 4 )

Router-Side

Processing)

QRV (Querier ’~ s |3 LbF AR R

Robustness

Variable)

QQIC (Querier ~ s | 177% A 7% A A
Query Interval

Code)

HFRIEN L
o HIRATMIEE L, FBEN O,

i
o

Number of Sources |2

o FrREHEMEES, WFBBENO.
o FREP-AEWHET, T BEUREHEE PRSI E.

Source Address (i) |16 735 | 4IFFIRHHESIE .
o WAEWIEE S, B EN O,
o FPEAEWEES, B ENO,
o FEEIFE-AEWIEF, thrBFRoRTE e SR AREE (1=1,2, -, n, n LRPFEHL
A0

B 4 MLDv2 i k& E



0 7 15 31

Type Reserved Checksum
Reserved Mumber of Multicast Address Records

Multicast Address Record(1)

Multicast Address Record{m)

F 4 MLDv2 R S 7B R

FB KE i)

THERM, 27 BHUE N 143,

4
<t

Type 1

Reserved 1 7 RIEF I FEERE N0, B AR ER .

Checksum 27 FRUERT TCMPv6 K5 A, 735 FrA MLD 4.2 DL K TPv6 14 &5 X Ik b (05 o o 78 THSEARER AN, it
FEUEE ., RIEHR SO I BRI 25 R E AN BL. Bk St & 38 e AL Le A,
SRJG A AL B S .

Reserved 2 7 REFB . KIENLETFERENO, UK AL FEL.

Number of Multicast |2 F3 ZHAFEH BT A EL

Address Record

Multicast Address |ZF¥ HIFHIEIC T, FTon EHAEZED Lo 38N HFEIE R, R0, HFhE, Yk
Record (i) hE2E, (i=1,2, -+, m, mFXRARFLHCRADED

B 5 Multicast Address Record #%z\



0 T 15 31
Record Type Aux Data Len Number of Sources(M)
Multicast Address
Source Address[1]
Source Address[N]
Auxiliary Data
FB KE PiBA
Record 1 =4y et h
Type

Aux Data |1 &7y

Len

Number of |2 F7

Sources

Multicast |16 F7i

Address

MODE_TS_INCLUDE, Z&z<$i 1A 42 A% & INCLUDE, bk s b S i, %2k
M) Record Nt 2 ARSI .

MODE IS EXCLUDE, R ~ZHH4H 55 %13 2 8] Xt 877 24 EXCLUDE, RIZU A F5 5E IR 5112 LAAk
(¥ 2EL PR VR A 1 2R PR 2L I 2L

CHANGE_TO_INCLUDE MODE, 7R FALAZHL AL 55512 2 [A) (¥ %o )82 77 2 1 EXCLUDE %45 31|
INCLUDE.

CHANGE_TO_EXCLUDE MODE, 7R FALAZHL AL 5 5512 2 [A) (¥ %o 82 77 2 f1 INCLUDE %45 1|
EXCLUDE.,

ALLOW_NEW_SOURCES, F/R{EIA HIFEA b, 045 B ML A TR B AR R . an SR 2 Ao
JKFJY INCLUDE, U [y AT Y5 5 e s I e S8 A BRI s A0 SR 4 WX 2% 204 EXCLUDE, U] IR
VR 2 o I B e AR VR

BLOCK_OLD_SOURCES, F/RfEIA MFEAL I, A Ay B ML R YR S R it . o SR 24 xS
J¥2 5% 22 INCLUDE, U AELA YR 412 N B S L A 3R U 2R 24 0t N2 5G 2 J9 EXCLUDE, - I i) 3
A VRFF RIS L AR IR

fE2H % IE Record TN Auxiliary Data HIK)E.

Al A PR IR .

Mk



FB KE YL

Source 16 =i HAFJR L .

Address

Auxiliary |ZK SHEHHE Record FIFHINIE E..

Data

3 &N

B 6 MLD Membership Query (General) message
# Frame 1: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_00:1d:af (00:e0:fc:00:1d:af),
= Internet Protocol version 6, Src: fe80:: (fe80::), pst: ff02::1 (ffo2:
# 0110 .... = Version: 6
B e 0000 Q000 c2s weasimtens et ... = Traffic class: 0x00000000
........ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 32
Next header: IPv6 hop-by-hop option (0x00)
Hop limit: 1
Source: fe80:: (fe80::)
pestination: ff02::1 (ff02::1)
= Hop-by-Hop Option
Next header: ICMPVE (0x3a)
Length: 0 (8 bytes)
Router alert: MLD (4 bytes)
PadN: 2 bytes
Type: Multicast Listener Query (130)
Code: 0
Checksum: 0x5918 [correct]
maximum Response Delay [ms]: 10000
Reserved: 0000
Multicast Address: :: (::)

B 7 MLD Membership Query (Special) message

@ Frame 1: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_f9:62:64 (00:18:82:f9:62:64),
= Internet Protocol Vversion 6, Src: fe80:: (fe80::), Dst: ffle::1 (ffle:
@ 0110 .... = Version: 6
@ .... 0000 0000 .... .... .... . .... = Traffic class: 0x00000000
........ ...« 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 32
Next header: IPv6 hop-by-hop option (0x00)
Hop Timit: 1
source: fe80:: (fe80::)
pDestination: ffle::1 (ffle::1)
= Hop-by-Hop Option
Next header: IcmPv6e (0x3a)
Length: 0 (8 bytes)
Router alert: MLD (4 bytes)
PadN: 2 bytes
Type: Multicast Listener Query (130)
Code: 10
Checksum: 0x59d2 [correct]
maximum Response Delay [ms]: 10000
Reserved: 0000
Multicast Address: ffle::1 (ffle::1)

& 8 MLD Membership Report message




# Frame 1: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
@ Ethernet II (VLAN tagged), Src: Performa_00:00:01 (00:10:94:00:00:01),
= Internet Protocol version 6, Src: fe80:: (fe80::), Dst: ffle::1 (ffle:
@ 0110 .... = Version: 6
B <see 00000000000 srainsivey wemetianis = Traffic class: 0x00000000
SRIRG Tee AN AT 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
pPayload length: 32
Next header: IPvé hop-by-hop option (0x00)
Hop Timit: 1
source: fe80:: (fe80::)
pestination: ffle::1 (ffle::1)
- Hop-by-Hop Option
Next header: ICMPv6 (0x3a)
Length: 0 (8 bytes)
Router alert: MLD (4 bytes)
PadN: 2 bytes
= Internet Control Message Protocol v6
Type: Multicast Listener Report (131)
Code: 0
Checksum: 0x7fec [correct]
Maximum Response Delay [ms]: O
Reserved: 0000
Multicast Address: ffle::1 (ffle::1)

SERRE
PR Eii3
RFC 2710 Multicast Listener Discovery (MLD) for IPv6
RFC 3810 Multicast Listener Discovery Version2 (MLDv2) for IPv6

4.11 OSPF 3K

o OSPF 3R 3CKAR

e OSPF Hello RICHE

e OSPF DD KR

e OSPF LSR#3C#=

e OSPF LSU K=

e OSPF LSAck 3 CH#g5N

REB: M=

4.11.1 OSPF & 3L =,

WK
OSPF H TP #f SC EEEE 2L YRR SC, P58 89, OSPF 4328 5 4Rk 3C: Hello #3C. DD 4R 3C. LSR #x3C. LSU i S LSAck 41 3.




OSPF X AR SCHA M R SCRKE A, KDY 24 575,

B 1 OSPF 3 JH% 2%

0 7 15 31
Version Type Packet length
Router ID
Area D
Checksum Autype
Authentication
B KE X
Version 1 75 | WAS, OSPF WIMASS . % T OSPEv2 ki, HAEK 2.
Type 1 | 2R, OSPF #lRSCHIZRAY, A R LR,

L] 1: Hello ?&I,

e 2: DDHRILC;
e 3: LSRRI
o 4: LSUT&i;

e 5: LSAck #3.

OSPF RS E, AAERIRSCRAEN, A7

s
o

Packet length

Router 1D 4| RORAZARSCH B R

Area ID 4 A | IR ARSI BT IR X 3

Checksum 2RI, AR T IAET BRI A

AuType 2 IUER, EAWRJUMER, 0. ALAE; 1: EHIAE; 2: MD5 AIE.

Authentication |8 ¥ | Ysmpy, HMEMAEIGIERAME . MIATRAN 0 FARIERE S KAN | B FBOVSE R, %
I 2 W I B HE Key 1D MD5 I iEBURE K ERIFH 2 1S5 A,
MD5 46 UEEHE S INTE OSPF S5 1H, A5 7E Authenticaiton FBtH .

4.11.2 OSPF Hello S0,

WK
Hello TR H FIH— Mk S0, HARFINESIMAES SRR R, FIITERIEMERE 7 OSPF MI#E 1 EAE . IROCHN AR — g
#xfI%UAE . DR, BDR LAK H B ERIIAT .



B 1 OSPF Hello #f3CH% =R

0 7

15

23 31

Version = 2

Type =1

Packet length

Router 1D

Area ID

Checksum

AuType

Authentication

Metwork Mask

Hellolnterval

Rir Pri

Options

RouterDeadinterval

Designated Router

Backup Designated Router

Neighbor

B

KR

&HX

Network Mask 32 Ebdy % Hello i SCHIHE D B /e P28 HIHEDD
HelloInterval 16 HL4F % Hello $RSCHIH 8] 6] FE .
Options 8 LhiF AJ BRI :
e E: 0¥ Flood AS-External-LSAs
o MC: ¥k 1P HIEHL
e N/P: AbF Type-7 LSAs
o DC: AbIRTEEER
Rtr Pri 8 LbiE DRAESedk. BRI 1. QiR E N 0, WIEEHEAFES 5 DR 8¢ BDR [1iE25 .
RouterDeadInterval |32 LLAF PRI ] o Gn FEAE IR 1] Y AR R B4R B R R 1 Hel 1o #83C, MRACAAR & KR
Designated Router |32 b4 DR 3 k.
Backup Designated |32 b4 BDR 4 Mk,
Router
Neighbor 32 LA £8J&, LA Router ID FRiR.
(&N

& 2 OSPF Hello




@ Frame 1: 82 bytes on wire (656 bits), 82 bytes captured (656 bits)
# Ethernet II, Src: 1b:00:00:40:64:00 (1b:00:00:40:64:00), Dst: Air2u_00:ff:
@ Internet Protocol version 4, Src: 161.81.0.1 (161.81.0.1), Dst: 224.0.0.5
= OSPF Header
OSPF version: 2
Message Type: Hello Packet (1)
Packet Length: 48
source OSPF Router: 220.0.10.2 (220.0.10.2)
Area ID: 0.0.0.0 (Backbone)
Packet Checksum: Oxcec3 [correct]
Auth Type: Null
Auth pata (none)
= OSPF Hello Packet
Network Mask: 255.255.255.0
Hello Interval: 1 seconds
= options: 0x02 (E)
DN: DN-bit is NOT set
0: 0-bit is NOT set
DC: Demand Circuits are NOT supported
L: The packet does NOT contain LLS data block
NP: NSSA is NOT supported
MC: NOT Multicast Capable
o €: External Routing Capability
....... 0 = MT: NO Multi-Topology Routing
Router Priority: 0
Router Dead Interval: 4 seconds
pDesignated Router: 161.81.0.40
Backup Designated Router: 0.0.0.0
Active Neighbor: 166.96.0.40

SE i

Sy
1

o
LI I I B B |

aNt:3 Hid

RFC2328 OSPF Version 2

4.11.3 OSPF DD R 3CH& 3R,

Wk

W5 & B 2SR AR 56 R WTUA4LI, JH DD #.3C (Database Description Packet) itk [ CH LSDB, #HATHURZEMIFL . A
#5045 LSDB Hif— 2k LSA [¥) Header (LSA 1) Header nJ LAME—#R1A—2% LSA) . LSA Header (5 —% LSA AN &1 — /N 4
TXRERT LY/ i H 28 22 (8] R P BRSO R, 6ot s 4% R A AR HE LSA Header il i] LLFIWT H f2 75 LA IX 2% LSA. TE & 4 H1 #8 25 #e DD i
R, — & N Master, H—& K Slave. H Master BUERIFHT, FFRIE DD RIFHI SN 1, Slave J7{EH Master
(177515 AF A fik o

B 1 DD i STk




0 7 15 23 K))
Version = 2 Type =2 Packet length
Router ID
Area ID
Checksum AuType
Authentication
Interface MTU Options ooooo| 1 MIMS
OD Sequence Number
LSA Headers ...
B KE X

Interface MTU |16 b4

TER A AL T MBS TR TT R A B 1P S K

Options 8 EbE AT eI
o [: Y Flood AS-External-LSAs;
o MC: Fk IP HIFH T,
e N/P: Ab¥E Type-7 LSAs;
o DC: AbHEZTHE
1 1 B MRIEESEZ AN DD HOCHS, WX AN DD RSC, WEN 1, FUER 0.
M (More) 1 bbis MRIEELZ A DD )OCH, WX &G AN DD e, WERN 0. HUEN1, £
7N R HAR Y DD # 3,
M/S 1 B M & OSPF B HH#AS A #e DD i SCHY, B 20 7 Emf e WU I FE MK R, Router 1D K
(Master/Slave) — 2N Master. HE N 1 B RIRKIE TN Master.

DD sequence | 32 ELAF

number

DD RSP A5 o S5 XU I P 915 R ARAIE DD 5 ST i T S PE AN 52 4

LSA Headers EIE'S

1% DD RS BT AL 1) LSA BISLIE B .

£ 37N il
B 2 OSPF DD # 3¢




# Frame 8836: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
# Ethernet II, Src: 00:be:64:00:08:01 (00:be:64:00:08:01), Dst: volktek_
[+ Internet Protocol version 4, Src: 161.92.0.1 (161.92.0.1), Dst: 161.92
= 0OSPF Header
OSPF version: 2
Message Type: DB Description (2)
Packet Length: 32
source OSPF Router: 220.0.11.1 (220.0.11.1)
Area ID: 0.0.0.0 (Backbone)
pPacket Checksum: 0x1bf7 [correct]
Auth Type: Null
Auth pata (none)
= OSPF DB Description
Interface MTU: 1500
= options: Oxd42 (0, E)

O... ... = DM: DN-bit i5 NOT set

.1.. .... = 0: 0-bit is SET

..0. ... = DC: pemand Circuits are NOT supported

«..0 .... = L: The packetr does NOT contain LLS data block
we.. 0... = NP: N55A is NOT supported

eess 0., =MC: NOT Multicast Capable

«a:s «.1, = E: EXternal Routing Capability

vees 2.0 = MT: NO Multi-Topology Routing

= DB Description: 0x07 (I, M, MS)

wer. 0.0, = R: OOBResync bit is NOT set
wers 1., = I: Init bit is SET
wers +.1, = M: More bit is SET

.1 = M5: Master/slave bit is SET

DD Seguence: 1028850

SE i

aNt:3 Hid
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4.11.4 OSPF LSR 3SR,

PG d s BAHAS #ed DD RS2 fa, e ok o A 3% o 25 WIREE LSA & AR Huff) LSDB Fir e/ (I FOMIREE LSA & OR300, XN FE K
% LSR # 3¢ (Link State Request Packet) [AIX} /7R ArAE A0 LSA. P9 AE0LHE T 75 B LSA B9 . LSR ks Ran N B fow, H
1 LS type. Link State ID Fll Advertising Router A PAME—FRIRH —A4> LSA, H{P/ LSA —FER, FEERRYE LSA 1) LS sequence

number. LS checksum 1 LS age &3 Wt i Fr F5 2 LSA FIETIH .




15 23 31

WVersion = 2

Type = 3 Packet length

Router 1D

Area ID

Checksum

AuType

Authentication

LS type

Link State ID

Advertising Router

TB

KE & X

LS type 32 b4

LSA HIZkI=5,

Link State ID |32 Fh4d

FE4 LSA F11# LS Type F1 LSA description 7F Bt rp iR — A LSA.

Advertising |32 Lb4F

Router

FEAE L LSA HIES 23T Router 1D,

W

B 1 OSPF LSR

@ Frame 8853: 70 bytes on wire (560 bits), 70 bytes captured (560 b-
@ Ethernet II, src: 1b:00:00:40:64:00 (1b:00:00:40:64:00), Dst: voll
@ Internet Protocol version 4, Src: 161.92.0.40 (161.92.0.40), Dst:

=] OSPF Header

OSPF Version: 2
Message Type: LS Request (3)

packet Length:

36

Source OSPF Router: 166.96.0.40 (166.96.0.40)
Area ID: 0.0.0.0 (Backbone)
Packet Checksum: 0x894b [correct]
Auth Type: Null
Auth pata (none)
= Link State Request
Link-State Advertisement Type: Router-LSA (1)

Link Sstate ID:

220.0.11.1

Advertising Router: 220.0.11.1 (220.0.11.1)

SHE R

ANt

Eitpa




PR HiR
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4.11.5 OSPF LSU 3 3CH& =

FHSR B %631 Router A3 HFT 7R B LSA BEZ M CHE 3 1) LSA, WA e 2 2% LSACE BN 44 . LSU R 32 (Link State Update
Packet) 7ESZHFAIEAN IEMBERS F 2 DLAHIRIE 20 LSA 2 it 2. 7 S23 Flooding MU SEMEALM, 752 LSAck R SO0 H kAT
Wk XA VR HAR SR LSA BEAT HAE, FALAY LSA A& B R IE RN AL FE 1

0 7 15 23 31
Version = 2 Type =4 Packet length
Router ID
Area ID
Checksum AuType
Authentication
Mumber of LSAs
LSA ...
FB KB X
Number of |32 ks LSA =,
LSAs

) LSA 345 5 Fh, 20 518: Router-LSA. Network—-LSA. Network—summary-LSA. ASBR-summary-LSA F AS—-External-LSA.
BT ) LSA #5A A5 7] R 303k

0 15 23 31
LS age Options LS type
Link State ID
Advertising Router

LS sequence number

LS checksum Length

T KE X



FB KE &X
LS age 16 Lhgs LSA P24 J Fr &5 i fa],  DARP R EAAT . Toil LSA JEAERERK b ARIE, &2 {RIFEAE LSDB
H, HEMSENMERE K.
Options 8 LbAF CIpvii
e B: RVFZHE AS-BExternal-LSA;
o MC: #jk TP HIB L
e N/P: Ab¥ Type—7 LSA;
o DC: AbIH%THE
LS type 8 LbAE LSA HZR7,
e Typel: Router—-LSA
o Type2: Network-LSA
e Type3: Network—summary—LSA
o Type4: ASBR-summary-LSA
o Typeb: AS-External-LSA
e Type7: NSSA-LSA
Link State ID | 32 b4 5 LSA H LS Type #1 LSA description —#t7E I Adsk 4 A — > LSA.
Advertising |32 ELHF FEAE IR LSA HIES HH 23T Router 1D,
Router
LS sequence |32 Eb4F LSA ()75 o FAth 2% b 28 AR H X AN E o] LAV TR~ LSA A2 B
number
LS checksum |16 b4 BT LS age #MLE S IRIIRIIE A
length 16 LLA4F LSA 1K, A14E LSA Header, LA™ Jyfifr.
Router-LSA

Router-LSA (Typel) : REAMEEHASAS 24, A T B S MWAEHCIRS IR, 72078 1 X S8 N AE 4% o

B 1 Router-LSA &=,




0 7 15 23 <y
LS age Options LS type =1
Link State ID
Advertising Router
LS sequence number
LS checksum Length
0 VIE|B 0 # links
Link 1D
Link Data
Type #TOS metric
TOS 0 TOS metric
Link 1D
Link Data
FB KE =98

Link State ID |32 EbiF A= Bl LSA [ Router 1D,
V. (Virtual |1 Eb4F WIS AR I LSA (B B A8 R B f i A, BN 1.
Link)
E (External) |1 Hu4F WAL LSA (3% 282 ASBR, UE M 1.
B (Border) 1 b4 WER =4 0 LSA FI % e A% 2 ABR, BN 1,
# links 16 b LSA Fh TR RO BERE (5 B ROEE, ARG H 2 DA T3 X i pr B Az 1,
Link 1D 32 EbA AR TN T B AR, AR TR )RR

e 1: Router ID;

o 2: DRWHEZN TP Huhk;

o 3: MK/ TFMT,

o 4: FEEEPNERE Router 1D,
Link Data 32 LA EEEE, HAEN T IERR .

e unnumbered P2P: BEIIHIZES5I{H;

o stub MZ%. T-MHEID,




TB KR X

o HUEMERE: BRHERIE R IP Mk,

Type 8 LLi: i EH A R R SRR -
o 1. RE|RUERDS SRR HA

o 2. ERERILHNL
o 3: EHLF stub ML,

o 4. ﬁﬂ%ﬁ%o

# TOS 8 LLiE HEEREAFI TOS HE .
metric 16 HukF BRI T AR

T0S 8 b4 i & e Suth

TOS metric |16 bt FIHEE TOS {EAH KI5
Network-LSA

Network-LSA (Type2) : ) #&M L NBMA M4 (K] DR 24, Network—LSA HHidsk 7iX— %% b % A Router 1D, kA
W BRI CIRAS, 76T ) X I A5 4

& 2 Network-LSA #% =,
0 15 23 31
LS age Options LS type = 2
Link State ID
Advertising Router

LS sequence number

LS checksum Length
Metwork Mask
Attached Router

FB KE X
Link State ID | 32 EL4 DR ¥z 11 IP Hbhk,
Network Mask |32 L4 T A Bl NBMA [ 2% bk () 4 5
Attached 32 LbkF BERAE IR — AN 45 E I BTH % 236 Router 1D, t/AL%E DR ) Router 1D
Router




Summary-LSA &=,

Network—summary-LSA (Type3) : RIS NFTA W BRI H, FEiE 5 45 HAh A e X 35k
ASBR-summary-LSA (Type4) : i3] ASBR [, iH15 25 ASBR FTAE X 455 i HoAth AH 5% X 45 .
Type3 F1 Typed K] LSA FHIFEIMEA, EA1EZH ABR F=4 .

& 3 Summary-LSA &=,

0 7 15 23 ]
LS age Options LStype=3ord
Link State ID

Advertising Router

LS sequence number

LS checksum Length
MNetwork Mask
0 metric
TOS TOS metric
FB kE X
Link State ID |32 bh4% WA B2 itk . 052 ASBR Summary LSA, Bt~ ASBR [ Router ID.
Network Mask |32 Fbisf %] %M B NBMA 28 ik (AT . s 2 ASBR Summary LSA, WERLEN, &E
43 0.0.0.0.

metric 24 4% B H i bk (4 B R
T0S 8 HbA: i & T
TOS metric |24 4% F¥eE TOS 1EFH BRI B & .

SBES I, Link State ID 1 Network Mask #Fi% &~ 0.0.0. 0.
AS-External-LSA
AS-External-LSA (Type5) : i ASBR =4, k%) AS AMEEAURG T, IX /& FFF LSA o, ME——F@ S5 BT X (R T Stub X1

FITNSSA X1 [ LSA.

&l 4 AS-External-LSA &3\



0 7 15 23
LS age Options LStype =5
Link State ID
Advertising Router
LS sequence number
LS checksum Length
Metwork Mask
E 0 metric
Forwarding address
External Route Tag
E TOS TOS metric
Forwarding address
External Route Tag
FB KE &X
Link State |32 [ T P 2 b
1D
Network 32 LhA B H R HhE R
Mask
E 1 bk HMES R R
o 0: KA
o 1: FTIRAMAEEH.
metric 24 LUFR FI H ik R T4
Forwarding |32 LL4F B Fd & (0 Rk A SR K BX Ak
Address
External 32 b AN SN i ERIARIC . OSPE AR B FFAME X AN F-B, &l AR A e 4T
Route Tag I,
T0S 8 LLAkE & it
TOS metric |24 Lb4¥F TOS Bt InEEES(E B

Type5 [ LSA 0] LAHSRIE 4554 B i, ML Link State ID I Network Mask #¥EE 4 0.0.0.0.

IR B

K& 5 Network—-LSA




® Frame 38246: 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits)
® Ethernet II, Src: e4:00:08:01:00:be (e4:00:08:01:00:be), Dst: Mdisecur_01:0
# Internet Protocol version 4, Src: 161.80.0.40 (161.80.0.40), Dst: 224.0.0.5
4 OSPF Header
= LS update Packet
Number of LSAs: 2
# LS Type: Router-LSA
© LS Type: Network-LSA
LS Age: 1 seconds
DO Not Age: False
= options: 0x02 (E)
0... .... = DN: DN-bit is5 NOT set

.0.. .... = 0: O0-bit is NOT set

..0. .... = DC: pemand Circuits are NOT supported

«..0 .... = L: The packet does NOT contain LLS data block
wee. O... = NP: NSSA is NOT supported

vee. .0.. =MC: NOT Multicast Capable

«ve. ..1. = E: External Routing Capability

vere ++.0 = MT: NO Multi-Topology Routing
Link-State Advertisement Type: Network-LSA (2)
Link State ID: 161.80.0.40
Advertising Router: 166.96.0.40 (166.96.0.40)
LS Sequence Number: 0x80000003
LS Checksum: Ox6f86
Length: 32
Netmask: 255.255.255.0
Attached Router: 166.96.0.40
Attached Router: 220.0.11.2

& 6 Router-LSA

4 Frame 8811: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits)
@ eEthernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: Air2u_00:00:00
@ Internet Protocol version 4, Src: 223.225.0.40 (223.225.0.40), Dst: 224.0.0.5
= OSPF Header
OSPF version: 2
Message Type: LS update (4)
Packet Length: 132
source OSPF Router: 166.96.0.40 (166.96.0.40)
Area ID: 1.1.1.1
pPacket Checksum: 0xd255 [correct]
Auth Type: Null
Auth pata (none)
= LS update Packet
Number of LSAs: 3
[ LS Type: Router-LSA
LS Age: 21 seconds
DO Not Age: False
= options: 0x02 (E)
0... .... = DN: DN-bit is NOT set
.0.. .... = 0: 0-bit is NOT set
..0. .... = DC: Demand Circuits are NOT supported
...0 .... = L: The packet does NOT contain LLS data block
vees 0... = NP: NSSA i5 NOT supported
veee «0.. = MC: NOT Multicast Capable
«e.. ..1. = E: External Routing Capability
cees 0.0 = MT: NO Multi-Topology Routing
Link-state Advertisement Type: Router-LSA (1)
Link state ID: 223.225.0.1
Advertising Router: 223.225.0.1 (223.225.0.1)
LS Sequence Number: 0x80000001
LS Checksum: Ox18f2
Length: 36
= Flags: 0x00
vees o0., = V: NO virtual link endpoint
..0. = E: NO AS boundary router
tees +..0 = B: NO Area border router
Number of Links: 1
= Type: Stub ID: 223.225.0.0 Data: 255.255.255.0 metric: 1
IP network/subnet number: 223.225.0.0
Link Data: 255.255.255.0
Link Type: 3 - Connection to a stub network
Number of TOS metrics: 0
T0S 0 metric: 1
@ LS Type: Router-LSA
@ LS Type: Network-LSA



& 7 Summary-LSA

@ Frame 47214: 90 bytes on wire (720 bits), 90 bytes captured (720 bits)
@ Ethernet II, Src: 00:be:64:00:08:01 (00:be:64:00:08:01), Dst: Volktek_00:
® Internet Protocol version 4, Src: 10.41.22.1 (10.41.22.1), Dst: 224.0.0.5
= open Shortest Path First
@ OSPF Header
= LS update Packet
Number of LSAs: 1
LS Age: 1 seconds
DO Not Age: False
= options: 0x02 (E)
0... .... = DN: DN-bit is NOT set
0: 0-bit is NOT set
DC: Demand Circuits are NOT supported
L: The packet does NOT contain LLS data block
NP: NSSA is NOT supported
MC: NOT Multicast Capable
E: External Routing Capability
.0 = MT: NO Multi-Topology Routing
Link State Advertisement Type: Summary-LSA (IP network) (3)
Link State ID: 20.20.20.1
Advertising Router: 10.41.22.1 (10.41.22.1)
LS Sequence Number: 0x80000001
LS Checksum: 0x5e75
Length: 28
Netmask: 255.255.255.255
Metric: 2

SE i

(=)
nuw N
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4.11.6 OSPF LSAck 3 SCHE =

WK
FH Skt 820 B0 1 LSU RS0 AT « 92542 TR EEHRIA T LSA [ Header (—AN LSAck 3 C a5 24N LSA #E4TH5IA) « LSAck (Link State
Acknowledgment Packet) i SCARHEAS [F] i B i DA SRR sl 2H 9% 1 Uk 3% .

B 1 OSPF LSAck #3Ch% =R

0 7 15 23 £l
Version = 2 Type =5 Packet length
Router ID
Area ID
Checksum AuType
Authentication

LSA Headers...




TB KR &N

LSAs Headers | AJ4% MW LSA 1Sk BB s B R 1% LSA.

I
B 2 OSPF 1SAck

4 Frame 8815: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
# Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: Air2u_00:00:00
@ Internet Protocol version 4, Src: 223.225.0.1 (223.225.0.1), Dst: 224.0.0.6
= OSPF Header
OSPF version: 2
Message Type: LS Acknowledge (5)
Packet Length: 84
source OSPF Router: 223.225.0.1 (223.225.0.1)
Area ID: 1.1.1.1
Packet Checksum: Oxalcd [correct]
Auth Type: Null
Auth pata (none)
= LSA Header
LS Age: 6 seconds
DO Not Age: False
= options: 0x02 (E)
| Ep St = DN: DN-bit is NOT set
0: 0-bit is NOT set
DC: Demand Circuits are NOT supported
L: The packet does NOT contain LLS data block
NP: NSSA is NOT supported
MC: NOT Multicast Capable
e E: External Routing Capability
....... 0 = MT: NO Multi-Topology Routing
Link-State Advertisement Type: Router-LSA (1)
Link State ID: 166.96.0.40
Advertising Router: 166.96.0.40 (166.96.0.40)
LS Sequence Number: 0x80000002
LS Checksum: Oxac84
Length: 36
# LSA Header
# LSA Header

SE I

v O
=) 2
LI |

PritE iib
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4.12 OSPFv3 KR

e OSPFv3 3TN

e OSPFv3 Hello KR

e 0SPFv3 DD #®3CA%=

e 0SPFv3 LSR RHEN

e 0SPFv3 LSU RITHEN




e OSPFv3 LSAck 3=

REM: M%)z

o

4.12.1 OSPFv3 R 33L&

OSPFv3 F IPv6 R 3 ELIEH B PMNIRIC, PSRN 89, 7L IPv6 Next Header HARIH.

LSR %3¢ LSU # 3CHT LSAck # 3.

OSPFv3 R 3C3L#&
OSPFv3 iX TuFff SC B A M R 4SS, KN 24 775,
0 7 15 23 #
Version # Type Packet length
Router 1D
Area D
Checksum Instance 1D 0
FB KB X
Version 157 WA, OSPF WIRRAS . %FT OSPFv3 ki, HAHN 3.
Type 17 A, OSPFv3 R CHIZRAY, A R JLFp A
e 1: Hello#C;
e 2: DDHRIL;
o 3: LSRIK;
o 4: LSURK;
e 5: LSAck k.
Packet 2 7 OSPFv3 #iCHIE K, BIEIRSCLKIEN, AT .
length
Router ID 4 F7 U R AL B B 25 Router 1D,
Area 1D 4 =3y KRAEZAR SR T X 35k
Checksum 2 7 1EFH TPv6 #ifE 16 AARER AN, BEH6 A A ELFEET S 1 TPv6 DL A0 OSPF thidl k. Tk

4
t

Instance ID

F1 (] Upper—Layer Packet Length “FEX{HZET OSPF ALt [ Packet length FFER{H.

IR EAC AN 16 ALAOREELR:, WA 0 JEF/EREAT THE o THE IR A I A B A0 = B

A BENO.

BRAEMET 0. SLVFAE—MEERS BIB1T 24> OSPRv3 IS, FEAN S B A7 e — )

OSPFv3 73 4 5 FR3C: Hello #% 3¢ DD # 3¢+



0

B KR X

Sl

RFC 2740

PRt

Instance ID. Instance ID RZEAMEERS A & . WH #1023 # OSPF @ 1) Instance
ID fIAE DK Instance ID R[], MEFIXNE,

TREAFB, WIUH 0.

Eii b

OSPF for IPv6

4.12.2 OSPFv3 Hello % C#% %,

Hello 2 HH FI R —Fhik s, HAER AL A AT &, FAMWMEREMRE T OSPF 30 Eki%. N BB g
PEIHUE . DRy BDR DL K B O H1AR & o

0 7 15 23 3
Version = 3 Type =1 Packet length
Router 1D
Area ID
Checksum Instance ID 0
Interface 1D
Rir Pri Options
Hellolnterval RouterDead|nterval
Designated Router ID
Backup Designated Router ID
Meighbor 1D
FB KE X
Interface ID 32 HeA ME—AR I TSR Rk Hello fROCHT) #2H.
Rtr Pri 8 HuAs DR 2. BRIAKN 1. WIREE N0, NI H2AFES 5 DR 8 BDR HIk2s.
Options 24 LA AT

e E: 0¥ Flood AS—External-LSAs



B KR X

o MC: ¥k 1P AHHFRC
e N/P: Ab¥E Type-7 LSAs

o DC: Ab¥EIEFEEM

HelloInterval 16 LA J3% Hello 4 SCH I ] 1A RE o
RouterDeadInterval |16 b4 SRR TR) . G SRAE LR I Py RS B 48 8 KR I He 1o 4130, MIRAAR & 2R 3L
Designated Router |32 Lb4F DR [#4% M ik
1D
Backup Designated |32 Lt BDR 4 bl o
Router ID
Neighbor 1D 32 LR A J%, LA Router ID FRiHs
SE e
PR Eiiipa
REC 2740 OSPF for IPv6

4.12.3 OSPFv3 DD 30

PG % S LE AR B RAVUAALINE, FH DD #3C (Database Description Packet) ik B CLf9 LSDB, BEATEIE IR . LA
0045 LSDB 4 —2% LSA 1) Header (LSA [¥] Header R LAPMfE—H#RiA—2% LSA) o LSA Header W 5 —2% LSA fHEAN 0t &1 — /NS A7,
IR T LA/ 6 ph 8% 22 (B PSR SR, K B AR LSA Header At T AT H1 2 75 O X 4% LSA. 7EW & 1% H 8820 DD 4
R, —& N Master, 5 —& N Slave. M Master HUERIFHIS, FRIE—A DD MFHS5IN 1, Slave J7{#H Master
¥ 7 515 1 A o



0 7 15 23 31
Version = 3 Type =2 Packet length
Router 1D
Area 1D
Checksum Instance ID 0]
0 Options
Interface MTU 1] Qoooo| 1 |MIMS
DD Sequence Number
An LSA Header
FB KE X
Options 24 LhAF A
e E: UYF Flood AS-External-LSAs;
e MC: %ji 1P Zﬂ?ﬁﬂil,
e N/P: &bF Type—7 LSAs;
o DC: AbPRIZTREEM .
Interface MTU |16 Lb4s EADTFRIRENT, O A IP R CKE.
I 1 bbkR MRIEELZ A DD OCHT, IR EE A DD R, WE N 1, HBNWERO.
M (More) 1 Ebky MRIEESEZ AN DD OO, WRX ARG /DD IE, WEN0. HBWEN1, K
7N JE A A HAh ) DD 5.
M/S 1 Bbir P& OSPF B f# 22 ¥ DD i SCH, 75 20 75 L e XU I MK AR, Router 1D KH)
(Master/Slave) — & N Master. 4{E N 1 N ERRKIE TN Master.
DD sequence | 32 HF DD R SCJF AT o = X7 FI T 15 SR ARAIE DD i SCA% i (1 ] S 1 A0 5 ek
number
LSA Header ArAR % DD S H AT AL & 1 LSA [RSLEBAE B o
SR
PRt iR

RFC 2740

OSPF for IPv6




4.12.4 OSPFv3 LSR R CH =

A6 % 28 HAHAS i DD 4R 2 )5, 6038 X i A % E 28 G WP LSA A& AR Hh ) LSDB firdie/b i FIIA Lt LSA & S8 001, X R 3K
i% LSR #t 32 (Link State Request Packet) [FXt 5 iERATHEI LSA. P A EHE AT 75 E 1) LSA M5 32, LSR oo X TR, H
1 LS type. Link State ID Fl Advertising Router B PAME—HFRIRH —> LSA, P LSA —FER), F5EARYE LSA H1H LS sequence

number. LS checksum F1 LS age S 3Wr i B 75 2 LSA BT IH

0 7 15 23 N
Version =3 Type =3 Packet length
Router ID
Area ID
Checksum Instance ID 0
i} LS type
Link State ID
Advertising Router

FB KE X

LS type 16 tbir LSA HIZkI5,

Link State ID |32 Eb4F H4E LSA 1 LS Type A1 LSA description 7E & H3m 3k — 4> LSA.

Advertising |32 HLAF FEA I LSA B 25 Router 1D,

Router

SHE e

PR HR

RFC 2740 OSPF for IPv6

4.12.5 OSPFv3 LSU R & =,

FHR M6 Router &G FT A5 B LSA B2 Ut CH 1 LSA, NS &% 2% LSA (A ER N 25) (44 . LSU R 3 (Link State Update
Packet) 7ESZFRAHIEAN 3B BERS F 2 DLAHIR L 20 LSA 2 it i 2. 7 S23 Flooding WU SEMEALM, 752 LSAck R SO0 HkAT
Wik o XA VRN AR SR LSA BEAT HAE, FALA LSA & B R IERNALE



0 7 15 23 31

Version = 3 Type =4 Packet length

Router 1D

Area D

Checksum Instance ID 0
#LSAs
LSAs
FB KE X
# LSAs 32 b4 LSA fr% &

OSPFv3 ‘¥ FI I LSA 3545 7 F, 43504
e Router-LSA (Typel)
e Network-LSA (Type2)
e Inter—Area—Prefix-LSA (Type3)
e Inter—Area—Router—-LSA (Type4)
e AS-external-LSA (Typeb)

e Link-LSA (Type8)

Intra-Area—Prefix—-LSA (Type9)

Bl 1 LSA KR4t
0 15 31
LS age LS type
Link State ID
Advertising Router

LS sequence number

LS checksum Length

TR KE =X

LS age 16 HoiF LSA PR e & it [a], AP N BN . o8 LSA RAEREM FALi%, B R-AFAE LSDB
L, HAEARSEAE K.

” LSA 28R, FRIRT LSA HIThAe. 127 Beim 3 Aibril LSA A g, BT by
LS type 16 th4s
SEFRIR LSA (I EThRE. LS Type FEEHIk AT :



B

Link State ID |32 b4

Advertising |32 Hb4F

Router

LS sequence |32 H4F

number

LS checksum |16 EL4F

length 16 bbir

Router-LSA

KR

X

Bl 2 LS Type F-Btig

01 2 15
U [S2]|51| LSA Function Code

U HEARF AL AR AR OO AR 0 LSA FARFE T i
o 0: EUL LSA MfE R A RERE AL Z BE B R XA, AT R B2 SR B A B L
o 1. JEUE LSA MfEBICUNAY LSA RAGFE, WMl @47 FRIFZ Ut 2.

S1 A1 S2 HEARFAZFR I T LSA HIVZ MEVE -

e 5281 =0 0: BEREAMGEREN, HRAERARER Bz,

e S2S1 =0 1: XJEHEN, BEPZdtBIeh Kk XN IE BB
e S2S1 =1 0: ASTEHN, BMZEtFIA AS HIFTH B H 2.

e S2S1=11: Wy
LSA FIZhREARAD & LN R -

Typel: Router-LSA (LS Type = 0x2001)

Type2: Network-LSA (LS Type = 0x2002)

e Type3: Inter—-Area—Prefix-LSA (LS Type = 0x2003)
e Type4: Inter—Area—Router-LSA (LS Type = 0x2004)
e Typeb: AS-external-LSA (LS Type = 0x2005)

e Type8: Link-LSA (LS Type = 0x2008)

Type9: Intra—Area—Prefix—LSA (LS Type = 0x2009)

5 LSA H LS Type F1 LSA description —#S7E I Hdsk 4 A& — > LSA.

FEAE IR LSA HIES HH 23T Router 1D,

LSA 815 o FAth it S AR AME AT ORI LSA A2 el

Bx T LS age AP ERILHIRILAN .

LSA FIE K, A3 LSA Header, LA NI,

Router—LSA (Typel) : HAEEHHEA LA, ik 1B & MRS RAES:, 72778 i XA 154 .

B 3 Router—LSA &=



0 7 15 31
LS age o(o(1 1
Link State ID
Advertising Router
LS sequence number
LS checksum Length
0 |WIVIE|B Options
Type 0 metric
Interface |0
Meighbor Interface ID
Meighbor Router ID
Type 0 metric
Interface 1D
Neighbor Interface 1D
Meighbor Router ID
FH 33 X
Link State ID | 32 b4 A A% LSA 1 Router 1D
W 1 Bbi WRE 1, FRRIZBHBENEE “HEZE” (wild-card receiver). iz MOSPF i, JCit H I
Mok R4, XS AR RO A A FE L .
V  (Virtual |1 bt AR LSA (3% 28 2 R i A, ER 1.
Link)
E (External) |1 Eb4% S = I LSA % FH A8 /2 ASBR, TIE R 1.
B (Border) 1 Lbir Q=R I LSA BS tH 282 ABR, TIIE RN 1.
Options 24 s Options FB:f# OSPF B HH#s AE S FFrl ke fe /7, JF H5H &M b &% TAH@E & L AE . @i Ml

0

B 4 Options FEEHE R,

17

i, FA A FIRE S B EE i 25 T AE — > OSPF B s PR & L. HAxAON:

18 1920 21 22 23

DC|R|MN

MC

E

W

o DC: Y HAY Mk 80T LLIEAAALEE LSA ) LS age FEx 4 I DoNotAge 1o fRIH{E % B A




B

KE

X

Lo 22 FLAS 2 A AR FEARISEE 1 8 e P 2 AR 4 T LI IR, 74 Hel 1o /1 DD ALY DC A
WEN L. 76 AT R L, A& L AR Hel lo G AL, BAETT
WL N T IAIRIZ — i, B rH SRR P AR LR IE R Hel lo £ Database
Description £ L4 DC AL ¥ B 1. ARt 77 &% ) DD L Eik 9] Hello LK) DC A2 A 0,
Ui BT AN HEXS Hello MM EThEe, Pt DARE pH AR 20 201 4k 252 Jo) Bt M & 3% Hello 0. 3%
T RS 1) SO R B O a2 — B B BT G AR R A ST T PR
e, (HREAME, BB EIRE T DC AL Hello fRT, RIAZHEXAS f ) A
RS 7 RO, AT S8 M B3R o {H LSA H1 ) DC A8 SUHEIA BRI (1 2 5«
BEHE LSA 1) DC AL AN WA e eh 2% BRI A i 75 LB 10— AN il AT /2 10 I B e 75 LE Af
APV E T DoNotAge A7 LSA. 24 HAV 2 i #5 ] LLIERf AL B LSA 1) LS age FBU H I
f¥) DoNotAge A7 fIS 15, ‘&40 E CEESZH LSA i DC AL B N 1. T RRMEK
Options FB X BUS/EF= AR s2I . FEEe R UK ANILED, 2 BH (- 40E0 R EITE R
Bl tnin it Hello GAAIE R, PIANEE I &5 K3 E A2 AILAS, SEASBETE AR JE K &R o
FECIER I AL, 2P IERE R A ) LSA iz ik, filtnin Sid@id DD () AcHe, MK
HH 2 R AR L ) MC AZANDLEE, 8 ZH 4k % b 4 FH ) Group—membership-LSA HiAGEIZ ¥
FEe R TN RAILHAC, 288 fH AR AN REA AN AN TE — Pl el 2 B g (550, 9 an dn SR % 2
M LSA ORI HEA B8 R 2510 MC RV VL, T /E LI I R T SR e 3l A 43 2 PR A
He%. fEKI% Hello f. &Ki% DD AT LSA I, B HH#FR1ZXT Options FBEHAIANAT
HIRLREAT I % . 7EFRC Hello 60, 44 DD A0S LSA I, % b 4% 5 1% 2% OSPF Options
FBHAIANAT 6L, I HAIE R A FIX AN Bl LSA.

R: BeEA 1. IHHZA S S EE A, WREE, WUHZA S &I RE R 5.
it AZ R iZ A 25 8 B A REON N B B H . SR 215 ML 40 22 OSPF B {5 &, (B
XA B R AR, W LMEFZ

N: IR T B AR Type—7 LSA MARSE. 4 HAV S —ANH2 1 (1 7 J8 X 38/ NSSA X $hf 15
BN 1.

MC: FiR %t &8 E 151847 1 MOSPF. 24 HAX 4% th 453247 MOSPF 5L E Jy 1.

B 24 HA 4 7 X380 stub XIS 38 9 0. 4534 AS—external—LSA f3Z it 75 0. 78 Hello
b, 2 A XA X IR AE NS A B AS-external -LSA IR, B A7 ¥ E N 1 (BlUnfEdE stub
XD, B0k 0. W E MR EAER, MERRMAEILMR. 7£DD A, 24—
4 TR 0 X 48 A stub XARI, EAZEE Y 1, AW 0. TFE LSA Sk, E 130 1 AR
EFE LSA FIF M —— T X 38 LSALJE stub X3 LSA Al AS-external-LSA ] E 7 # N
ZWE A 15 MAE stub X3 LSA *HRLZ B E K 0. LSA Hif) E A ik BAR N T RAE
B AR % B T 5

V6: WEAN 1. FRoniXAEE s sl e AR AERE I TPv6. WARIHEE, XAHE H & ek i



B KE X

AREZGIN TPv6 B& T E .
FITE & 58 LRI N 1207 25

Type 8 LbAF BEIR AR
o i MFISIEER N -GKbm
o 2: HRF|%E (Transit) M

o 3: 1R¥

o 4: iR
metric 16 tbir v B D T A
Interface ID |32 Eb4F B0 1D,
Neighbor 32 LbAR SRR RIHE 1D,
Interface ID
Neighbor 32 b A0 B % H 2% D,
Router ID
Network-LSA

Network-LSA (Type2) : HIJ ¥%Mak NBMA W2 1) DR 774, Network—-LSA F1ic3% TiX— WM& FRTE B A 251 Router 1D, A
WX B R OIRAS 7R AT () X 3 A5 4

K] 5 Network-LSA #% =
0 7 15 23 31
LS age 0(0|1 2
Link State ID
Advertising Router

LS sequence number

LS checksum Length
0 Options
Attached Router
FB KE X
Options 24 LLHF 2, Router—LSA K7 B fidhe .

Attached 32 Lo EREAE[E — DG E R B 25 Router 1D, 4135 DR 1 Router ID.




B KR X

Router

Inter—-Area—Prefix-LSA #& =,

IPv6 [JIX4E LSA 5 TPv4 1) OSPFv2 H#) type 3 summary-LSAs %5 [E]. HH X380 F % A 4A 0, IX 48 LSA #5ik 1 B H AL X 38k TPv6
HHEATZE . A TPv6 Huhb AT 4R 5k — A Inter—Area—Prefix-LSA.

& 6 Inter—-Area—Prefix—LSA ¥&%=\

0 7 15 23 31
LS age olo]1 3

Link State ID
Advertising Router

LS sequence number

LS checksum Length

0 metric
PrefixLength PrefixOptions (0)

Address Prefix

FB KE Eiipay
metric 24 bits F) H ik ) A5 E .
PrefixLength |8 bits HIEARES S
PrefixOptions |8 bits FIRFIB XA BT — LRk, DU & FlAS 5 PR K R T S A0 7 PR i AR 2

BInAs AR E TS UL T B — D RTINS B LSA A E A RTSCEHA — 1 H

L) PrefixOptions FBt. PrefixOptions FEARZLNT:

7 PrefixOptions FE#& =

0 3 4 586 T
P |MC LA MU

o PAL: AEFROL. WIS NSSA DXIRIRTS i 24 ABR A4k 2%, MiHZ i E
XA

o MCAHz: ZAFEAL. WIRBLEDV 1, MEXAATEMZMALERITSEH, SAY
NS

o LA AMuhbfz. nRBCEY 1, MIXASATEE B a0 — % D k.



B KR

Eiiipy

o NUPL: ARSFROL ARBEEN 1, WA A TPv6 FIEHE i

Address K IPv6 MR ZR -
Prefix

BB B AT N 0.,

Inter—-Area—Router—-LSA #& 3,

IPv6 [fJiX %8 LSA 55 TPv4 [¥) OSPFv2 Hf#) Type 4 summary-LSAs 28[F]. HHIX I8 FLbg 880k, IXLL LSA #iik 7 2 HAh X 15 %) IPve

HhERTZR . RS LSA 43R T 25L& B H1 8 1) — 2k B i

K& 8 Inter—Area—Prefix-LSA ¥% 3\,

0 7 15 23 Ky
LS age 0(0|1
Link State ID
Advertising Router
LS sequence number
LS checksum Length
0 Options
Metric
Destination Router 1D
Field Length Description
Options 24 LbkE Options “FBAHIRMIA YRS HASHIRE T, /2 B MBS 48 T CRERE 11, ATLAL
BUEMNIZEET H B B 2810 router—LSA ) Options FEH -
metric 24 LA I B ik A 1E

Destination |32 EbiF

Router ID

AS-External-LSA

A~ AS-external -LSA IR RIA HIG KRG SMBHI— ISR FIEE1Z

& 9 AS-External-LSA #&={

LSA FRritiiA i H B9 #8 i 8349 Router 1D,



0 7 15 23 31
LS age 0|01 5
Link State ID
Advertising Router
LS sequence number
LS checksum Length
E|F|T Metric
PrefixLength PrefixOptions Referenced LS Type
Address Prefix
Forwarding Address (Optional)
External Route Tag (Optional)
Referenced Link State ID (Optional)
FB KE & X
E 1 Loy HERER EI Metric S8, WURE N 1, FoRitdy 2 KAMERERH, H Metric ANFEE
PR AR TT G . iR BB 0, FIRILA 1 MR, H Metric B B 1L
K.
F 1 Eok MREEN 1, WERRFHK Forvarding Address W7 BAFLE
T 1 Lbir WHREEN 1, NFRREHM External Route Tag A& FBAFAE .
metric 24 LbAs F B )bk i) 2% i S
PrefixLength |8 L4 B4R A0 LL R 3

PrefixOptions |8 EbiF

FHRFIEXAFIGR ) —LekE i, DUEAE SN [ 0 4% 1 F S50 AORH N Fe 30 i A A 2
BN A BIERRE TR 20— NS . B LSA ASMEAIREHE —1NE
L) PrefixOptions FE. PrefixOptions FEA& T

K] 10 PrefixOptions FEA&

0 3 4 56 7T
P [MC |LA|MU

o PAL: ARHEOL. USRS NSSA XS AT SR 75 24 ABR B3k tH &5, Wi ZE

XA,




B KE P

o MCAr: MLz, WMRREN 1, WRXADATENIZIANAIE T F S, SNA
NAFE5

o LAfZ: AMhEAr. WRBLE Y 1, WAL HE s N k.

o NUFL: ARARLL. RIEN 1, WA LA TPv6 IR i .

Referenced LS | 16 EbiF THIXA LSA &5 % —4 Router—LSA, B&E—4 Network-LSA., 1 RRSE—/

type router-LSA, 2 /RS FE— Network-LSA.

Address AR K 1Pv6 HuhikRT 4%

Prefix

Forwarding 32 LA W) 128 £i7 Pve Huhik. HFTTHFI F A8 1 B AR . FoRBIIA B IR EdE N AZE: & 3

Address XANHE . 7R B AR AN S A 00 R — BRI T DA A

External 32 LbAF AIERIAREAL. AT ASBR Z [EJ RIS . — AN WA F 42, 7E OSPF HiR &

Route Tag GBI AR 2 AT B KB, BN 5 NBIES BT AR IS, AT RAIR 7
AT

Referenced 32 b MY HE THITH K Reference LS Type BIAF/E. UISRAFLE, UiBH AR AMERES A — LA

Link State ID KAEEFTESE HHb—> LSA.

Link-LSA

A EREBER = £ — > Link-LSA.

TER:

o [AZEERE AR HAHE AN AL Link—Local Hiuhil, BPFAHLE) N —Bktbdil;

o SEEACER AR IZBERE_DICE R B TIPv6 HTSE, JFIEAZ AR - HAdRE H1es

o ] Network-LSA # LR IUE B . IR 1Z8EM BT 1) Link-LSA, S#AER 2 1Z8E# b Network-LSA HEIifE & .

B 11 Link-LSA format



0 7 15 23 3
LS age olo]|1 8
Link State ID
Advertising Router
LS sequence number
LS checksum Length
Rir Pri Options
Link-local Interface Address
# prefixes
PrefixLength PrefixOptions (0)
Address Prefix
PrefixLength PrefixOptions (0
Address Prefix
Field Length Description
Rtr Pri 8 bits 12 BSTEZEE S L4 (Router Priority) .
Options 24bits | 245 Network LSA f] Options.
Link-local 128 bits | B H 88 5158 M8 AHE 32 0 ERCE R Link Local #ilik (Link Local #ihik A HIRAE Link LSA H1) .
Interface
Address
# prefixes 32 bits | 1% LSA th#Ey 17 £/ IPv6 Hbdik Prefix.
PrefixLength |8 bits | BT HER%L.
PrefixOptions |8 bits | HRFIRIXAFILRAT—LehptE, DUELE S PSR (1B BT SISO B2 P B FAR BE . 5 an A5 SR 7R e 1
BN B — AR, B OLSA AEMENEAMME 18 M PrefixOptions FB.
PrefixOptions FEA& U F:
K& 12 PrefixOptions FEH&




Field Length

Description

0 3 4 26 7

LA | MU

Address Variable | IPv6 HulikAir4s.

Prefix

Intra—Area—Prefix-LSA

PAZ: ARIEAL. B R —A NSSA DXIR A ATSE 75 B4k ABR 245 1 2, M B EX AL,

LA fir: Astudtihbdr . WniRICE Y 1, WX RIS B i &3 10— N Dt
NUfz: AFPRARAL. aRBEEN 1, WA ATRA SN TPv6 FakEs dit R

Intra—Area—Prefix—LSA 47 XN IPv6 Prefix [E8.

K] 13 Intra—Area—Prefix—LSA #&\

1] 7 15 23 5]
LS age 0|01 9
Link State ID
Advertising Router
LS sequence number
LS checksum Length

# prefixes

Referenced LS type

Referenced Link State 1D

Referenced Advertising Router

PrefixLength PrefixOptions

Metric

Address Prefix

PrefixLength PrefixOptions

Metric

Address Prefix

TR KE

Hik

# prefixes 16 bits | fE LSA PEEH) IPv6 AidiiiE. LERE, AILLUBEE £ intra—area—prefix—LSA KHEHHT

A LA LSA K E .

MC fz: HAEAL. WRBE Y 1, MRXARTHEBZANATE T, SNANERE T

%,

XFE

Referenced LS |16 bits | FHIIXA LSA £ ZS% — Router—LSA, B4 — Network-LSA. 1 #/RSF — router-LSA, 2 ®RnE

type #—~ Network—LSA.



B KE HiR

Referenced 32 bits | X/ LSA &2 — Router-LSA I, BN 0. KX LSA £Z5F%— Network-LSA K, KE NiZ

Link State ID BEBR I DR [ Interface IDs

Referenced 32 bits | HiX LSA &5 % —4 Router-LSA A, WEANXANEHEEZEN Router 1D, MiXA LSA &5H—)

Advertising Network—LSA i, W& N1ZEE ) DR [¥] Router 1D
Router
PrefixLength |8 bits | BIZMIHLAER%L.

PrefixOptions |8 bits | HRFIRIXA IR —LehptE, DMELE S PO 085 B TSSO B2 P I FAR 3 . 5 an A5 B 7R 8 1
DR 20— ANATR T H . B OLSA AEMENRABME —1H M PrefixOptions F B

PrefixOptions FEM T

B 14 PrefixOptions FE&

0 3 4 9286 7
P [MC |LA MU

P AL AERRAL. R —> NSSA DX AT 7 24 ABR {4k i 2%, wiHE W ERX 7,

MC fz: HAEAL. WRIE Y 1, MIXARTHBZANATE 5, SNANERE 5.

LA fir: AudtihbAr . WiRICE Y 1, WX RIS B i &3 10— ME Dt

NUfz: ARk AL. aRBEEN 1, WA ATRA SN TPv6e FaRE dit 5

Metric 16 bits | FIZEITHEE. 5 Router—LSA 145 R4S R [F] B4
Address Variable | IPv6 itk A4 .
Prefix
SEIRE
PR Hiig

RFC 2740 OSPF for IPv6



4.12.6 OSPFv3 LSAck 3R X #& =,

FH SRS B B0 LSU ST RN « U2 TR BRI 11 LSA 1 Header (—7> LSAck & SC AT X 24 LSA #E47 0 ) - LSAck (Link State
Acknowledgment Packet) Fi SCHEFEAS [F] B8 % DA S5 B 4 5% (1 2 20K 2% o

0 7 15 23 3

Version = 3 Type =25 Packet length

Router 1D
Area D
Checksum Instance ID 0
LSA Headers...

FB KB X
LSAs Headers |mJ7% L LSA #5045 Sl 3% LSA,
SEh

PR ik
REC 2740 OSPF for IPv6

4.13 PIM R 3CHE

e PIMIRSCEFA#HI

e PIM Hello JE#=R

e PIM Register J E#&=

e PIM Register—-Stop 5 EM&=

e PIM Join/Prune J§ B

o PIM Graft/Graft—Ack JHEMEZ

e PIM Bootstrap J4 EME=R

e PIM Assert JH B

e PIM C-RP Advertisement J§ BT




4.13.1 PIM R OCE R

PIM (Protocol Independent Multicast) FRNVMYTCRASNE, 1EA—FREERBHMR TR, WATLASCE: IPv4 A1 IPv6 W45, 7E5E
B S22 IR .

PIM 35 % 1 4% 2 [A) 52 5. PIM FZbiE B SEILAH 4k % th ThRg . PIM 3207 SAEH TP fiSCdtde.

B 1 PIM WS ) d) 2 4 5

I P itk PIM iF .

o TP LB BME A 103, SRR IREERI A2 T PIMIYE.
o TP LAY H Ry B SRAR I Z PIM WS BT B 3RS« Al DU sk ibal, Wor DU a4kt
o PIM-DM #pit5 PIM-SM B, SZREASRIF 32 HTE S o

PIM JH B8 A SR =
FIF AT 19 PIM 280150 S Sk A AR A o 28, R

B 2 PIM ¥4 2 kiR =X

IP Header
{Protocol = 103)

PIM Message

TB  KE i

Version |4 Lk |PIMARA, fHN 2.

Fr

Type 4 b | WHEZRA, BUEMIT:

Y
e 0: Hello (PIM-DM 5 PIM-SM #fi& )

e 1: Register (Hi&HT PIM-SM)

e 2: Register-Stop (Hi&H T PIM-SM)

e 3: Join/Prune (PIM-DM 5 PIM-SM #fid&Hi)

e 4: Bootstrap (Hi@&H T PIM-SM)

e 5: Assert (PIM-DM 5 PIM-SM #i&H])

e 6: Graft (JI&MF PIM-DM)

e 7: Graft-Ack (Hi&HT PIM-DMD

e 8: Candidate-RP-Advertisement (Hi&EHF PIM-SM)

e 9: State Refresh (Ri&H T PIM-DM)



FBR  KE LB

Reserved |8 b [1#E.

Checksum | 16 Lt | 256 F1

'
BEFRfE
L7 ;3 iR
RFC 4601 Protocol Independent Multicast — Sparse Mode (PIM-SM):Protocol Specification (Revised)
RFC 3973 Protocol Independent Multicast — Dense Mode (PIM-DM) :Protocol Specification (Revised)
RFC 4607 Source-Specific Multicast for IP

4.13.2 PIM Hello 74 B3,

Hello H B

PIM B HH 78 2 [AlEIE A2 H Hello JHE, KILPIMARJEIF4e4P 48R R R . Hello JH 2 [FIEF7E PIM-DM 5 PIM-SM #{if . Hello JH B
TCHEX 452 PIM-DM i 2 PTM-SM.

H34E Hello JHE R TP SCIRHLIE A Bz Dbk, H stk 224.0.0. 13, TTLAE N 1. fEHAZE 7 RI%.

B 1 Hello 78 B

Version | Type Reserved Checksum

2B K 5

Version 4 HoA PIM A, 1EN 2.




FB KE

Type 4 thiF
Reserved 8 EbAF
Checksum 16 ELAkF

Hello Option |16 k4

[1]...[N]

WIRHI

& 2 PIM Hello J§E. (IPv4)

L

HERM, EHO0.

TR 7B AOENBEE N 0, HUC 2t AE -

KEGA

SXH Type-Length-Value (TLV) #&30, Hr:

Type: 2 75, Option ¥,
Length: Value FEIIIKSE, FI1 NN,

Value: Option Z%({H.

Type {HX N IS H 4 -

1: Holdtime, FE7n{RAF40JE N AT IR A HIFEBRT T ], 258 B 1S Hello W1 2K
ABJEATTIE

2:

T B = AL

LAN Prune Delay: fEJLZEME b A& Prune Y4 S AJAEIR BT [H] o

Override Interval: fEFLZERBL EHAT BYAHT AT P 7).

T: Join V4 EHHIBE 1ML

19: DR Priority, FRs#im&sik H551% DR B0 e, IR 7 3k o

20: Generation ID, Hello VHE i BENLEL, Fom LalBERAS . AR KA B
VBRI B 2 ST . 2 b 2 R IR B ok 1 B I Hel 1o ¥ 8 H 63 AN [ Generation
ID fE, WA B4R E O & R LR RA T s g .

21: State Refresh Capable, 7408 JEIRAS Il BTt [A)A] b o

24: Address List, PIM 1A MHIbESF .



Frame 1: 76 bytes on wire (608 bits), 76 bytes captured (603 bits)
Ethernet II (VLAN tagged), Src: 00:el:fc:00:29:d7 (00:el:fc:00:29:d7), Dst: IPvdmcast_00:00
Internet Protocol version 4, Src: 215.0.0.20 (215.0.0.20), Dst: 224.0.0.13 (224.0.0.13)
version: 4
Header length: 20 bytes
@ pifferentiated Services Field: Oxcd (pscP O0x30: Class Selector 6; ECN: Ox00: Not-ECT (Mot
Total Length: 54
tdentification: OxcBA0 (51264)
@ Flags: Ox00
Fragment offset: 0
Time to Tive: 1
protocol: PIM (103)
@ Header checksum: 0x393F [correct]
Source: 215.0.0.20 (215.0.0.20)
pestination: 224.0.0.13 (224.0.0.13)
endent Multicast
0010 .... = version: 2
cea. 0000 = Type: Hello (O0)
reserved byte(s): 00
chacksum: Oxcc37? [correct]
PIM options: 4

I E B

1]

® option 1: Hold Time: 105s

@ option 19: o& Prioricy: 1

® aption 20: Generation ID: 2679793587

2 option 2: LAN Prune Delay: T = O, Propagation Delay = 500ms, Override Interval = 2500ms
Type: 2
Length: 4
Buve veew = T: False

000 0001 1111 0100 = Propagation Delay: 500
override Interwval: 2500

B 3 PIM Hello 4 (IPv6)

@ Frame 1: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
% Ethernet II (VLAN tagged), Src: HuaweiTe_00:29:d8 (00:e0:fc:00:29:d8), Dst: IPv6mcast_00:00
= Internet Protocol version 6, Src: fe80::2e0:fcff:fe00:29d8 (fe80::2e0:fcff:fe00:29d8), Dst:
# 0110 .... = Version: 6
B i - 0000 0000:060 s vieiiiEVs Veesiaaes = Traffic class: 0x00000000
............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
pPayload length: 56
Next header: PIM (0Ox67)
Hop limit: 1
Source: fe80::2e0:fcff:fe00:29d8 (fe80::2e0:fcff:fe00:29d8)
[Source SA MAC: MuaweiTe_00:29:d8 (00:e0:fc:00:29:d8)]
pestination: ff02::d (ff02::d)
m Protocol Independent Multicast
0010 .... = version: 2
vvas 0000 = Type: Hello (0)
Reserved byte(s): 00
Checksum: Ox45al [correct]
= PIM options: 5
@ option 1: Hold Time: 105s
@ option 19: DR Priority: 1
@ option 20: Generation ID: 461646429
# option 2: LAN Prune Delay: T = 0, Propagation Delay = 500ms, Override Interval = 2500ms
@ option 24: Address List

SE

PRt Hid

RFC 4601 Protocol Independent Multicast — Sparse Mode (PIM-SM) :Protocol Specification (Revised)
RFC 3973 Protocol Independent Multicast — Dense Mode (PIM-DM) :Protocol Specification (Revised)
RFC 4607 Source-Specific Multicast for IP

4.13.3 PIM Register Y5 B2\

Register JH B




2 PIM-SM 2% o HA G BR A FR RIS, 53 DR 7] RP 1% Register VHE, HEATURVEM . Register JHE R7E PIM-SM .

B2 Register VBT TP R SCURMLEE Iy DR, H K3thkJy RP. o L4 7 sURE

B 1 Register V4B

Version| Type Reserved Checksum
E|N Reserved2
Multicast Data Packet
FB KE PiBe

Version 4 L PIM A<, {H N 2.
Type 4 EbbE WHERA, HN 1.
Reserved |8 FL4% PREANL . RIEN L BHES, Bl A 7 B,
Checksum 16 bbir BB,
B 1 EiE BHAL .
N 1 bk VML
Reserved2 |30 Lh4 RN RIEH ST BIE S, HU A EE b7 B o
Multicast |2k HREEHEIR T Vi DR RHHZUS B AL IR E R R SCE HEAE Register WHEH A AE RP. RP 365, 2203
data ZARBEHRHR SN (S, O FE.
packet
&N ]

B 2 PIM Register JH§ 2




@ Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_00:29:d6 (00:e0:fc:00:29:d6), Dst: HuaweiTe
= Internet Protocol version 4, Src: 2.2.2.3 (2.2.2.3), Dst: 1.2.3.4 (1.2.3.4)
version: 4
Header length: 20 bytes
@ pifferentiated services Field: OxcO (pscP 0x30: Class selector &; ECH: O0x00: Mot-E
Total Length: 56
Identification: Ox4d90 (19856)
@ Flags: O0x00
Fragment offset: 0
Time to live: 255
Protocol: PIM (103)
® Header checksum: 0x6304 [correct]
source: 2.2.2.3 (2.2.2.3)
pestination: 1.2.3.4 (1.2.3.4)
0010 .... = version: 2
. 0001 = Type: Register (1)
reserved byte(s): 00
Checksum: Oxdeff [correct]
= PIM options
= Flags: 0x00000000

g... ssss sess ssas sEs . = Wot border
cDis tias dene mees sass seas aews swes = NOT NUll-Register

= Internet Protocol version 4, Src: 2.2.2.2 (2.2.2.2), Dst: 228.1.1.1 (228.1.1.1)
version: 4

Header length: 20 bytes
# Differentiated Services Field: OxcO (DSCP Ox30: Class Selector 6; ECN: Ox{0: N
Total Length: 28
Identification: Ox0000 (07
@ Flags: Ox00
Fragment offset: O
Time to live: 254
protocol: uDP (17)
# Header checksum: Oxd30a [correct]
source: 2.2.2.2 (2.2.2.2)
pestination: 228.1.1.1 (228.1.1.1)
F User Datagram Protocol, Src Port: O (0), Dst Port: O (0)
Source port: 0 (Q)
pestination port: O (0)
Length: 8
= Checksum: Oxfff7 [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]

S
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4.13.4 PIM Register-Stop 7§ B &2\

Register-Stop JH B

7E PIM-SM W&, FELL R =R AL T, RP B2 1a) 2H#% U5 u DR &% Register-Stop H.2 .
o HCEAFREIT RP Bk AR SRR i A e

o RP AFNSATEAIR S




o HURREUREE RIAR A | RPT VI3 SPT
A% P55 DR YL F Register—Stop M EJ5, 15 1L Register VEMHH BB HBEIRRL, HHNEMME RS
Register-Stop yH & HAE PIM-SM (] .
344 Register—Stop JHE M IP R SCUEHEA RP,  H bl Vs DR. {3 F S35 75 K%

B 1 Register-Stop JH Bk

Version | Type -

Group Address

Source Address

B KE VB

Version 4 L PIM A, 1M 2.

Type 4 b WHERA, 1HN 2.

Reserved |24 L4 REAL. SO BES, SO AL 7 B

Group 32 tbis JHAEH HE G

Address

Source 32 LA HAFIF AL S,

Address

W

B 2 PIM Register—Stop JH &




=

Frame 1: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_00:29:cf (00:e0:fc:00:29:
= Internet Protocol version 4, srec: 1.2.3.4 (1.2.3.4), Dst: 2.2.2.3
version: 4
Header length: 20 bytes
@ Differentiated services Field: OxcO (DSCP 0x30: Class selector €
Total Length: 38
Identification: 0x1108 (4360)
# Flags: 0x00
Fragment offset: 0
Time to live: 255
Protocol: PIM (103)
& Header checksum: Oxal%e [correct]
Source: 1.2.3.4 (1.2.3.4)
Destination: 2.2.2.3 (2.2.2.3)
0010 .... = version: 2
w... 0010 = Type: Register-stop (2)
Reserved byte(s): 00
Checksum: 0xf2d8 [correct]
= PIM options
Group: 228.1.1.1/32
source:; 2.2.2.2

SR
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RFC 3973 Protocol Independent Multicast — Dense Mode (PIM-DM) :Protocol Specification (Revised)
RFC 4607 Source-Specific Multicast for IP

4.13.5 PIM Join/Prune JH B2

Join/Prune JHE
—% Join/Prune .2 H AT LAE B Join 5 B A Prune {5 E.. RS Join {581 Join/Prune J§ EFA Join W E . RAH Prune

{Z B ) Join/Prune J§ EFRAN Prune JHE .
Join/Prune ¥4 & [FIRT 75 PTM-DM F1 PTM-SM H {5 FH ,
4 Join/Prune Y4 EH TP fRSCIEHIE WA Z Db, HAsthht A 224.0.0. 13, TTLAEA 1. fHARE T k0%,

B 1 Join/Prune 5. E4% =




Version| Type

Upstream Neighbor Address

Mumber of Groups(N) Holdtime

K&l 2 Group J/P Record FEX#& =

Group Address [ 1]

Number of Joined Sources( J ) Number of Pruned Sources( P )

Joined Source Address [ 1]

Joined Source Address [ J ]

Pruned Source Address [ 1]

Pruned Source Address [P ]
FB KB LB
Version 4 ik PIM A<, {H N 2.
Type 4 bR WERM, HN 3.
Upstream 32 LbA AR FE AL . IR Join/Prune JH B RIS H#S L, #E4T Join BY Prune #E R FiEs: M Hh
Neighbor ik,
Address
Number of |8 b4 WHWEPEEAEHLHE .
Groups
Holdtime 16 HeAs UL Join/Prune Y8 J2. % H 4% CRFFAR R 1IN/ BY R IRZS BRI TH]
Group Address |32 Hu4F JH A AH H k.
Number of |16 b4 EESTZ A, 1R IBIR 25

Joined Sources




FB KE

P8

Number of |16 tbiF B XZ AR, TERBIR AR 25

Pruned Sources

Joined Source |32 B4 T RN F 3B R
Address

Pruned Source |32 FL4% T SR B B 2 AR VR A
Address

W

B 3 PIM Join ¥4 E.

# Frame 1: 76 bytes on wire (608 bits), 76 bytes ¢
# Ethernet II (VLAN tagged), Src: HuaweiTe_00:29:c¢
= Internet Protocol version 4, src: 1.7.22.7 (1.7.
version: 4
Header length: 20 bytes
# pifferentiated Services Field: OxcO (DSCP 0x3C
Total Length: 54
Identification: 0x0082 (130)
@ Flags: 0x00
Fragment offset: 0
Time to live: 1
Protocol: PIM (103)
# Header checksum: O0xcl04 [correct]
source: 1.7.22.7 (1.7.22.7)
pDestination: 224.0.0.13 (224.0.0.13)
0010 .... = version: 2
. 0011 = Type: Join/Prune (3)
Reserved byte(s): 00
Checksum: 0xa99f [correct]
£ PIM options
uUpstream-neighbor: 1.7.22.22
Reserved byte(s): 00
Num Groups: 1
Holdtime: 210s
= Group 0: 228.1.1.1/32
= Num Joins: 1
IP address: 22.22.22.22/32 (SwR)
Num Prunes: 0

&l 4 PIM Prume J4 B




# Frame 1: 76 bytes on wire (608 bits), 76 by
# Ethernet II (VLAN tagged), Src: HuaweiTe_00
= Internet Protocol version 4, Src: 1.7.22.7
version: 4
Header length: 20 bytes
Differentiated Services Field: 0xcO (DSCP
Total Length: 54
Identification: 0x007¢c (124)
Flags: 0x00
Fragment offset: 0
Time to live: 1
Protocol: PIm (103)
# Header checksum: Oxcl0a [correct]
Source: 1.7.22.7 (1.7.22.7)
Destination: 224.0.0.13 (224.0.0.13)
0010 .... = version: 2
. 0011 = Type: Join/Prune (3)
Reserved byte(s): 00
Checksum: 0xa99f [correct]
= PIM options
Upstream-neighbor: 1.7.22.22
Reserved byte(s): 00
Num Groups: 1
Holdtime: 210s
= Group 0: 228.1.1.1/32
Num Joins: O
= Num Prunes: 1
IP address: 22.22.22.22/32 (SwR)

[

[+
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4.13.6 PIM Graft/Graft-Ack Y5 B &3\

Graft/Graft—Ack J4§ &

7E PIM-DM W&, B% 28 b AL ik, iR ARG ARLE SPT b, MIMKERI) (S, G) FRINAY EJEHE K% Graft HE . s
JESLENVUR S R EE &, [EIR GZ R TR Graft-Ack JHE, FRRCEEEZGREENR. R EHAREALE SPT b, Mj4ks:
m_ BV Ki%E Graft JHE .

B3 Graft-Ack VHEH TP ROCHEHAE N T IERE Fidht, H Ay Graft WHERIA M E . (R BRI .

Graft JHEM A5 Join/Prune J§ BAHF, (0 FBBEGFTER.




Graft-Ack JHE 5 Graft JHEA&AME, FHEH T Graft BN E . P A[E K2, Upstream Neighbor Address FE&, 7F Graft—Ack

THE Y Graft JH B A B Hudik .

Bl 1 Join/Prune ¥4 B3

Version| Type -
Upstream Neighbor Address

- Mumber of Groups(N) Holdtime

B 2 Group J/P Record FEH& T\

Group Address [ 1]
Number of Joined Sources( J ) Number of Pruned Sources( P )
Joined Source Address [ 1]

Joined Source Address [ J ]
Pruned Source Address [ 1]

Pruned Source Address [P ]
FB KB PiEA
Version 4 i PIM A, {H N 2.
Type 4 bR HEZEAY, Graft N6, Graft-Ack N 7.

£ Graft 8 IR B AR m il . WAt IR R BB dds b, BEAT IR R i L

Upstream 32 b

Neighbor o

Address 1E Graft-Ack ¥ B IEN Graft JH BB & & k.
Number of |8 b4 HEAHEESREREHEE .

Groups

Holdtime 16 Ebisr ZTBN 0,

Group Address |32 M4 AR AL,

Number of |16 H4F EEXTZ B, 15 R IE IR B4

Joined Sources




FB KE P8

Number of |16 Eb4F ZFBN 0.

Pruned Sources

Joined Source |32 HAF N (S, G) HIVEHNE.,
Address
W

B 3 PIM Graft 345

@ Frame 1: 76 bytes on wire (608 bits), 76 bytes
# Ethernet II (VLAN tagged), Src: 00:el1:00:fc:29:
= Internet Protocol version 4, Src: 1.107.110.110
version: 4
Header length: 20 bytes
# Differentiated Services Field: OxcO (DsCP 0Ox3
Total Length: 54
Identification: 0x1702 (5890)
@ Flags: 0x00
Fragment offset: 0
Time to live: 1
Protocol: PIm (103)
# Header checksum: Oxclf0 [correct]
Source: 1.107.110.110 (1.107.110.110)
Destination: 1.107.110.107 (1.107.110.107)
0010 .... = version: 2
. 0110 = Type: Graft (6)
Reserved byte(s): 00
Checksum: 0x78dd [correct]
= PIM options
Upstream-neighbor: 1.107.110.107
Reserved byte(s): 00
Num Groups: 1
Holdtime: Os
= Group 0: 228.1.1.1/32
= Num Joins: 1
IP address: 8.1.1.6/32
Num Prunes: 0

S
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4.13.7 PIM Bootstrap JH A&

Bootstrap JH B

24 PIM-SM M2% th i FH 08 RP ), BCE 7 C-BSR HUEE HH 28 MBI AT PIM 2 1 J8 BA: i) 3% Bootstrap JHE., 5 BSR =ik, wik3kmk
#, MEERIE Bootstrap V., I FTA PIM B HH#8 &K Af RP-Set {58 .

Bootstrap Y4 & R AE PIM-SM th{# FH .

34 Bootstrap JH B TP RCEMAE Y C-BSR sk, HAHHE N 224.0.0. 13, {HERARE X kE. TTL N 1, 7E PIM-SM [ 4% Hhix
BhEE R, AR F| M.

B 1 Bootstrap S48

Version| Type -
Fragment Tag Hash Mask Length BSR-priority

BSR-Address

B 2 Group—RP Record FEi#E =

Group Address
RP-Count Frag RP-Cnt{M)
RP-address [ 1]
RP-holdtime [ 1] RP-Priority [ 1] -
RP-address [M ]
RP-holdtime [ M ] RP-Priority [ M ] -
FB KE 580

Version 4 LA PIM A<, {H N 2.

Type 4 LAy WREEM, (HN 4.

Fragment Tag |16 Et4% FEALEL, FIRIX 4 Bootstrap JH 5.

Hash  Mask |8 Lb4F C-BSR ] Hash $#EA5HK-FF .

length




BSR-priority |8 Fu4¥ C-BSR 564 .

BSR-Address |32 LL§F | C-BSR Hidik.

Group 32 bk H IR AL

Address

RP-Count 8 L A Bz H RS C-RP (2L

Frag RP-Cnt |8 EL4¥ FEARBNA S C-RP M X F— Mg 4R, Wik Bootstrap JHE 720 frs Frag RP-Cnt
FBAET# RP-Set 73 Fro

RP-address |32 LLRF | C-RP fyHidL.

RP-holdtime |16 b4 | C-RP &1 advertisement Y2 MIZ LIS IA], Fox C-RP (14 2k A] o

RP-Priority |8 bR C-RP ISR 2K -

W

B 3 PIM Bootstrap 14 &



# Frame 1: 78 bytes on wire (624 bits), 78
# Ethernet II (VLAN tagged), Src: HuaweiTe_
= Internet Protocol version 4, Src: 7.8.23.
version: 4
Header length: 20 bytes
& Differentiated Services Field: OxcO (D¢
Total Length: 56
Identification: Ox09ce (2510)
Flags: 0x00
Fragment offset: 0
Time to live: 1
Protocol: PIM (103)

# Header checksum: Oxb0Ob9 [correct]
Source: 7.8.23.3 (7.8.23.3)
Destination: 224.0.0.13 (224.0.0.13)
0010 .... = Version: 2

. 0100 = Type: Bootstrap (4)
rReserved byte(s): 00
Checksum: 0x05ff [correct]

= PIM options

Fragment tag: Ox7d0d

Hash mask len: 30

BSR priority: 0

BSR: 171.0.0.43

= Group 0: 224.0.0.0/4

RP count: 1
FRP count: 1
RP 0: 171.0.0.43
Holdtime: 150s
Priority: 0

€3

SR

PR HiiR
RFC 4601 Protocol Independent Multicast — Sparse Mode (PIM-SM) :Protocol Specification (Revised)
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4.13.8 PIM Assert JH BA&

Assert JH B

PEHEMEB L, R PIMBE A (S, G B Gk, G) RIU N LR (S, 6 30, NIRIRZNBAFAE A K . B
FEMIZ T L R H Assert WHE, Z53Elk, STk R MCE 5 1 N O EE K .

Assert V4 B[R 7E PIM-DM A1 PIM-SM 9 fdi ] .

4% Assert 1 EH TP ROCTEMLAE AR E: O bk, HAOHhEE 224.0.0. 13, TTLAEAN 1. EHHAE 5N kiE.




Bl 1 Assert JHEM R

Version| Type -
Group Address
Source Address
R Metric Preference
Metric
FB KE Y

Version 4 BbAF PIM fAs, 1H M 2.

Type 4 Lk WREM, 5N 5.
Group 32 tbdF AR s LA
Address

Source 32 LbAE MR E (S, 6 RIMME—EKE, WAHREFERNE, R wiEk («, 6O RIMAPIE—4KE, N HNRP
address k.

R 4 bekE RPT fiz. WIRTEME (S, G RUIMIME—EAE, 1ZA0N 0, WRTELE G, 6 RIMIME—EKFE, ZAA
1.

Metric 28 LhAF Fl Source address [FJEAIBRIRIZ I SEL

Preference

Metric 32 LbAE Fl| Source address F¥JERFE R HI IR FF4H

I

B 2 PIM Assert 4 &




(53]

Frame 2: 68 bytes on wire (544 bits), 68 bytes
Ethernet II (VLAN tagged), Src: 00:ee:44:44:44:
Internet Protocol Version 4, Src: 130.130.130.2
version: 4
Header Tlength: 20 bytes
Differentiated services Field: OxcO (DSCP 0x3
Total Length: 46
Identification: 0x6b85 (27525)
Flags: 0x00
Fragment offset: 0
Time to live: 1
Protocol: PIM (103)
# Header checksum: 0x6892 [correct]
Source: 130.130.130.2 (130.130.130.2)
Destination: 224.0.0.13 (224.0.0.13)
0010 .... = version: 2
. 0101 = Type: Assert (5)
Reserved byte(s): 00
Checksum: 0xel0d [correct]
= PIM options
Group: 227.0.7.8/32
Source: 13.1.0.200
0... .... = RP Tree: False
Metric Preference: 0

=+

£3

[+

Metric: 0
SERRE
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4.13.9 PIM C-RP Advertisement 78 B 4%,

C-RP Advertisement JH§ &

2 PIM-SM MZ% A FHBh A RP I, BCE 1 C-RP (% b 2% 8 BIPE R 1] BSR A% Advertisement VH /S, 3 &7 B2 IR 55 A LG
C-RP Advertisement ¥ /& 7E PIM-SM H{fi .

H%¢ Advertisement V4 B IP FSCUEMbE AU C-RP, H [\l BSR. A H $4% 77 k% .

B 1 Advertisement JH Bk




Version| Type -
Prefix-Cnt Priority Holdtime
RP-Address
Group Address [ 1]
Group Address [N ]
7B KE BB
Version 4 thiF PIM fRAS, 1EH 2.
Type 4 LR WHERA, NS,
Prefix—Cnt |8 Lbi4%: 2 P bk AT 2R -
Priority |8 H4F C-RP Lok
Holdtime 16 kb4 | Advertisement JH B HIZALETE] .
RP-Address | 32 tbhF | C-RP Hhiik,
Group 32 LbAr | AR
Address
;8%

B 2 PIM C-RP Advertisement J4 /5.




@ Frame 1: 68 bytes on wire (544 bits), 68 bytes capt
# Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:04 (
= Internet Protocol version 4, Src: 171.0.0.42 (171.0
version: 4
Header length: 20 bytes
# Differentiated Services Field: OxcO (DSCP 0x30: C
Total Length: 42
Identification: OxOacb (2763)
@ Flags: 0x00
Fragment offset: 0
Time to live: 255
Protocol: PIM (103)
# Header checksum: 0x598c [correct]
Source: 171.0.0.42 (171.0.0.42)
Destination: 171.0.0.43 (171.0.0.43)
0010 .... = version: 2
. 1000 = Type: Ccandidate-RP-Advertisement (8)
Reserved byte(s): 00
Checksum: 0x493a [correct]
= PIM options
Prefix-count: 1
Priority: 0
Holdtime: 150s
RP: 171.0.0.42
Group 0: 224.0.0.0/4

& 3 PIM C-RP Advertisement 4B GEH)

# Frame 1: 68 bytes on wire (544 bits), 68 bytes capt
@ Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:04 (
= Internet Protocol version 4, src: 171.0.0.42 (171.C
version: 4
Header length: 20 bytes
# Differentiated Services Field: 0xcO (DsSCP 0x30: C
Total Length: 42
Identification: 0x0c48 (3144)
@ Flags: 0x00
Fragment offset: 0
Time to live: 255
Protocol: PIM (103)
Header checksum: 0x580f [correct]
Source: 171.0.0.42 (171.0.0.42)
Destination: 171.0.0.43 (171.0.0.43)
0010 .... = Version: 2
. 1000 = Type: Candidate-RP-Advertisement (8)
Reserved byte(s): 00
Checksum: 0x49d0 [correct]
= PIM options
Prefix-count: 1
Priority: 0
Holdtime: Os
RP: 171.0.0.42
Group 0: 224.0.0.0/4

SE
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REC 4601 Protocol Independent Multicast — Sparse Mode (PIM-SM):Protocol Specification (Revised)




PR HiR

RFC 3973 Protocol Independent Multicast — Dense Mode (PIM-DM) :Protocol Specification (Revised)

RFC 4607 Source-Specific Multicast for IP

4.14 RSVP 30K =R,

RSVP (Resource Reservation Protocol) , SWIRETHEA ML, TAEEALHIZE, (EAS 5N HEIE LR, & —Fh g B,

KT ICMP,
WK
RSVP #2594 SARE & —ANEH L, BEE 22 N AKE . KBRS,

B 1 RSVP 2% X

0 8 16 3
Vers Flags Msg Type RSVP Checksum
Send TTL Reserved RSVP Length
Objects ...
FB KE ik
Vers 4 LR RSVP fiiAS, HETAAN 1.
Flags 4 L FRIANAL, —MAE N 0. RFC2961 § & HF SR AR & 15 LR ZERIHT (Srefresh). WIS HF Srefresh,

N Flags BN 0x01.

Message Type |8 b4 FRWERZET), N — 2S5,

e [—Path
e 2—Resv
e 3—PathErr
e 4—ResvErr

e 5H5—PathTear



FB KE HiR
e 6—ResvTear
e 7—ResvConf
e 8—DREQ
e 9—DREP
e 10—ResvTearConfirm
e 11—Unassigned
e 12—Bundle
e 13—ACK
e 14—Reserved
e 15—Srefresh
o 20—Hello
e 2]1—Notify Message
e 25— Integrity Challenge
e 26— Integrity Response
e 66—DSBM willing
e 67—1 AM_DSBM
RSVP Checksum | 16 LL4F IR RSVP FURLHLAN, (B9 B AN A S o dn BN 0, Fomid B ARSI AR Th A BEAT R IR A 78
Send TTL 8 LU IPv4 (¥ TTL fRME, BERSC AR A% . 2470 s R0 S RSVP VB, @i FLAE Send TTL Al IP B #BH TTL
{E AT ATHSE B 24k SCHE AR RSVP 80h 225 iy b £
Reserved 8 LbE REE .
RSVP Length |16 LU WKL, B AR RJFHAI TLY objects, ATy A7,
Object £ HEA S S RSV HEHEEZ AR ARSI, B IR,

B 2 R GH&

0

15 31

Length

Class Num C-Type

Object Contents...

B

KE

Ei:py




B KE

HiR

Length 16 tbir AT RS, DL ONEAL, Length D402 4 HIf5E, &/MEN 4.

Class Num 8 LbAF POELNEEIR

0: NULL, ERKEZRDHN 4, (HEAPURTE 4 F55. NULL %% 0] DL BLZE X R 751
TR E, ERNESPHCE Zig,
1: SESSTON, RSVP £xiEAH>&/E&., fU3F: Destination Address. Tunnel ID. Extend Tunnel

1D,
2: unassigned
3: RSVP_HOP, i% Path W fy b — Bt th 2 1 s LA A4
4: INTEGRITY, #5471 3G UEIE KN Hodls, &M THEIX A RSVP 2 A2
5: TIME_VALUES, A& 7 i B QI R MRIE A, £ Path B Resv 11 B AL 4
1E1E .
6: ERROR SPEC, #&3€ I 1E PathErr. ResvErr &1 Error, B TE ResvConf JH & 1
o

*  Error Code = 00: ik

*  FError Code = 01: {EAFEHILIL

*  Error Code = 02: W&

*  FError Code = 03: Resv iHE&EAMEMER.

* Error Code = 04: Resv {HE®A KIEHEL

*  Error Code = 05: {PhZATIEH X%

* Error Code = 06: ANuJiH 51 10 BE XU

» Error Code = 07: I H %5 1

*  Error Code = 08: {51 K I%E i I

*  Error Code = 09, 10, 11: ({RE4)

*  Frror Code = 12:R%¥ 5

* Error Code = 13: AN % Class

*  Error Code = 14: AA[IHAIAIXI S C-Type

* Error Code = 15-19: (frR¥)

» Error Code = 20: A API f£&4

»  Error Code = 21: mEIEHHE iR



B

KE

HiR

Sub—code = 01: HR&GIH%
Sub—code = 02: ANZEFHIARSS
Sub—code = 03: ANIEHFIHMTEE
Sub-code = 04: AIER Tspec {H
Sub-code = 05: AIE#M Adspec {8

=  Error Code = 22: iEIEH RGEE R

= Error Code = 23: RSVP R&i4Hi%
= Error Code = 24: &M%
Sub—code = 01: 4% ERO
Sub-code = 02: iR A% L TUHAR 1T AR
Sub—code = 03: iR A HUE 2BAR T
Sub-code = 04: HH R TR R
Sub-code = 05: ¥ 2 H Kbk )] FHER B
Sub-code = 06: ANAIEZHIAREAE
Sub-code = 07: RRO % 1 % H3R i
Sub-code = 08: MPLS IEFEWIR, (HJZEEAE EAFAEASSCRE MPLS 8% H 25
Sub-code = 09: MPLS Fr&s /) Fehlist
Sub—code = 10: A3ZHEH) L3PID
=  Frror Code = 25: Hi%i#
Sub-code = 01: j#id MTU {6 RRO
Sub-code = 02: RRO jE7
Sub—code

03: RFEAMEE

7: SCOPE, #i  — N WME B & 0 M R iEE ENLR R AR . v B BLAE Resv. ResvErr
8{# ResvTear JHEH,

8: STYLE, & X T T XA FNLE FLOWSPEC B3 FILTER_SPEC X % vh ¥ A & M I F6 2 XS {5
B 81 Resv 4 B LIIFAE

9: FLOWSPEC, F5BH 728530 QoS FHE, 1F1ET Resv HEH .
10: FILTER SPEC, &iET5 &) IP #ibl-F0 LSP ID, fE7ET Resv JHE 1,

11: SENDER TEMPLATE, #85& T &iXT5 5/ IP HiblFl LSP ID, fE7E T Path {EH. Cl2xpk
A Resv Jl B H ¥ FILTERSPEC M I %, )
12: SENDER_TSPEC, &M T HIE A EHFE. /AT Path JHEF . CR2 AN Resv ¥H B



B KE i)

i) FLOWSPEC % R HI N . )
e 13: ADSPEC, HTUREEESE LAISEPR QoS M4, N, BT vl /NSRS At

Path MTU. f#7E£F Path JHE .

e 14: POLICY_DATA, #aff 1 fo¥F— A SIS AEHOR P E — AN G [ T B 2 75 2 T BE A VR ]

{2 5. AIREHPIAE Path, Resv. PathErr 553 ResvErr JH.E .
e 15: RESV_CONFIRM, FHBA#AIATE R, #5401 if K P B A A 759 s TP Hihik
e 16: RSVP_LABEL
TR TCIPREE o
e 19: LABEL REQUEST
Fr15 LABEL REQUEST X4, WHAE Path V5 rhifar.
e 20: EXPLICIT ROUTE

ERO (Explicit Route Object) ##i& LSP £ HIEARIE R, A PN ™S T XAt m] DL
B R 1% . Path Y ST ERO $8 2 MR K, A5 TGP iR 29 .

ERO & A5 1 C-Type=
1 IPv4 B4R
2 IPv6 A%
32 AS 5
e 21: ROUTE_RECORD
RRO (Record Route Object) 123% T Path ¥ B SEPREZ /) LSR 1415 . RRO AJ T4 5 br
ERARAE S, KIEEERIRES, JE0T DA IS N —2% Path 8 b DLSEIL S Hh81E
RRO f0.%5 1 C-Type=
1 IPv4 Hiuht
2 1Pv6 Huli:
3 WA
e 22: HELLO
C Type = 1: HELLO REQUEST %} %

2 : HELLO ACK X%

C Type
e 207: SESSION ATTRIBUTE

TRE TSRS TRAFISES. TR UG . SRANR VS ko

C-Type 8 EhAF SFREM, RRFE—NRP AR, Class Number 5 C-Type ME—#riH T — PN £,

Object AR MRNA, AR,
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Content

i &N i
B 3 RSVP Hello V4.

@ Frame 1: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Dst: Huawei
= Internet Protocol version 4, Src: 7.8.12.1 (7.8.12.1), Dst: 7.8.12.2 (7.8.12.2)
version: 4
Header length: 20 bytes
@ Differentiated Services Field: OxcO (DSCP 0x30: Class Selector 6; ECN: 0x00: Not
Total Length: 40
Identification: 0x3010 (12304)
@ Flags: 0x00
Fragment offset: 0
® Time to live: 1
pProtocol: RsvP (46)
# Header checksum: 0x62¢6 [correct]
Ssource: 7.8.12.1 (7.8.12.1)
Destination: 7.8.12.2 (7.8.12.2)
= Resource Reservation Protocol (RSVP): HELLO Message.
= RSVP Header. HELLO Message.
RSVP version: 1
Flags: 00
Message Type: HELLO Message. (20)
Message Checksum: 0x0e2b [correct]
sending TTL: 1
Message length: 20
£ HELLO Request/Ack: REQUEST. Src Instance: Oxb3ca8882. Dest Instance: 0x7c¢36121c.
Length: 12
Object class: HELLO object (22)
C-Type: 1 - HELLO REQUEST object
source Instance: Oxb3ca88s2
pestination Instance: 0x7c36121c

0000 54 89 98 74 e4 08 08 19 a6 25 fd 88 81 00 c1 9¢ T..t.... .%......
0010 08 00 45 cO 00 28 30 10 00 00 01 2e 62 ¢c6 07 08 ..E..(0. ....b...
0020 0Oc 01 07 08 Oc 02

0030
0040

& 4 RSVP Path 34 5




Frame 2: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), pst:
Internet Protocol version 4, Src: 171.0.0.41 (171.0.0.41), Dst: 171.0.0.43 (
Resource Reservation Protocol (RSVP): PATH Message. SESSION: IPv4-LSP, Desti
= RSVP Header. PATH Message.
RSVP version: 1
Flags: 00
Message Type: PATH Message. (1)
Message Checksum: 0xf210 [correct]
Sending TTL: 254
Message length: 196
= SESSION: IPv4-LSP, Destination 171.0.0.43, Tunnel ID 1, Ext ID ab000029.
Length: 16
object class: SESSION object (1)
C-type: 7 - IPv4 LSP
pestination address: 171.0.0.43 (171.0.0.43)
Tunnel ID: 1
extended Tunnel ID: 2868903977 (171.0.0.41)
= TIME VALUES: 30000 ms
Length: 8
Object class: TIME VALUES object (5)
C-type: 1
rRefresh interval: 30000 ms (30 seconds)
& SENDER TSPEC: IntServ, Token Bucket, 0 bytes/sec.
Length: 36
Object class: SENDER TSPEC object (12)
C-type: 2 - Integrated Services
Message format version: 0
pata length: 7 words, not including header
service header: 1 - Traffic specification
Length of service 1 data: 6 words, not including header
= Token Bucket TSpec: Rate=0 Burst=1000 Peak=0 m=0 M=1500
Parameter 127 - Token bucket
Parameter 127 flags: 0x00
Parameter 127 data length: 5 words, not including header
Token bucket rate: 0
Token bucket size: 1000
Peak data rate: 0
Minimum policed unit [m]: O
maximum packet size [M]: 1500
= SESSION ATTRIBUTE: SetupPrio 7, Holdprio 7, SE Style, [Tunnel0/0/1]
Length: 20
oObject class: SESSION ATTRIBUTE object (207)
C-type: 7 - IPv4 LSP (No Resource Affinities)
Setup priority: 7
Hold priority: 7
= Flags: Ox04

@
®
&
=]

ve+s ...0 = Local protection not desired
vee. +.0. = Label recording not desired

vees -1.. = SE Style desired

«v.. 0... = Bandwidth protection not desired
+..0 .... = Node protection not desired

Name length: 11
Name: Tunnel0/0/1
ADSPEC
Length: 48
Object class: ADSPEC object (13)
C-type: 2
Message format version: 0
pata length: 10 words, not including header
= pefault General Parameters
service header 1 - pefault General Parameters
greak bit not set
pata length: 8 words, not including header
IS Hop Count - 1 (type 4, length 1)
Path b/w estimate - 1250000 (type 6, length 1)
Minimum path latency - 0 (type 8, length 1)
Composed MTU - 1500 (type 10, length 1)
= controlled Load
Service header 5 - controlled Load
greak bit not set
pata length: 0 words, not including header
LABEL REQUEST: Basic: L3PID: IP (0x0800)
Length: 8
Object class: LABEL REQUEST object (19)
C-type: 1
L3PID: IP (0x0800)
HOP: IPV4, 7.8.12.1
Length: 12
object class: HOP object (3)
C-type: 1 - IPV4
Neighbor address: 7.8.12.1

o

M@

@



B 5 RSVP Path Tear 4 5.

% Frame 1: 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits)

@ Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Dst:

# Internet Protocol version 4, Src: 171.0.0.41 (171.0.0.41), Dst: 171.0.0.43
Resource Reservation Protocol (RSVP): PATH TEAR Meéssage. SESSION: IPVA-LSP,

[z RSVP Header. PATH TEAR Message.
RSVP version: 1
Flags: 00
Message Type: PATH TEAR Message. (5)
Message Checksum: 0xf72f [correct]
Sending TTL: 254
Message length: 84
£ SESSION: IPv4-LSP, Destination 171.0.0.43, Tunnel ID 1, EXTt ID ab000029.
Length: 16
object class: SESSION object (1)
C-type: 7 - IPv4 LSP
Destination address: 171.0.0.43 (171.0.0.43)
Tunnel 1I0: 1
Extended Tunnel ID: 2868903977 (171.0.0.41)
= HOP: IPV4, 7.8.12.1
Length: 12
object class: HOP object (3)
C-type: 1 - IPv4
Neighbor address: 7.8.12.1
Logical interface: 36
= SENDER TEMPLATE: IPv4-LSP, Tunnel Source: 171.0.0.41, LSP ID: 3.
Length: 12
object class: SENDER TEMPLATE object (11)
C-type: 7 - IPv4 LSP
Sender IPv4 address: 171.0.0.41 (171.0.0.41)
Sender LSP ID: 3
= SENDER TSPEC: IntServ, Token Bucket, O bytes/sec.
Length: 36
object class: SENDER TSPEC object (12)
C-type: 2 - Integrated Services
Message format version: 0
pata length: 7 words, not including header
service header: 1 - Traffic specification
Length of service 1 data: 6 words, not including header
= Token Bucket TSpec: Rate=0 Burst=1000 Peak=0 m=0 M=1500
Parameter 127 - Token bucket
Parameter 127 flags: 0x00
Parameter 127 data length: 5 words, not including header
Token bucket rate: 0
Token bucket size: 1000
Peak data rate: 0
Minimum policed unit [m]: O
Maximum packet size [M]: 1500

B 6 RSVP Resv JH &



@ Frame 2: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:08 (54:89:98:74:e4:08), Dst
# Internet Protocol version 4, Src: 7.8.12.2 (7.8.12.2), Dst: 7.8.12.1 (7.8.
= Resource Reservation Protocol (RSVP): RESV Message. SESSION: IPv4A-LSP, Des
[z RSVP Header. RESV Message.
RSVP Version: 1
Flags: 00
Message Type: RESV Message. (2)
Message Checksum: 0x5f47 [correct]
Sending TTL: 255
Message length: 108
[z SESSION: IPv4-LSP, Destination 171.0.0.43, Tunnel ID 1, Ext ID ab000029.
Length: 16
object class: SESSION object (1)
C-type: 7 - IPv4 LSP
Destination address: 171.0.0.43 (171.0.0.43)
Tunnel I0: 1
extended Tunnel ID: 2868903977 (171.0.0.41)
= HOP: IPv4, 7.8.12.2
Length: 12
object class: HOP object (3)
C-type: 1 - IPv4
Neighbor address: 7.8.12.2
Logical interface: 36
TIME VALUES: 30000 ms
Length: 8
Object class: TIME VALUES object (5)
C-type: 1
Refresh interval: 30000 ms (30 seconds)
= STYLE: Shared-Explicit (18)
Length: 8
object class: STYLE object (8)
C-type: 1
Flags: 0x00
Style: 0x000012 - shared-explicit
= FLOWSPEC: controlled Load: Token Bucket, 0 bytes/sec.
Length: 36
Object class: FLOWSPEC object (9)
C-type: 2
Message format version: 0
pata length: 7 words, not including header
Service header: 5 - controlled Load
Length of service 5 data: 6 words, not including header
= Token Bucket: Rate=0 Burst=1000 Peak=0 m=0 M=1500
Parameter 127 - Token bucket
Parameter 127 flags: 0x00
Parameter 127 data length: 5 words, not including header
Token bucket rate: 0
Token bucket size: 1000
pPeak data rate: 0
Minimum policed unit [m]: O
Maximum packet size [M]: 1500
& FILTERSPEC: IPv4-LSP, Tunnel Source: 171.0.0.41, LSP ID: 4.
Length: 12
object class: FILTER SPEC object (10)
C-type: 7 - IPv4 LSP
Sender IPv4 address: 171.0.0.41 (171.0.0.41)
sender LSP ID: 4
£ LABEL: 1140
Length: 8
object class: LABEL object (16)
C-type: 1 (Packet Label)
Label: 1140

m

B 7 RSVP Resv-Tear J4 E.



Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits)

Ethernet II (VLAN tagged), Src: HuaweiTe_74:e4:08 (54:89:98:74:e4:08), Dst
Internet Protocol version 4, Src: 7.8.12.2 (7.8.12.2), Dst: 7.8.12.1 (7.8.:
Resource Reservation Protocol (RSVP): RESV TEAR Message. SESSION: IPv4-LSP

B8 ®

£ RSVP Header. RESV TEAR Message.
RSVP version: 1
Flags: 00
Message Type: RESV TEAR Message. (6)
Message Checksum: OxeelOa [correct]
Sending TTL: 255
Message length: 92
[ SESSION: IPv4-LSP, Destination 171.0.0.43, Tunnel ID 1, Ext ID ab000029.
Length: 16
Object class: SESSION object (1)
C-type: 7 - IPv4 LSP
Destination address: 171.0.0.43 (171.0.0.43)
Tunnel ID: 1
extended Tunnel ID: 2868903977 (171.0.0.41)
= HOP: IPV4, 7.8.12.2
Length: 12
object class: HOP object (3)
C-type: 1 - IPV4
Neighbor address: 7.8.12.2
Logical interface: 36
= STYLE: Shared-explicit (18)
Length: 8
object class: STYLE object (8)
C-type: 1
Flags: 0x00
style: 0x000012 - shared-explicit
£ FLOWSPEC: controlled Load: Token Bucket, 0 bytes/sec.
Length: 36
oObject class: FLOWSPEC object (9)
C-type: 2
Message format version: 0O
pata length: 7 words, not including header
Service header: 5 - controlled Load
Length of service 5 data: 6 words, not including header
# Token Bucket: Rate=0 Burst=1000 Peak=0 m=0 M=1500
= FILTERSPEC: IPV4-LSP, Tunnel Source: 171.0.0.41, LSP ID: 3.
Length: 12
object class: FILTER SPEC object (10)
C-type: 7 - IPv4 LSP
sender IPv4 address: 171.0.0.41 (171.0.0.41)
sender LSP ID: 3

S
PRt Hid
RFC 2205 Resource ReSerVation Protocol
RFC 2209 Resource ReSerVation Protocol (RSVP) —— Version 1 Message Processing Rules
RFC 3209 RSVP-TE: Extensions to RSVP for LSP Tunnels
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TANA 43 Bc#5 VRRP (1) 1P BM 58 112 (k) .

TANA %5 VRRP J3 e i IP ZH4% bk Ay 224. 0. 0. 18, X2 — N AMTEHE M 2 #hht, AN TIL IER 2>, BissEuids bk Ll
Hodik A H ARk AR S .

VRRP $#3C) TP Sk, TTL @AZICA 255. 24 VRRP %l 2503 TTL AT 255 [ VRRP Pl )5, SaEFH .

B 1 VRRP kg
0 4 7 15 23 31
Vearsion Type Virtual Rir 1D Pricrity Count IP Addrs
Auth Type Adver Int Checksum
IP Address (1)

IP Address (n)
Authentication Data (1)
Authentication Data (2)

B KE HiR

Version 4 HoRy 8 VRRP R AS, AR E SURAS S 2.

Type 1 W 5 ST VRRP RSO . ASRRAHI BB ST — A0

1: ADVERTISEMENT

A ARFISE R RS2 B 5 -

Virtual Rtr IDS | 8 Lb4% FEFU 22 bR U (VRID) FBAR IR T BEFR SCAT R 25 RS B R S B 28 - P E & Y Bl 2 1--255,
BATHAE .

Priority 8 HLtE Priority Bt 80 7 K% ARSI VRRP B B 32 MIH0 562k . M IR e gt . % Bk 8 1
TR H T

4N L VRRP 6 H 452 KO0 28 bk ) TP Mhb A &, 84 HAR e i 255, & FHAEH
(1] VRRP (% FH 2% (A0 56 b J0AE 1--254 2 [A]. B4 ) VRRP B8 lH #8055 40h 100,

PRAEHAE 0 FH T 0T e 40U 28 1 1 2% tH 2415 1E 255 VRRP 4l F 2 Tk & H B8 B3
PRSI 2 B A%, AN S8 A7 280 3 A

Count IP Addrs |8 Eb4% T VRRP @ & B 50 1P k= .

Auth Type 8 HAF Y250 7 B bR AR FH B 0 UGIE 7 ¥ e 75— A e DL 1h SR 40 Py I KB M — . UIE
KRB R — A 8 L TCAF A, SRR S A A UE 22 B I 2R B A M i
I T VEANICED, 4 %30 S0 i 75 .
T 5 ST I



B KE

Adver Int 8 EbA

Checksum 16 Eh4s

IP Address 32 b

Authentication |32 L4

Data

WIRHI

HiiR

e 0 - No Authentication ANAiE
ZNIER AR Y] VRRP P R SIS e A R Z0IE . fEK 1% VRRP P il 4R ST,
Authentication Data FBCH# E v 0; TERUSIHBAR ST, Authentication Data
T B A
e 1 - Reserved {#H¥
e 2 - Reserved {#H¥
Bi B
VRRP HJFHARRA 5E T —28iAIE2E7 [RFC2338] o IX LA ESEAL ) 5 L CVZ1E AN SRS rh o
B, BUAMRIESEPREIGR, X YAE T AR M AT I B 2 A R0, AL S5

TE—~ VRRP 4N I Z /> Master HIFM .
VRRP 3@ 25 (R FREF[], BAANFD. BN 1 #P. XANFER B T4 RACE B d A i 1 i e

REANEE R o

3 U A7 B FH T K6 0) VRRP 314 & f e 2 75 H 4t o
BN A& M version F-BLFFURAIFES VRRP WS 1 1) 16 AL AME AT, (RFC1071 iR T #2561
S ) o

IP Huhb - B R K 2 1 — ANk 2 1P Hihk. 1P Hudkf8&E7E Count IP Addrs” 5Bt
FRULE . TP bk B T AR I B I () e b s AT A

INE A5 B T %4 RFC2338 [ 17) JG 3 2%« #E K% VRRP # SCHHZ 7 BN % B N 0, TfE
B2 VRRP R ST IN 1% 7 B N A% 1 20



Frame 841: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: IETF-VRRP-VRID_05 (00:00:5e:00:01:05), Dst: IPvd4mcast_00
5 Internet Protocol version 4, Src: 10.99.77.4 (10.99.77.4), Dst: 224.0.0.18
version: 4
Header length: 20 bytes
) Differentiated Services Field: 0x00 (DSCP O0x00: pefault; ECN: Ox00: Not-I
Total Length: 40
Identification: Ox12bc (4796)
@ Flags: 0x00
Fragment offset: 0
Time to live: 255
Protocol: VRRP (112)
# Header checksum: 0x7130 [correct]
Source: 10.99.77.4 (10.99.77.4)
Destination: 224.0.0.18 (224.0.0.18)
& version 2, Packet type 1 (Advertisement)
0010 .... = VRRP protocol version: 2
.... 0001 = VRRP packet type: Advertisement (1)
virtual Rtr ID: 5
pPriority: 120 (Non-default backup priority)
Addr count: 1
Auth Type: No Authentication (0)
Adver Int: 1
Checksum: 0x0f94 [correct]
IP Address: 10.99.77.1 (10.99.77.1)

88

¢

&

0000 01 00 5e 00 00 12 00 00 5e 00 01 05 08 00 45 00
0010 00 28 12 bc 00 00 ff 70 71 30 Oa 63 4d 04 e0 00
DXL RGOS P21 05 78 01 00 01 OFf 94 Oa 63 4d 01 00 00
0030 [SENCONLIRD RNy 00 00 00 00 00 00 00 00 00 00
0040 00 00 00 00

SR
PRt Eiip
RFC 2338 Virtual Router Redundancy Protocol
RFC 2787 Definitions of Managed Objects for the Virtual Router Redundancy Protocol
RFC 3768 Virtual Router Redundancy Protocol (version number Two 2004)
RFC 5798 Virtual Router Redundancy Protocol Version 3 for IPv4 and IPv6

5. fFRIE

o TCP3RICHE
o UDP 3#3CHE

e SCTP #RITHEFK




5.1 TCP R TR

ok
B 1 TCP 1A% X
0 7 15 31
Source Port Destination Port
Sequance Number
Acknowledgment Number
UlAIPIR|S|F
g;;:t Reserved |R|C|S|s|Y]|| Windaw
GIKHIT|N|N
Checksum Urgent Pointer
Options Padding
Data...
B KE X
Source Port 16 tbir W 1, AR IRERAN B AR 7 K%

Destination Port |16 EbiF

Sequence Number |32 ELA

Acknowledgment

Number

Data Offset

Reserved

URG

32 Lo

4 b

6 LA

1 bbir

A3 1, AR IRIIRAN R AR i

Fr 57 Bl TCP S RS IO Bt it rp RS 7 1 i g B — 75 . P s T BUNE R 1
AL BR RO B R — TS

NS, REEYCEDS 7T — MROCBR RIS 1 AN FRR S, BT Rk E bk
W B 7PN 1. RA ACK AR 1, BB R

Kot w2, BE B AL, Fi8 HH TCP ST B S i 4R AL RS TCP S B i dh b Ay 23,
L32 beF (4 519 NI ERAL, REAT 60 FATMIE AL, HOLIEN B, IEEOY 20

=3

T,

TRE, WZUH 0,

REIRHARR IR EEFRARGUIRCSCBU T A R 28, RRPEIE (A TRt
IEVE/EpN
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ACK

PSH

RST

SYN

FIN

Window

Checksum

Urgent Pointer

Options

KE

1 Lo

1 bbir

1 Lok

1 bR

1 bbir

16 b

16 Lo

16 Hoir

BES

X

AT 5 A RBRIR. RHA 24 ACK=

PRRFRISOT BOZ R PR IR SCBS N R - FUCE PSH = 1 # TCP 5/ 3CBt, RIS HR
IS SO, RS T AN P S8 A 2 A7 ISR 1 ) 1) XAy

EAEEIR. 2 RST=

[P P S hrill, SRR —Nigdk. SYN=

K TE R IBAT S bR HIRBE—MER: . FIN=

1. TCP Wy 4=, & LG AT 5 BIe e, XAME S Feliom E I
W58 & 8RN 65535 F .

K7 B, LA TCP B #IAT TCP Hudls, 52 — AN aiil Pk (10 7 BL, — e 2 t A vh SR RIAE i
I e BEAT IS IE . AETHSAR IR AN, FEAE TCP R ST HRTTIN L 12 735 A9 08 & 8 o

KR, R URG AnGE 1 R EIRE A 2. TCP 15 27 s A& 7] 73— ¥
KL R BB — A7 REIREHE MAEAR RSB R S BRIt 2 DA (B R
A B AR OSL B (1 B AT o

W BL. TCP WSl A RE 1 — Pk il, Bl KAk SCBOK . (Kl 7 Bon | TCP ¥
), XA MSS. MSS $5FXT 7 TCP “IFRINLEAE BT REH R S B s 7 BUf i KK

RER NS A4

HTH) REC FUEA LT JUMIE R SITRES W, ToilE, SO BKE, &0y KRBT,
I T o
o HHY KET: 37, Hbh—MFWRRMEMES. HiE ESET TCPH
PR A0 RE] (16+S), A TIEE AR AR5 S )5 SR LBR
RN
o B 10 7Y, Hrhi RERFBORN MBE (4 54795 R ARk R A R

FE (47,



TR KE GRS

o IEIUHAHINILIN:

Padding AR HA B, FRAML, (ERAN KRS 4 0 s .
data AR TCP %,
W

B 2 TCP i3 (IEH 1R 30)

# Frame 2: 1514 bytes on wire (12112 bits), 1514 bytes captured (
# Ethernet II, Src: HughesNe_a9:4f:87 (00:80:ae:a9:4f:87), Dst: C
# Internet Protocol version 4, Src: 172.25.4.24 (172.25.4.24), Ds
= Transmission Control Protocol, Src Port: icon-discover (2799),

Source port: icon-discover (2799)
Destination port: tht-treasure (1832)
[stream index: 0]

Sequence number: 1 (relative sequence number)
[Next sequence number: 1461 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes
= Flags: 0x10 (ACK)

000. .... .... = Reserved: Not set
Nonce: NoOt set
congestion window Reduced (CwR): Not set
ECN-Echo: NOT set
urgent: Not set
Acknowledgement: Set
Push: Not set
Reset: NOT set
Syn: Not set

teee 22.- ...0 = Fin: NoOt set

window size value: 65535

[calculated window size: 65535]

[window size scaling factor: -1 (unknown)]

= Checksum: 0x2ell [validation disabled]
[Good checksum: False]
[Bad Checksum: False]
= [SEQ/ACK analysis]
[Bytes in flight: 1460]
= pata (1460 bytes)
pata: 5559dbd4dbdee803elf216f515e347d5e67095ec71acadc30...
[Length: 1460]

[
(I I O B B B |

B 3 TCP {3 (Keepalive)




3 Frame 52: 60 bytes on wire (480 bits), 60 bytes captured (480 #
3 Ethernet II, Src: HuaweiTe_Ob:8f:31 (00:18:82:0b:8f:31), Dst: :
3 Internet Protocol version 4, Src: 211.138.201.145 (211.138.201.
= Transmission Control Protocol, Src Port: 56669 (56669), Dst Po

Source port: 56669 (56669)

Destination port: 5174 (5174)

[stream index: 0]

Sequence number: 31 (relative sequence number)
[Next sequence number: 32 (relative sequence number)]
Acknowledgement number: 17 (relative ack number)

Header length: 20 bytes
= Flags: 0x18 (PSH, ACK)
000. o Reserved: Not set

G 5es = Nonce: NoOt set
o O .. = congestion window Reduced (CWR): Not set
+ 05 = ECN-Echo: Not set
0. .... = Urgent: Not set
..1 .... = Acknowledgement: Set
1... = Push: Sset
.0.. = Reser: NOTU set
..0. = Syn: Not set
0 = Fin: Not set

window size value: 8192
[calculated window size: 8192]
[window size scaling factor: -1 (unknown)]
= Checksum: 0Oxfed9b [validation disabled]
[Good checksum: False]
[Bad checksum: False]
= [SEQ/ACK analysis]
[Bytes in flight: 1]
= [Tcp Analysis Flags]
= [This is a TCP keep-alive segment]
= [eExpert Info (Note/Sequence): Keep-Alive]
[Message: Keep-Alive]
[severity level: Note]
[Group: Sequence]

Bl 4 TCP ¢ (Keepalive ACK)



i Frame 54: 60 bytes on wire (480 bits), 60 bytes captured (480
7 Ethernet II, Src: HuaweiTe_09:70:38 (00:18:82:09:70:38), Dst:
7 Internet Protocol Vversion 4, src: 58.213.214.227 (58.213.214..
= Transmission Control Protocol, Src Port: 5174 (5174), Dst Por

Source port: 5174 (5174)
Destination port: 56669 (56669)
[stream index: 0]
Ssequence number: 145 (relative sequence number)
Acknowledgement number: 32 (relative ack number)
Header length: 20 bytes
= Flags: 0x10 (ACK)
000. . Reserved: Not set
Nonce: NoOt set
congestion window Reduced (CwR): Not set
ECN-Echo: NOT set
urgent: Not set
Acknowledgement: Set
Push: Not set
Reset: NoOt set
. Syn: Not set
veee sees wesd = Fin: NOL set
window size value: 64543
[calculated window size: 64543]
[window size scaling factor: -1 (unknown)]
= Checksum: 0x2204 [validation disabled]
[Good Checksum: False]
[Bad checksum: False]
= [SEQ/ACK analysis]
= [TcP Analysis Flags]
= [This is an ACK to a TCP keep-alive segment]
= [Expert Info (Note/Sequence): Keep-Alive ACK]
[Message: Keep-Alive ACK]
[severity level: Note]
[Group: Sequence]

o
| BOAS JOR [ JO| RN R et e TR

Bl 5 TCP ¢ (Duplicate ACK)



@ Frame 13: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

@ Ethernet II, Src: Compalel_df:d0:05 (00:0f:b0:df:d0:05), Dst: HughesNe_a
# Internet Protocol version 4, Src: 192.168.128.101 (192.168.128.101), Dst
= Transmission Control Protocol, Src Port: tht-treasure (1832), Dst Port:

Source port: tht-treasure (1832)
pestination port: icon-discover (2799)
[stream index: 0]
Sequence number: 1 (relative sequence number)
Acknowledgement number: 7949 (relative ack number)
Header length: 20 bytes
= Flags: 0x10 (ACK)
000. .... .... = Reserved: Not set
. < | ——— = Nonce: Not set
. 0... .... = congestion window Reduced (CWR): Not set
ECN-Echo: Not set
urgent: Not set
Acknowledgement: Set
Push: Not set
Resetr: NOt set
Syn: Not set
Fin: Not set
window size value: 16872
[calculated window size: 16872]
[window size scaling factor: -1 (unknown)]
= Checksum: OxdcOf [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
[SEQ/ACK analysis]
= [TcP Analysis Flags]
[This is a TCP duplicate ack]
[puplicate ACK #: 1]
= [puplicate to the ACK in frame: 117
= [Expert Info (Note/Sequence): Duplicate ACK (#1)]
[Message: Duplicate ACK (#1)]
[severity level: Note]
[Group: sequence]

o)
o
L

o
LN I B )

a

Bl 6 TCP#3r (&HAL)



# Frame 12: 1514 bytes on wire (12112 bits), 1514 bytes captured (12:
# Ethernet II, Src: HughesNe_a9:4f:87 (00:80:ae:a9%9:4f:87), Dst: Compi
# Internet Protocol version 4, Src: 172.25.4.24 (172.25.4.24), Dst: :
= Transmission control Protocol, Src Port: ijcon-discover (2799), Dst

Source port: icon-discover (2799)
Destination port: tht-treasure (1832)
[Stream index: 0]

Sequence number: 1 (relative sequence number)
[Next sequence number: 1461 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes
= Flags: 0x10 (ACK)
000. .70 o Reserved: Not set
Nonce: NOT set
congestion window Reduced (CWR): Not set
ECN-Echo: Not set
urgent: Not set
Acknowledgement: Set
Push: Not set
Reset: Not set
Syn: Not set
P aeaa seeli=mEIne NOtISet
window size value: 65535
[calculated window size: 65535]
[window size scaling factor: -1 (unknown)]
= Checksum: Ox2ell [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
= [SEQ/ACK analysis]
[Bytes in flight: 1460]
= [TcP Analysis Flags]
= [This frame is a (suspected) retransmission]
= [Expert Info (Note/Sequence): Retransmission (suspected)]
[Message: Retransmission (suspected)]
[severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 0.532023000 seconds]
[RTO based on delta from frame: 10]
= bata (1460 bytes)
Data: 5559db44bdee803el1f216f515e347d5e67095ec71acalc30...
[Length: 1460]

[
"o none NN

B 7 TCP 3¢ (Out-0f-Order EL/F)



Frame 74: 1362 bytes on wire (10896 bits), 1362 bytes captured
Ethernet II, Src: HuaweiTe_21:79:69 (00:e0:fc:21:79:69), Dst:
Internet Protocol Version 4, Src: 217.164.95.83 (217.164.95.83
User Datagram Protocol, Src Port: gtp-user (2152), Dst Port: g
GPRS Tunneling Protocol
Internet Protocol version 4, Src: 80.67.86.200 (80.67.86.200),
Transmission Control Protocol, Src Port: http (80), Dst Port:

Source port: http (80)

Destination port: 16438 (16438)

[stream index: 32]

#
#
#
3
&
&

Sequence number: 1 (relative sequence number)
[Next sequence number: 1449 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)

Header length: 32 bytes
= Flags: 0x10 (ACK)
000. .... .... = Reserved: Not set
.0 ..., .... = NONce: Not set
congestion window Reduced (CwR): Not set
ECN-Echo: Not set
urgent: Not set
Acknowledgement: Set
Push: Not set
Reset: NOTU set
Syn: NOtU set
veee sees +..0 = Fin: NOT set
window size value: 65535
[calculated window size: 65535]
[window size scaling factor: -1 (unknown)]
= Checksum: Oxlafc [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
= options: (12 bytes)
No-Operation (NOP)
No-Operation (NOP)
E Timestamps: TSval 550271, TSecr 303760600
Kind: Timestamp (8)
Length: 10
Timestamp value: 550271
Timestamp echo reply: 303760600
= [SEQ/ACK analysis]
[Bytes in flight: 1460]
= [TcP Analysis Flags]
= [This frame is a (suspected) out-of-order segment]
= [Expert Info (warn/Sequence): out-of-order segment]
[Message: out-of-Order segment]
[Severity Tlevel: warn]
[Group: Sequence]
# Hypertext Transfer Protocol

&l 8 TCP ¢ (Window Update)

[y
o [R DRe| DSl PR0 pedt |



Frame 57: 60 bytes on wire (480 bits), 60 bytes captured (480
Ethernet II, Src: HuaweiTe_Ob:8f:31 (00:18:82:0b:8f:31), Dst:
Internet Protocol version 4, Src: 211.138.201.145 (211.138.20:

= Transmission Control Protocol, Src Port: 56669 (56669), Dst P4

Source port: 56669 (56669)
Destination port: 5174 (5174)
[stream index: 0]
Sequence number: 32 (relative sequence number)
Acknowledgement number: 145 (relative ack number)
Header length: 20 bytes
= Flags: 0x10 (ACK)
000. .... .... = Reserved: Not set

O .... .... = Nonce: NoOt set
. 0... .... = congestion window Reduced (CwR): NoOt set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..1 .... = Acknowledgement: Set
... 0... = Push: Not set
.. .0.. = Reser: NOTU set
..0. = Syn: Not set

vees 22.. ...0 = Fin: NoOT set
window size value: 8192
[calculated window size: 8192]
[window size scaling factor: -1 (unknown)]
= Checksum: 0Oxfe23 [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
) A e T T O O ——
is is an ACK to t ment in frame: 56
[The RTT to ACK the segment was: 0.590543000 seconds]

= [expert Info (Chat/sequence): window update]
[Message: window update]

[severity level: cChat]

[Group: Sequence]

SERE
L7 ;3 i3y
RFC 793 Transmission Control Protocol
5.2 UDP 30k
WoCkE K
B 1 UDP i 30#% X
0 15 23 31
Source Port Destination Port
Length Checksum

data octets .. (optional)




FB KE R
Source Port 2 7 PRI R FE T RO%E CRIZBERD.
Destination Port |2 54 PR IR LR PP e (Bl .

Length 25 UDP ¥ #5001 UDP %l i1 %, /v 8.
Checksum 2 FH 6 7% UDP 75 30F0 UDP %54, A& mlikf.

data octets B IS UDP $13%, WL,

WL

# Frame 2: 160 bytes on wire (1280 bits), 160 bytes captured (128
# Ethernet II, Src: HuaweiTe_21:79:69 (00:e0:fc:21:79:69), Dst: Hi
# Internet Protocol version 4, Src: 217.164.95.81 (217.164.95.81)
Source port: gtp-control (2123)
Destination port: gtp-control (2123)
Length: 126
= Checksum: 0x0000 (none)
[Good Checksum: False]
[Bad Checksum: False]
# GPRS Tunneling Protocol

SH R

PRt Eii by

RFC 768 User Datagram Protocol

5.3 SCTP {3 R,

SCTP 3@ FH 3R SC#s =X

e SCTP ABORT % CH#E 5N

e SCTP COOKIE ACK #%3%

e SCTP COOKIE ECHO ¥#Eyuss=X

e SCTP DATA ¥3Ebesg s

e SCTP ERROR ##msgX




e SCTP HEARTBEAT ¥U3EHik K

e SCTP HEARTBEAT ACK ¥uiEHu#%=

e SCTP INIT ¥iEHtk R

e SCTP INIT ACK ¥iE¥uisR

e SCTP SACK ¥iEHk R

e SCTP SHUTDOWN 74 E &=

e SCTP SHUTDOWN ACK ¥iEHAER

SCTP SHUTDOWN COMPLETE ¥(#& b %=X

5.3.1 SCTP il FH R ST

SCTP ( Stream Control Transmission Protocol ), BRRELAIE#IAEHITIY, B2 —FaldEf T oEESIR S M %in 1P Mk
FERTEI L o ABBE BT FSRAE TP 2% AL % PSTN 78 w5 2VH S, [t A8 SR 98 71 5 21 B 1AL 5T

SCTP 7] LABEAE 0ST EIREE M L4 )2, E i EE/EN SCTP FI P N, FENHML 1P 2.

B 1 SCTP ftAb B MU 45 )

Application user
SCCP .91
H.248
MTP3 SUA
M3UA
M2UA IUA
IP
MAC
L1
SCTP & 3CA%

—/NSCTP G328 T — A A3k 43 4%k (Common Header) A4t (Chunk) , FEAFFEH B LI S #EHIE S, tarble
R P .

F% 7 INIT. INIT ACK Al SHUTDOWN COMPLETE #i#fiesh, HoAth &MY i) 2 AN Hea Ben] IRERAE — A SCTP 74, PABE X MTU K/
R, MR, X P ] DR S A EAR SR — A AR R — AN P EABEIE — AN SCTP rdlrh, XA RSB
We oy AT TR

B 2 SCTP & 3 #%(



o 135 3

Source Port Number Destination Port Number
- - Common
Verification Tag Header
Checksum
Chunk Type | Chunk Flags Chunk Length
Chunk #1
Chunk Value ...
Chunk Type | Chunk Flags Chunk Length
Chunk #n
Chunk Value ...
FB KE Ei:3%)

Source Port |16 HCAREMIE | P55, H5B] SCTP Ak i SCTP ¥ 115 . U5 vl LS FH U us 115 J5 TP #hhik. HARRO S
Number 5B FH B 1P Hubik kR % SCTP 4 4H i J& i A Bk o

Destination |16 FLAFHITE | H WG 15, N HE SR SCTP i 15 . Bl EHLAT LU B i3 5% SCTP 43415 F B 1EH 1

Port Number |fF5%% i E N A

IIERR A S AR I ST I, A S i i 9 XA IR A S — N BE R UAR IR . BRI AR, XU 25 X
AN TAG, B 7 HEEALIEIS, RIEum U AE A S Akl EXS IR A TAG, DA .

Verification |32 FLEFHIE
Tag CRERi S
o A INIT BEEELHI 2 PG UEFR AN 0.

e TE% SHUTDOWN-COMPLETE #(#Eth H X E T T ELARFRI A H A, IGIEFRZS A IE NALS
SHUTDOWN-ACK %4k (1) 43 2H &2 il
o FEALE ABORT HdEEe ity 0 dirh, BRAIFARZE 06 Z5E M fish 23X AN ABORT 3% 1943 2H v & il

Checksum 32 FEAFTG | SCTP st X H /. #di {d F ADLER-32 55035, THEH —AN 32 M7 AR I0RS, i fEddm i, fERlum it
FEE TRRENIEE, B ARG AD A AR SR IGE S RO R T E R
Chunk Type | 8LUARFMITEAF | HREALE UAEHE (Chunk Value) HiHEHTRAIZEAL. AHE: INIT, INIT ACK. SACK. ABORT. ERROR.
TR SHUTDOWN, COOKIE ACK %5 13 R bedsy,
EZSHIMBUETE N 0~254, 255 BIEAGHIY .
AR PR B i 4 B T -
o 0: sl (DATA)
e 1: JAZN(INIT)
e 2: JABNIESZ (INIT ACK)

o 3: IEFFIUFSL (SACK)



FB KE iR

e 4: Heartbeat 1K (HEARTBEAT)
e 5: Heartbeat 1ESE (HEARTBEAT ACK)
e 6: ik (ABORT)
e 7: M (SHUTDOWN)
o 8: JKCHHIESE (SHUTDOWN ACK)
o 9: #fFEZHE (ERROR)
e 10: IRZ Cookie (COOKIE ECHO)
e 11: Cookie iF5% (COOKIE ACK)
o 12: JyWIHHAHZE I KN N (ECNE) T4 B
o 13: NFRRHMIERE 11 (CWR) Tl RY
o 14: XHI5ERL (SHUTDOWN COMPLETE)
o 15~62: IETF fif
o 63: IETF & XHEEHY &
e 64~126: IETF Fiif
e 127: IETF & MY e
e 128~190: IETF Tii®
e 191: IETF & X (M#HEIY e
e 192~254: IETF Tii®4
o 255: IETF & L M#HEIY e
Chunk type FIEPRAL bit 4878 1WA L) chunk type HIALIE I -
o 00: fFIRACEREHEIRIFEFE, ATHALE A HAD Chunk.
o 01: 500 AHFILLERSS, REELE ERROR 3k INIT ACK 1 L3k, JEEIAA RIS AL,
o 10: ZWEZ Chunk , AREEALFRECEHR ¥ HAD Chunk.
o 11: [A 10 AHFIALERSN, IEEAE ERROR A B3, JE N AIAIR Chunk 287,

Chunk Flags | 8LURFINTERT | BUbREA AP g . BrARp B M, BbmicEfe it e b 2 E 0 1 H Ao M 2
TR MBRFRIC o

Chunk Length |16 EHFHITE | BUKEE AIRE R WHHHER, Pobmic, SR EMPUEEN 758, KB —BEH R .

ey
Chunk Value |A8H Yol 7 BORTEZEOR Y BB IS B, A ORI R e . HUE K AR e K.
SCTP {3 HinFE

B&] 3 Association B IRIE



MNodeB BRMNC

INIT
-
INIT ACK
-
COOKIE
-
COOQKIE ACK
-
B 4 Association RMIiAE (Ungraceful)
ModeB BRNC

| ABORT
| g

Bl 5 Association KHFE (Graceful)

ModeB RNC
SHUTDOWM
-
SHUTDOWN ACK
-
SHUTDWON COMPLETE
-
B 6 Fud i Kk AR AR
ModeB RNC
DATA
-
DAaTA ACK
g
DATA
e~
DATA ACK
| 2
SR
PRt Eiipy
RFC 2960 Stream Control Transmission Protocol
5.3.2 SCTP ABORT i L% =
1k (ABORT) ZE S 4% =

SCTP ¥ 5. 3% ABORT 4l Bk v 1 21 3 25 i AR A 36, ABORT i B mb m DA/, 55 B K] 2 5 FH S 3 B2 U0 ABORT i B i) — 7 A 1 1248
BRI A . DATA 3 HUANBER] ABORT s BRARZBIE —AN SCTP 4. %S (B INIT. INIT ACK A1 SHUTDOWN COMPLETE) ¥5 7]
PLIF] ABORT HEATHRLRAE—AN SCTP 43 2H A, {HIX L7 il BRAR N ECAE SCTP 404 A 1) ABORT it He 2 B, 75 D) s 1) B0 Bk e 4205
7 AW

AR A SR A% U 1R B AN AE RO IBRAR SC ) ABORT JH 2., TN & FR i B o BLAh, EARMISEOLT, S i) —> ABORT
WHEJR, #RAGEIEL A& ABORT i 2 AF 9 B o



B 1 SCTP ABORT # SCH% 2

o 15 3

Typa =6 Reserved | T Length

zero or more Ermor Causes

e Reserved: 7 LbHr, TERZEHFBENE 0, AT ZHE.
o T (Ibit): MKIETH A TCB MBI MZ T LLAFBEE N 0, WKL TTBA TCB, M ZLAFEE N 1.
e Length (16bit EfF5HE) . WEANZEIRAKE, SIEEEYCELRETE G5 1 28R 7B

ABORT i Huf vl LI & 0 ek 2D E4E R RS
W B

© Frame 46: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
# Ethernet II, Src: Hangzhou_d5:¢5:29 (00:0f:e2:d5:¢5:29), Dst: HuaweiTe_17:0d:85 (00:25
# Internet Protocol version 4, Src: 192.168.168.9 (192.168.168.9), Dst: 172.21.112.2 (17
m Stream control Transmission Protocol, Src Port: diameter (3868), Dst Port: 3876 (3876
source port: 3868
pestination port: 3876
verification tag: Oxce2cOb56
Checksum: 0xcf19363b (not verified)

= ABORT chunk
= Chunk type: ABORT (6)
|+ RS AR = Bit: Stop processing of the packet
0 ... = Bit: DO not report

& Chunk flags: 0x00
....... 0 = T-Bit: Tag not reflected
chunk length: 8
= user initiated ABORT cause
Cause code: user initiated ABORT (0x000c¢)
Cause length: 4

2000 00 25 9e 17 0d 85 00 Of e2 d5 ¢5 29 08 00 45 00
J010 00 28 55 c2 40 00 3d 84 62 c6 cO a8 a8 09 ac 15
2020 70 02 § Ob 56 D 36 3b 06 OO

2030 d6 2b de
SERE
L7 Ei:3%)
RFC 2960 Stream Control Transmission Protocol
5.3.3 SCTP COOKIE ACK #% 3\

COOKTE iESZ (COOKIE ACK) HiE bk iis R
A BT AR G BB A, & FRUE LU S COOKIE EHCO HdiaH. XKt b S 2 AR I _b AR AR 7] DATA Bl SACK H# Bk
BRI, AR LS — N2 4> DATA 8¢ SACK HHE AR 7E — 4> SCTP 434 K% . COOKIE ACK H#E sk iy HAth 24 .

B 1 SCTP COOKIE ACK #%=\

0 15 3

Type = 11 Chunk Flags Length = 4

COOKIE ACK #dfsthrh R S HdaHbr & 8bit) , TERIXTT R E N4 0, FEAEHITT 205 .



W

@ Frame 44: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
¥ Ethernet II, Src: Hangzhou_d5:¢5:29 (00:0f:e2:d5:¢5:29), Dst: HuaweiTe_17:0d:85 (00:25
¢ Internet Protocol version 4, Src: 192.168.168.9 (192.168.168.9), pst: 172.21.112.2 (17
= Stream Control Transmission Protocol, Src Port: diameter (3868), Dst Port: 3876 (3876
Source port: 3868
Destination port: 3876
verification tag: Oxce2c0b56
Checksum: 0xc3520f0b (not verified)
= COOKIE_ACK chunk
= Chunk type: COOKIE_ACK (11)
055 AN = Bit: Stop processing of the packet
.0.. .... = Bit: DO not report
chunk flags: 0x00
Chunk length: 4

0000 OO0 25 9e 17 0d 85 00 Of e2 dS c5 29 08 00 45 00 N R P =
0010 00 24 55 ¢O 40 00 3d 84 62 cc cO a8 a8 09 ac 15 .SU.@.w, b.......
0020 70 02 @ Of )0f §...5., .V.R....]
0030 [HEpX) 00 00 00 00 00 00 00 00 00 00 e5 ce 25 72 E ............ *r
SERE

PRt iR
RFC 2960 Stream Control Transmission Protocol

5.3.4 SCTP COOKIE ECHO ¥(iEHuAg %,

IRZA COOKIE (COOKIE ECHO) ¥iEH ks =,
ZHAR S A BB, BB EE R R R R BRI A, R R SE BB A R . XA SR HU B B b R 1% (4 DATA %
PR, (HTTDLR Al B DATA BdE Hefi 483 [F—AS SCTP 404,

B 1 SCTP COOKIE ECHO #j# i =X

] 15 31

Type =10 Churnk Flags Length

Cookie

e Chunk Flags(8bit): fEKFEHKE NS0, FEHIT AL,
e Length: (16bit MRS58 WE NZEIRIKERFZNE, B 4 797 15PN COOKIE MK,

o Cookie (RJAFKJE) . 1ZFEBLLAELS MAT—/N INIT ACK ZHEH LIRS COOKIE S40 S 2 (I #ERf ) COOKIE, {#H COOKIE
ik SR AT BE /N AT CRALE ELAR A

WO



@ Frame 43: 226 bytes on wire (1808 bits), 226 bytes captured (1808 bits)
@ Ethernet II, Src: Hangzhou_d5:c5:29 (00:0f:e2:d5:c5:29), Ost: HMangzhou_2f:d7:18 (00:0f
@ Internet Protocol version 4, Src: 172.21.112.2 (172.21.112.2), Dst: 192.168.168.9 (192

Stream Control Transmission Protocol, Src Port: 3876 (3876), Dst Port: diameter (3868

Source port:

3876

pestination port: 3868
verificarion tag: Oxaof73ac7
Checksum: 0x67052617 (not verified)

- COOKIE_ECHO chunk (Cookie Tength: 172 bytes)

= Chunk type: COOKIE_ECHO (10)
.... = Bit: Stop processing of the packet
.. = Bit: DO not report

0

ch;n&'fi;gs:

0ox00

Chunk length: 176
Cookie: 4e4f4b494120534354500800381100003¢00000000000000. ..

SE i

aNt:3

Hid

RFC 2960

Stream Control Transmission Protocol

5.3.5 SCTP DATA FiEHE R,

B HEE (DATA) BE B 2
B 1 SCTP DATA #¥#aHug =X,

)

15 31

Type=10

Reserved |U|B |E Length

TSN

Stream |dentifier S Stream Sequence Number n

Payload Protocol dentifier

User Data (seq n of Stream 5)

FB

KE

R

Reserved

5 EbkR

T, BMEE N0, FERRCT B .

1 Ebir

U LERAFR AR HeRs . I AUZ HURFBEE DY 1, R A — AR 1) DATA $dfa b, ANGEZ4iZ8uE
B BRI 5 05, B #0702 R = . (EE AR U (R ), AR B Hodh tk
AT E BB H R AR, WL O ERGESRIE E R N RIR B T B B




TR KE

B 1 HokR

E 1 Ebdr

Length 16 b4

(ERCE %
TSN 32 AR R

GERcE 3
Stream 16 LbHE TG

Identifier |45 %%

S

Stream 16 L4
Sequence | 5 HEHL

Number n

Payload 32 LU TG
Protocol PERSELE )

Identifier

User Data |ZFK:

IR B

iR

WU BB 7 BOT R U LERR e AT B BN 1o

B LUK 7 BOT AR LU o U AOZ LR L, TR ZRI A F PH B 5 — > Bl

B LURFFRON 7> BR R by o W SRiZ U B, R X2 B R — Bl — MR B
FUE SRS AT A 1 B A E LURF BN 1o Wl B I E LSRRI E R 0, IR BT 2 — Ao B H P &
fr— A B ) B BB 2 A i B, SOy A TSN W BT E AL, X R
2507 B P 9 B B AR 73 BT LA P FE SR 1) TSN

BE PRI R &5 AT

e B=1, E=
e B=0, E=
e B=0, E=
e B=1, E=

2T BRI DATA Hidlib MSRAL 7 BOUT 46 1 - Bodls 3 B A2 1] [ 717 8 (ARSI e
T, SR DATA K B i A Kt 7 BOM 0, MK T Bash 16.

AR RZ BRI TSN, TSN (A SUEM 0~2 —1. TSN LT 4294967295 J5 ¥4 R #4550,

T BRI - HdiE 8 T R

B RSB R BT AE S A B P et U7 5 65 %7 BURA B 0~65535. 25— NHI i B4 SCTP
oy BUR s WAZAE B B REAS 20 BO # A A (R AU 5 6

ZAEF R — AN (B E)Z 0 R PSR IR AT o 3XME H & 2 UG 6 ] SCTP JR R IR BN S5 )E . X
APRARFFANER SCTP S H, H A0 AT LA E R 2 1A 19 268 S AR mloned 25 10 152 SRR 3I 7E DATA. i Bl rh 85 27 (015 20
KA, FLETERAN 5 B DATA B Herh 137608 2% 7 B (AR GRxT 26 h IR AT ) - 0 Ronm 2ok
XA L E N ARIRAT o o “M2UA” WS i I 2 25 “MBUA” Bhsa%far {4 F i 35 “SUA”
DT 8 2R ED 45 “M2PA” BISLI i (8 FH R 4 £ 72

PR L i 19407 o 2% 7 BOL AR TE N 4 3 IR, RO 7 e i 5 1 BN AV 3 A7,
BT WS T AT (RIS 71



& Frame 271: 202 bytes on wire (1616 bits), 202 bytes captured (1616 bits)
i Ethernet II, Src: HuaweiTe_BB:-76:66 (00:18:82:88:T6-66), DSt: HudweiTe_ce:Sa:ed (TE:1d:ba:ce:S5a:ed)
& Internet Protocol version 4, Src: 204.11.0.65 (204.11.0.65), Dst: 181.4.3.4 (181.4.3.4)

Stréedm Corntral Trantmission Profacol, 5 £l =-contro

Source port: 36412
Destination port: 36412
verification Tag: 0x1753b4TE

Checksum: O0x013cH5F0 (not wverified)
5 pATA chunk(ordered, complete segment, TSN 3367083215, SIo: 2, SSM: 5, PPID: 18, paylead lemgth: 137 byres)
Chunk type: DaTA (07
Dian 2awe = Bit: Stop processing of the packer
WBe. ... = Bit: Do not report
= chunk flags: 0x03
cean +e.1 = E=Bit: Last segment
vl = B-BiT: First segEent
L0, = y=git: ordered delivery
viae e = I-BiT! POSSTbIY delay Sack
Chunk length: 153
TSM: IV6TOBI2LS
Stream Identifier: OwDD02
SUream Seguence nusber: §
Payload protocel identifier: 51 application Protocol (51LAP) (18)
Chunk padding: 00000
& 51 Application Protocol

PRE i)

RFC 2960 Stream Control Transmission Protocol

5.3.6 SCTP ERROR ¥ Hui% =,

#A/EE4E (ERROR) BHEH KM R
SCTP 34 754 % 12 B0 B ) T 3 50 1 — S o () RIS L o M B T DL B — AN B N SR R R . — RV R — e it
BRI, T A I AR 5 —F 8 F ABORT %H b .

B 1 SCTP ERROR % H 4% =

o 15 #

Typa =9 Chunk Flags Length

one or more Error Causes

o HURPUREAL Bbit): TERIETTWE N0, FEAEHCTT 2% .
o WARKZ(16bit BRFSEED . WEAZEIRIIFE, BREAERYC AT G5 10 R R B B
o EHER: WARKENSH.

Bl 2 SCTP ERROR Z%H; Z:4k%

0 15 31
Cause Code Cause Length

Cause-specific Information

»  HREYES (16bit LA SEE) -




5E LT Wedh i I ZE R DL R

1 TR TR IRAF

2 ERUESH

3 I Cookie ZE4
4 BIRMER

5 TCSARHT R L

6 AR B 2 Y
7 TR % S5

8 ENGYIEOE

9 TR P

10 S BLleE COOKIE
11 55 FE T (2t bk 25T S 2 18 B

= PR (16bit RS EE) . WENZSEN TR, WA SRR A R E (5 S B

o JERERERE S FARKE, %7 BRGSO




X FEAER

5

S M

AR R ZE R I R JE R BRI A 75 FR R s i sl R T — SR T ANAEAE AL DATA Hiia b o

—_

0 15 31

Cause Code=1 Cause Length=8
Stream |dentifier {Reserved)

= JLHGNAF: (16bit TEATSH8H0) . GE 7 IRIE RS DATA il B AR IR AT
= HFHITB6bit) s BRI BONE 0, FEHCTT 2.

2 | ZRL&ESH ZRIL BB R P RAE R — A S M % S HAE R INTT B¢ INTT ACK £

0 15 31
Cause Code=2 Cause Length=8+N*2
Number of missing params=N
Missing Param Type #1 | Missing Param Type #2

Missing Param Type #N-1| Missing Param Typea #N

= BRMSHEAHG2bit BRFSEL) . ZTBARERERNS AL
= ERIISHEEM (16bit BT SEBED . BN TFERANEEERALESHS.

w

KA Cookie ZEHE | b1 COOKIE 24k J5 IR 2% FH Sk H6 MU B 45 %K 1 State Cookie BV T .

0 15 3
Cause Code=3 Cause Length=8

Measure of Stalenass (usec.)

= HRE (32bit ERFTREED - ZFBAE T AR AT State Cookie i BARS 1
ZRHRIR) o GRS R N G A% v LB R 2 T BoR A —ANE 0 A SRR A
AT ZRKEF R, R R E T A ERMEXME R, MHZ B EN 0.

4 BERER VR VERE S 2 JE R Sk o R T R U VB, B 1 L R % 24 JE ] 55 ABORT %3

V] 15 31
Cause Code=4 Cause Length=4

ANRT AT ) A U ASa] AT i ik F SR A8 7R &35 7 AN BEARMT R 12 O Hbhl 2 80 () 326 5 A S Rf iz 2R k2
W% RS 5 R 5 ABORT i dh—ite ki .

ol



5

X FEAER

S M

0 15 31
Cause Code=5 Cause Length

Unresolvable Address

= ANEEFTEOME. ATARRE, SRR RO HUAE T BO R AR A BEMRAT I S BE )
YBH (M, KAL)

6 | ANUBIEARIIRE | S ey R B AR e FLCHR BT s P R O LA 1, TS SR 1 ) B B
MR BRI P A 2

o 15 31
Cause Code=6 Cause Length

Unrecognized Chunk

= AU HEES (TAR D) - 5Bt d SCTP 7321 i AR i e il i ek

AR
T ERIL B A B A B R A . TR INTT 5 INTTACK (02 R L TR % 2%
0 15 3

Cause Code=7 Cause Length=4

8 | AWRAHSE SR BCO RAS IR INIT ACK S B — AN B ZAMEE S50, I INIT ACK HdE Hef)
R SR R

0 15 31
Cause Code=8 Cause Length

Unrecognized Parameters

» RGBS TAEKE, ZSETBAEE T INIT ACK FdE bt & 1 ) 52 5
. 4 COOKIE ECHO ##f He 1 ik 35 A B S AN IR A IS, XA 40l s 2
b 5 COOKIE ECHO i Bl 407 — e A & /E A% INIT ACK Fma B

9 | TCH R G SRR () DATA Ha Berb R A8 F P et AR AN Z2 45 SR R R (1 45 DATA Hidis e iy

o 15 e} |
Cause Code=9 Cause Length=8

TSN value

= TSN OME (32bit JEfF 5 BED « 127 B SRR I N AT T Bl ¥ DATA 4



X FEAER

5

S M

XA R RME 38 5 SE 76 ABORT ZdE He i [=] 4
10| SRHIAMEICE] Cookie | 243 5 4h - SHUTDOWN-ACK-SENT R ZSHT, S| COOKIE ECHO B Il % 3 1% 2548 B R . iR
[X ] ERROR #3EHuil 3 5 5 R 1) SHUTDOWN ACK 3R HuImgRfE — it K 1%,

0 15 31
Cause Code=10 Cause Length=4

LL | P Sk 387 0 50 | 47 77 g 0 _ECE) T COOKIE ECHO ¥, 11 COOKIE ECHO ¥ifitHe S i i (B Ig 33
(EES fdbhl, BUEHE AN R, FERETRN G L 2 RS B s R b ik, XA
#RAE ABORT HH k3%, FRFEL COOKIE ECHO #dfaik.

W] 15 31
Cause Code=11 Cause Length=8

Mew address (TLV)

5.3.7 SCTP HEARTBEAT Z{E B #& =,

HeartBeat 1% 3K (HEARTBEAT) %t #E He 4% =

SCTP i 1538

Ao g g S R AR XA B B R SRAS I 8 AR 2 A B B € H A A bk f ATk

ST B HEARTBEAT 5 8, &R MR RERARE SR, S Bl R fG 2087 W A B,

B 1 SCTP HEARTBEAT ##Htk =X,

0

13 31

Typa =4

Chunk Flags Heartbeat Length

Heartbeat Information TLY (Variable-Length)

e Chunk Flags (8bit): fEKIEHWE NAE 0, HAEENTT 2.

e HEARTBEAT Length(16bit): WE NEIEHACER T4, AFEHE I A HEARTBEAT 15 BB .

o  HEABTBEAT Information TLV: 24i% HEARTBEAT gtk & 263 H AU Lk bk iy, 1% 7755 1 HEARTBEAT {5 2.7 Bl w1

TR RALTT ZH AT A A5 S

IR B



% Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
¥ Ethernet II, Src: HuaweiTe_43:9c:e2 (78:1d:ba:43:9c:e2), Dst: HuaweiTe_88:76:68 (0
+ Internet Protocol version 4, Src: 181.6.9.2 (181.6.9.2), Dst: 206.11.0.65 (206.11.
& Stream Control Transmission Protocol, Src Port: m3ua (2905), DSt Port: m3ua (2905
Source port: 2905
Destination port: 2905
verification tag: Oxe6f68e28
Checksum: 0x5282fb7b (not verified)
-] HEARTBEAT chunk (Information: 24 bytes)
= Chunk type: HEARTBEAT (4)
Qs Hinive = Bit: Stop processing of the packet
.0. ... = Bit: DO not report
chunk flags 0x00
Chunk length: 28
= Heartbeat info parameter (Information: 20 bytes)
= Parameter type: Heartbeat info (0x0001)
Ocea aaan cans anna = Bit: stop processing of chunk
0.. vovv evev ... = Bit: DO NOt report
Parameter length: 24
Heartbeat information: 0000000c000000022bel8fc000010008¢ce0b0041

0000 00 18 82 88 76 68 78 1d ba 43 9c e2 08 00 45 02
0010 00 3c f4 8a 00 00 fe 84 3b Sc b5 06 09 02 ce Ob
0020
0030
WIS cO 00 01 00 08 ce Ob

SE i

aNt:3 Hid

RFC 2960 Stream Control Transmission Protocol

5.3.8 SCTP HEARTBEAT ACK B Hukk =,

HeartBeat UFSE (HEARTBEAT ACK) H#EHRHI#%

SCTP iy 1 AEYSC B 6] 3 15 & K 9 HEARTBEAT a5, W AGRAZ AR A i N . HeartBeat iIESKE & A 15 HEARTBEAT %4 B i)
TP Bt PSR TP bk A3, SRAE X% HEARTBEAT 54 B A i 17 o

B 1 SCTP HEARTBEAT ACK %4k =t

o 15 #

Typa =5 Chunk Flags Heartbeat Ack Length

Heartbeat Information TLY (Variable-Length)

o BulEHubrE (8bit) . MERIEFRE N0, FEIERUT 2,
e HEARTBEAT £:J& (16bit) : % B NEIEIKE R 7450, B ek F1 HEARTBEAT 15 8 7Bl

e HEABTBEAT {5 E.: WK SE, ZBI N2 MN 2448 HEARTBEAT 1% 3R 24 B 7 1) HEARTBEAT 15 B S5 N BIE N, %2
B Bl & — ANl AR K B AR B I B 45 44

WO




7 Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

@ Ethernet II, Src: HuaweiTe_88:76:68 (00:18:82:88:76:68), Dst: HuaweiTe_bb:b8:5c (2
# Internet Protocol version 4, Src: 206.11.0.65 (206.11.0.65), Dst: 181.6.9.2 (181.6
m Stream Control Transmission Protocol, Src Port: m3ua (2905), DSt Port: m3ua (2905)

Source port: 2905
pestination port: 2905
verification tag: Ox2aafobf7
Checksum: Oxd9bc8e?9 (not verified)
(= HEARTBEAT_ACK chunk (Information: 24 bytes)
= Chunk type: HEARTBEAT_ACK (5) |
0. Faas = Bit: Stop processing of the packet
.0.. .... = Bit: Do not report
chunk f]ags 0x00
Chunk length: 28
= Heartbeat info parameter (Information: 20 bytes)
= Parameter type: Heartbeat info (0x0001)
Ooive ST eidadiidees = Bit: Stop processing of chunk
0ii tive seas «... = BiT: DO NOT report
pParameter length: 24
Heartbeat information: 0000000c000000022bel8fc000010008ce0b0041

0000 28 6e d4 bb b8 5¢c 00 18 82 88 76 68 08 00 45 €0 (n...\.. ..vh..E.
0010 00 3c 30 76 00 00 40 84 bc 93 ce Ob 00 41 bS 06 .<OV..@. .....A..
0020 09 02 [F § .o

PLE{RO0 1c 00 01 00 18 00 00

PLELIST cO 00 01 00 08 ce Ob
SERE

PR ik
RFC 2960 Stream Control Transmission Protocol

5.3.9 SCTP INIT 3B Hukg K

Initiation (INIT) ¥3EHAk R
AR HH SR S S EAS SCTP it w5 (] ) —AME e, Hg R

B 1 SCTP INIT %dEHuks =,

o] 15 3
Type =1 Chunk Flags Chunk Length

Initiate Tag

Advertised Receiver Window Credit (a_rwnd)

Number of Outbound Streams | Number of Inbound Streams
Initial TSN

OptionalMVariable-Length Parameaters

FB KE b

JABhFREE 32 HLAFTCAT | INTT HIRMCTT (W o) 838 R SIARE S BB o X AME L AT E B INTT K5O AE I 5 128 Bk

SEH HARAIEEAS SCTP 23 2 I BAIERR A 7 B o JH IR %
B PP R SRR 0, M I AWE AR RACHE, I HAG& ABORT Hodfs b rb 1R (5K .

FEVFER 0 LAAMNAAE TR . U SRAEYCR K INTT




FB KE iR

A RO |32 LRRFERT | RndRE MM IX AR, T TEEOR, 9 INIT K& 77 MBI 1 & 1 K 7E MBI 1),

HE DG | SR XA PP X 2 B ARk D (RIS N AEZ AR I 1 & B 22 b X BUE) , (ELb 0 T DAFE A 3% 1 SACK 24 b
(a_rwnd) B a rwnd FIME .

Y

WtnscE 16 FURRCAT | AISRGE SUKIE INTT el By — 05 i AR AR B b B2 A YR I B0 . B RV 0, ik
TR FNZZHON 0 (1 INIT Hedla b5 B2 b b iz A5 Bk

=

MATECE 16 HRFTEAT | R SC T REIEXAS INIT Beft)—J7 Se vt v e i B e pr G R O 5 . (B fe v 0, Bl
TR FIZSHON 0 (11 INIT Bt b B2 b b % im k.

WISRI TSN 32 PUARFTEAT | 8 SCRIRTTRAE FH A6 64 TSN, %48 AT DL BN A Shhn a8 5 B ..

R
{Lik / AT K | ATAR K o [IPVAIBEEZEL()
28 0 15 a1
Type =5 Length = 8
IPv4 Address

IPv4 Hidik (32bit AP BEED: WHAIET o i) IPva Hudik, SR 2 s .

o IPv6 HihEZ%5 (6)

0 15 3
Type =6 Length = 20

IPvE Address

1Pv6 Hihik (128bit fITERFS R0 - (085 Ak J7om B0 TPV6 Mk, SRAT —HEIgAD. Kiky
ARAASE TPv4 HuhE ST E] TPv6 Hublk v, W CLECEEE 1Pv4 Hubil-Z ¥ 1Pv4 Mtk

o Pk Cookie iFHAZ % (9)
INTT {353 7 A5 PR AN 2 SR AL INTT (87 42 (B KA BS JE RS CooKITE,

o 15 31
Type =8 Length = 8

Suggested Cookie Life-span Incrament (msec.)

FEILA COOKTE f7i% % FE 4 H (32bit MITEAT 5 8BH0 , RS HUNRIENOT o Kd 77 7 B %
o757 9 HBRAE ) COOKTE PRI 5 B 3 n i 22 A 45



FEB KE

i

B TR cookie #RIEZHEIRE, BI— IR 50 S0 d STABBCRIMUS , SO 22 A Bk
FESTIS, IXAME SN B RS TTRINE] INTT Bdiberh . 0007 T 22 40 18 ) LAk
B2 LA COOKIE F237 1% P 1

L4 AL (11)

INIT B35 FIXANSEHE L BN (R TP Hubk i 7 & P A2 3 36252 . XA X4 2 B
TUEHTIZATNA, A ZHOT CHE R IR T AR NAT box #E4T TAE.

0 15 3
Type =11 Length

Host Name

THLA: AR, STBAE 7B RFCLIZ23 MUEM “ BN & XTI, THl
L HE BT AN CE AR HE , %SO B — AR P LR A AE R4 R
e, I H ALK

SRR HLEESRAY (12)

INIT )R IE 75 FZ S H0) T SR A il 278

o 15 3
Type =12 Length
Address Type #1 | Address Type #2

HuhESRAY (16bit TERT5 HEH0 « %S HUE X R SRR R AU (Bildn . TPv4=

W

@ Frame 41: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)

@ Ethernet II, Src: Hangzhou_d5:c5:29 (00:0f:e2:d5:c¢5:29), Dst: Hangzhou_2f:d7:18 (00:0f
# Internet Protocol version 4, Src: 172.21.112.2 (172.21.112.2), Dst: 192.168.168.9 (192
B Stream control Transmission Protocol, Src Port: 3876 (3876), DSt pPort: diameter (3868

source port: 3876

pestination port: 3868
verification tag: 0x00000000

Checksum: Ox8bbee’b? (not verified)
= INIT chunk (Ooutbound streams: 16, inbound streams: 16)

= Chunk type: INIT (1)
) ST = Bit:
.0.. .... = BiT:

chunk flags: 0x00
Chunk length: 28

Initiate tag: Oxce2cOb56

stop processing of the packet
DO NOT report

Advertised receiver window credit (a_rwnd): 486500

Number of outbound streams: 16
Number of inbound streams: 16

Initial TSN: O

IPv4 address parameter (Address:

172.21.112.2)

= Parameter type: IPv4 address (0x0005)

pParameter length: 8

: Stop processing of chunk
. = Bit: DO not report

IP version 4 address: 172.21.112.2 (172.21.112.2)

0000 00 Of e2 2f d7 18 00 oOf
0010 00 3¢ af 45 OO OO 3f

ce 2¢ Ob 56 00 07
00 05 00 08 ac

SE

e2 d5 ¢52908 00450 .../.... ...)..E.
46 4f ac 15 70 02 cO aé  .<.E




PR HiR

RFC 2960 Stream Control Transmission Protocol

5.3.10 SCTP INIT ACK E(3E k& =,

Format of Initiation Acknowledgement (INIT ACK)

INIT ACK #dssk FH kil SCTP AR )5 30 .

INIT ACK HIZ G5 INIT Btk S B o A1 1R, e BANEE B AN m] 2B K FE 2 BRI IR COOKIE (STATE COOKIE) 1A iR
GINE S @8

B 1 SCTP INIT ACK H(EH% =,

o] 15 3
Typa=2 Chunk Flags Chunk Length

Initiate Tag

Advertised Receiver Window Creadit

Number of Outbound Streams | Number of Inbound Streams
Initial TSN

OptionalMVariable-Length Parameaters

INIT ACK $eHfE HeRif 4 LL R 25

. BERBH

JRBNHREE

I 7 MO A s

N AR S

o AR S

YU TSN

o HAKZH:

= STATECOOKIE ZKHU{E=7 V&

= IPv4 Huht SRTE=5 {Tik

= IPv6 Huht RTU(E=6 {Tik

= RGNS E KAME=9 {Eik

= ECN e fiiEE 25%1{H=32768 (0x8000) 1Fik



= EHLRHhE RAE=11 {Fik

B

JEBEFrE (Initiate Tag)

W E RO ' OAE AE
Advertised Receiver

Window Credit (a_rwnd)

i H UK & Number of

Outbound Streams (0S)

i N VR Bt & Number of

Inbound Streams (MIS)

Initial TSN(I-TSN)

Optional/Variable—length

Parameters

KE

32tk
S
o5

B

16 tt
FFoE

(=)

B

A

HiR

INTT ACK FIHEMCT IL R SRR 2 S8, FHEIZAERE] INTTACK $EMCTT 75 L0 AR N 5 1B
ERIRHEEAS SCTP 2p 4 FRAEAR S o R BIARZEA SRV 0. A SRR INTT ACK Hrdash
AR 0, WHRICTT AAE TR R AL BRI A% ABORT 5% A B «

RAMEFR R E MM X AR, M7 EERR, 52 INIT ACK AT N IRERTIE & 1, £
TRERAFT A, IXAN G X 2 B AN (B A BAEZABER 1% I 22 b XHUE)

SE M RIE INIT ACK Bl — 7 #5 SR AE Z AR B b B A far B R OB . 1IZ A RN 0, 4%
W E1Z S0 0 19 INIT ACK HdEd g NP 1 iZ B E 4 3 TCB.

SE SURIE INIT ACK Hdim B i) — J7 Fo VF R it s 46 12 AR 6 P BT B 2 (IR O e KB . AN FO
90, BT ERZSECH 0 19 INIT ACK HdE 5 B b 1% A8 B 34 #11% TCB.

58 SURIETT ¥ AE FHRORIAG 4 TSN, A AT LA EA 5 S bR 287 BUIAE -

o State Cookie: EBHRMN 7, N RKESH, ZSHAERIRT COOKIE IS,
ZSHUE BB LT B INIT ACK RIE 77 B Z AR & ARSI SHE R,
SCAEIMERSEsZ

o AUMMSE: SHEAN S, WAKESE. %SHAEE INIT HdEhaa
—ARRBKISH, ZS TR A2 INIT R % — MR, XANS5UE
FEALE TN INIT B g & il R AR IR S 00 5o IS HEAL, KRS



T’ KE iR

1A

IR

# Frame 42: 250 bytes on wire (2000 bits), 250 bytes captured (2000 bits)

@ Ethernet II, Src: Mangzhou_d5:¢5:29 (00:0f:e2:d5:¢5:29), Dst: HuaweiTe_17:0d:85 (00:25
# Internet Protocol version 4, Src: 192.168.168.9 (192.168.168.9), Dst: 172.21.112.2 (17
B Stream Control Transmission Protocol, Src Port: diameter (3868), Dst Port: 3876 (3876)

Source port: 3868
Destination port: 3876
verification tag: Oxce2cObS6
Checksum: 0x86fc9ba2 (not verified)
= INIT_ACK chunk (outbound streams: 2, inbound streams: 2048)
= chunk type: INIT_ACK (2)
....... = Bit: stop processing of the packet
« «.2. = BiT: DO NOT report
chunk flags: 0x00
Chunk length: 200
Initiate tag: Oxa0f73ac7
Advertised receiver window credit (a_rwnd): 192000
Number of outbound streams: 2
Number of inbound streams: 2048
Initial TSN: 3458479391
= ECN parameter
= Parameter type: ECN (0x8000)
s amata A ar e = Bit: skip parameter and continue processing of the chunk
0. tiie 4eee 2e.. = BiT: DO NOT report
Parameter length: 4
= State cookie parameter (Cookie length: 172 bytes)
= Parameter type: State cookie (0x0007)
Ouev vves vnee «2.. = Bit: Stop processing of chunk
O0ue viie veee +e.. = BiT: DO NOT report
Parameter length: 176
State cookie: 4e4f4b494120534354500800381100003c00000000000000. .

e c5 29 00 45
€0 a8 a8 09 ac

PR iR

RFC 2960 Stream Control Transmission Protocol

5.3.11 SCTP SACK $iEHug =R

BEFEIESE (SACK) BRI =X
SOk HCH O A DATA SR B (9 TSN ISR S5 055 s MAHRC B ) DATA ScHBe,  FR8 J006 26 (935 150 2 1 () DATA Htit e
TR o TR R HE KB 1 DATA Bk By TSN REELE L.

SACK A ZiE 5 AR TSN RS A 75 U5 & 15 (a_rwnd) 240




S TSN ESL S A E A SRR 1 TSN N i T 81 (¥ J5 — 1> TSN 58, R —4> TSN U AE & i% SACK f)3m sl 1 AR W B TSNAHL -
PRSI ) 7/ T B T B P TSN,

SACK ] AL 0 AN e AN BRIE S, AN R BRIE SEHRAA A T FE— AN IESE TSN J5 Frfic 2K TSN 41, B A i (5] BE E S B i
TAH TSN {H# HE AN TSN UESE I K.

B 1 SCTP SACK %#f Hefs =

0 15 a3
Type =3 Chunk Flags Chunk Length

Cumulative TSN Ack

Advertised Receiver Window Credit (a_rwnd)

Mumber of Gap Ack Blocks =N |Mumber of Duplicate TSNs = X
Gap Ack Block #1 Start Gap Ack Block #1 End
Gap Ack Block #N Start Gap Ack Block #M End

Duplicate TSM 1

Duplicata TSH X

FB KE iR

Bl Pebr SA47 | 8 LUy BN 0 FF RO B .

Chunk Flags

Cumulative 32 AT RT | S E 5 T AEWE] TSN A B 8] B R I s — 4> TSN {H .

TSN Ack SR

Mvertised |32 HRSTEHF | B BHERISE T SACK 195237 BRI SN A R 70
Receiver T

Window

Credit

(a_rwnd)

Number of Gap |16 FLAF LA | FI K487~ SACK i b v 6, & K TR B E S 5 H &

Ack Blocks SEEE

Number of |16 Eb4F ZFBEE T % IR R E R R TSN 1IEH o« BN ER ) TSN #BHILE [ FRUESE S R 5

Duplicate



FB

KE

i

TSNs

Gap Ack Block

Ak

AT BURAE T R RRUESCE, MU AR SE B T B E, A RRIESCERE R A TR BTy
TSN KT8 &5 T~ SRR TON I S+ [AJ B ilE S ERIF A6 1) DATA Hdi B, Bl & /N T e85 TR A R B 1E SE R
S TSN AIE 52+ ] B IE SEER A5 PR K] DATA HiHfs BB BB 1 2 B IE R s 1

Gap Ack Block

16 LEHRTCAT

BT BOHRIER XA 8] B B R R (5245 TN W%, D9 7 HHESERRI TSN S50 202 ] AR TSN HIESE

Start S I B SRS 5 A TSN AR TR SRR 2 — N R X AN 18] B iE S ib gl s 21076 TSN,

Gap Ack Block | 16 ELAFTCAT | FHRIERIXANEIBEIE S 45 R TSN A%, N 7 i SEhrig TSN 75 40 28R TSN FEs2in XM

End SR S0, XN P TSN SRR TR IX A (8] BEIE S b B 5 S 2 DATA i B,

Duplicate 32 AR | SR R —ANE _E—A SACK & 3% 5 U I TSN B AN ik — Nl e 31— AN E 5 1 TSN (7

TSN S K i% SACK H) , JUFEIXAS TSN INFE AL Y TSN 51| . & Ki%E— K SACK 5 FESGe it B TSN itk
ZREHIG 0,

W

© Frame 165: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
@ Ethernet II, Src: HuaweiTe_88:76:68 (00:18:82:88:76:68), Dst: HuaweiTe _bb:b8:5c (28:6e:d4:
@ Internet Protocol version 4, Src: 206.11.0.65 (206.11.0.65), Dst: 181.6.9.2 (181.6.9.2)

2 Stream Control Transmission Protocol, Src pPort:
Source port:

3868

pestination port: 3868
verification tag: 0x37ae01b5
Checksum: Oxaa%9c457d (not verified)

5 SACK chunk (Cumulative TSN: 934151007, a_rwnd: 537248, gaps: 0, duplicate TSNs: 0)
& Chunk type: Sack (3)

0

0x00

chunk length: 16
Cumulative TSN ACK: 934151007

Advertised receiver window credit (a_rwnd): 537248
Number of gap acknowledgement blocks: 0

Number of duplicated TSNs: O

09 02 §

00 10 37 ae 03 Sf

28 6e d4 bb b8 5c 00 18
00 30 30 82 00 00 40 84

ae
00 08

C 0 <

diameter (3868), Dst Port: diameter (3868)

= Bit: Stop processing of the packet
.0.. .... = Bit: DO NOT report

5 Chunk flags:
0 = Nounce sum: 0O

82 88 76 68 08 00
bc 93 ce Ob 00 41
01 bS aa Sc

32 a0 00 00 00

iiiba

RFC 2960

Stream Control Transmission Protocol




5.3.12 SCTP SHUTDOWN 7§ B k& =,

ROk
B 1 SCTP SHUTDOWN 4 K& 5K
o 15 31
Typa =7 Chunk Flags Length = 8

Cumulative TSN Ack

e Chunk Flags: ¥RIniH, 8 Eb4F.
e Length: 16 b CERFZHED, WHSHIIKE, HN 8.

e Cumulative TSN Ack: 32 b4y (LFF58ED, S TEATA 8] [ AT B &5 — 1 TNS.

5.3.13 SCTP SHUTDOWN ACK E#E kg X,

% FAESE (SHUTDOWN ACK) B e frag =X,
FESERR T e VIRL 5 AU FE 25 Bk B U 1 ) SHUTDOWN i e .

B 1 SCTP SHUTDOWN ACK #dfHutg =,

0 15 3

Type =8 Chunk Flags Length = 4

BEbebr £47 (8bit) . ERIETWE NS0, FFIEHEWT 21, SHUTDOWN ACK HAN AL & HAh 5.

5.3.14 SCTP SHUTDOWN COMPLETE ZiEHu A& =,

P52 A% (SHUTDOWN COMPLETE) H4E 5 fry A% =X

GBI 5 ROR AIRE Y Ja PSRN S SHUTOOWN ACK %5 bk, SHUTDOWN COMPLETE s B i ANt & HeAth 24

B 1 SCTP SHUTDOWN COMPLETE % et =X

0 15 3

Type = 14 Reserved | T Length =4

o Reserved: fREAfL. 7 LUHF, EAIRTT N4 0, FEIRNCT 20,

o T 1HUHF. HEIETTA A TCB PRI % T FARF e BN 05 WA ASETTBEA TCB, M LR EN 1.

6. NHE

e 1588v2 (PTP) #{ICKRR

o  BFD #HIIR AR




e BGP IR
e BOOTP TR
e DHCP #CHER

e DHCPv6 #ITHE R

e Diameter PMUIRCHEF

e DNS KA

o IP FPM TR

e IPSec ICKEZ
o L2TP MK

e MPLS LDP #3CH=R

e MSDP #RICKER

e NetStream R

o RIP IR

e RIPng MRS

e NTP #ITKER

e  RADIUS #3CHER

o  SNMP #RCHE S

o TWAMP #RITHER

6.1 1588v2 (PTP) WK

1588v2 (PTP) IRCER#ER

e 1588v2 Sync J§E M Delay Req JH B

e 1588v2 Follow Up JHE

e 1588v2 Delay Resp JHE

e 1588v2 Pdelay Req JH B

e 1588v2 Pdelay Resp JHE.

e 1588v2 Pdelay Resp Follow Up J4E

e 1588v2 Signaling J4 &




e 1588v2 Management 52

6.1.1 1588v2 (PTP) IR CEAKR

IEEE 1588v2 B B3 D %€ 3L T 1588V2 over IPv4 B SCHE 2, sk E 2 X T 1588V2 over IPv6 [4RSCE4E, P F @ L T 1588v2
over IEEE 802.3 /Ethernet B3k Cd i3, HAthtn 1588v2 over MPLS 3k, My A EEA MAMIIRAE. Rz 4, 52BN I8

A] Re T VLAN.
e PTP over Ethernet
e PTP over UDP over IPv4
e PTP over UDP over IPv6

e PTP over MPLS

PTP & F 7 B #% 3, PTP General Message Format

LAKE#E ) PTP (Precision Timing Protocol) #R3C, Hiiskrf DAKKA =
Bl 1 LAKE % PTP #23C PTP over Ethernet

6Bytes 6Bytes 4Bytes  2Bytes 44~64 Bytes 4 Bytes

VLAMN Tag Type
(Optional) | = Ox88f7

DMAC SMAC 1588 Payload FCS

TPv4 F5%& PTP -3¢, EVENT yH4.2 3k UDP H K 15 & 319, General ¥H.E1 UDP H i 1542 320.

& 2 1Pv4 3% PTP ¢ Format of PTP packet over UDP over IPv4

Bytes: © 5] 4 2 20 g 44~64 4
VLAN Tag | Type P uoP
DMAC | SMAC | (5 tional) |= 0x0800 | Header | Header | 988 Payload | FCS

PTP 34 B3L#% 3, Format of a PTP header
1588v2 1 EA A Bk W BRI B R, R KA AN 0.

0 8 16 3
MsgType | TranSpec | VerPTP |Reserved MsgLength

DomainNumber Reserved FlagField

CorrectionField

Reserved

SourcePortidentity

SequencelD

ControlField LogMsglnterval

PTP Specific Massage Field




B

KE

&N

TranSpec

4 EbiF

FIEAR.

e 0 FnPTP JHEH 1588 Wil fdi

o 13I8 PTP VH R/ 802. 1as WHfE

MsgType

4 EbiF

FoniH B 1588V2 TR0 AWK HAFIH S (EVENT Message) A I B (General
Message)o FAFH RN MR IC, 2 st & o 1 75 2247 _EAS B A0 I () 8K, Thoad A
S AR SO, B A AR RAME 073 SN S, 8D A
SERIEDSH

e 0x00: Sync

e 0x01: Delay Req

e 0x02: Pdelay Req

e 0x03: Pdelay Resp

e (0x04-7: Reserved

e 0x08: Follow Up

e 0x09: Delay Resp

e 0x0A: Pdelay Resp Follow Up

e 0x0B: Announce

e (0x0C: Signaling

e 0x0D: Management

e (0xOE-0xOF: Reserved

Reserved

4 LbAs

TREE 7B

VerPTP

4 EbAR

7N 1588 WM AT RRAS .

MsgLength

2 7

PTP VB HIKEE, BRI PTP VM B MIAE 78 H . thANT I THCLIE — D75, [
BE IR TR EG 51, SO TR IR T B s — 7

s

DomainNumber

"
i

BT, RN RIELIE B Bl TR R

Reserved

"
b

TRAE 7B

FlagField

4
<

PREE. BEIEZ WL 2.

CorrectionField

64 LbAgF

BRI, B ARSCHA, EEAE Sync R0, M M2 P M5 I8, E2E AR
[l




Reserved 32 kb PR 7B
SourcePortIdentity PR AR IRAF,  RIEIZIE BB 1D Al 115,
SequencelD 2 7Ty FHI5 1D, RKonHBERIFIS, LA SRBGH BRIXT N KR .
ControlField 1 EHlER, HiE R E

e 0x00: Sync

e 0x01: Delay Req

e (0x02: Follow Up

e (0x03: Delay Resp

e 0x04: Management

e 0x05: All others

e 0x06-0xFF: reserved
LogMsgInterval 17 SENTHEAA, PTP W BRI R IR (R [AIFG, HiE BRI e .
PTP Specified | 2K PTP W EAAFIY B9 775 .

Message Field

Announce,

Sync,

Follow Up,
0 |0 |Delay Resp |alternateMasterFlag | IS & &{us H 40T MASTER RS, NN FALSE.

Syne, ST —sEm4d, twoStepFlag BUE SRy FALSE. X T-XGER 48, twoStepFlag
0 |1 |Pdelay Resp |twoStepFlag BB Z SR A TRUE.

unicastFlag

B SR SRR B R AR Z P Ot i 2 — A B s, T E Dy TRUE. 4n5RutiH
BRGEB LI E Ot 2 — A 2 ik, By FALSE.




0 |5 |ALL PTP profile Specific 1 | Hi—/>#ifk PTP B4R GE L 75 E Y FALSE.
0 |6 |ALL PTP profile Specific 2 | FHI— 441k PTP Bkl iE X ; 75 & N FALSE.
0 |7 |ALL Reserved I OARE DR 81 T S B0 1 22 A B L ).

1 |0 |Announce leap61l -

1 |1 |Announce leapb9 -

1 |2 |Announce

currentUtcOffsetValid

1 |3 |Announce ptpTimescale -
1 |4 |Announce timeTraceable -
1 |5 |Announce frequencyTraceable -

SE I

IEEE 1588 V2
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6.1.2 1588v2 Sync JH Bl Delay_Req 5 E

WA K

B 1 Sync {4 /2M1 Delay Req 4 2 FIA% 2%



0

8 16 AN

MsgType | TranSpec | VerPTP |Reserved MsglLength

DomainNumber

Reserved FlagField

CorrectionField

Reserved

SourcePortidentity

SequencelD
ControlField LogMsginterval
originTimestamp
FB KE P
TranSpec 4 1RIE R,
bits
e 03K PTP yH /S H 1588 s f# A
o 1 /R PTP i 5 i1 802. las Wil fi
MsgType 4 e 0x00: Sync
bits e 0x01: Delay Req
Reserved 4 PREE 7B
bits
VerPTP 4 Fon 1588 WL FIRRAS «
bits
MsgLength 2 PTP W B, Bl PTP BT E . IPNFETHETHELIISE — A7, RNa& Iz T
bytes ATA ARG —NFTT, BURTE AR WR TH BN &RE —NFT.
DomainNumber 1 Wgms, RRRIZEZHE BRI,
byte
Reserved 1 PR 7B
byte
FlagField 2 bR &I
bytes
CorrectionField 64 BIESE, SRCCEA, FEHTE Sync #R3CH, HTHMEM L LS ZE, E2E FISR R

bits




FB KE GRS

Reserved 32 PR 7B
bits
SourcePortIdentity VR bRRAT, A B 2R ID Al H 5.
SequencelD 2 7505 1D, FoniHBIFES, PLE SR BRI MK R .
bytes
ControlField 1 s, hiE R E .
byte

LogMsgInterval 1 FNVE S, PTP 5 B A 1% 0 8] (8] BE -

byte

originTimestamp 10 PRI [ BR2S

bytes

W
B 2 F-F UDP i Sync JH &

& Frame 1: 90 bytes on wire (720 bits), 90 bytes captured (720 bits)
@ Ethernet II, Src: Oa:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13), Dst: HuaweiTe_98:f2
# Internet Protocol version 4, Src: 10.1.1.1 (10.1.1.1), Dst: 224.0.1.129 (224
@ User Datagram Protocol, Src Port: ptp-event (319), Dst Port: ptp-event (319)
= 0000 .... = transportspecific: 0x00
«..0 .... = V1 Compatibility: False
. 0000 = messageld: Sync Message (0x00)
. 0010 = versionPTP: 2
messageLength: 44
subdomainNumber: 0
= flags: 0x022c
PTP_SECURITY: False
PTP profile Specific 2: False
PTP profile Specific 1: False
PTP_UNICAST: False
PTP_TWO_STEP: True
PTP_ALTERNATE_MASTER: False
FREQUENCY_TRACEABLE: True
TIME_TRACEABLE: False
PTP_TIMESCALE: True
PTP_UTC_REASONABLE: True
i PTP_LI_59: False
............ ...0 = PTP_LI_61: False
= correction: 0.000000 nanoseconds
correction: Ns: 0 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x00259e1000000001
sourcePortip: 1280
sequenceId: 1208
control: Sync Message (0)
logMessagePeriod: -10
originTimestamp (seconds): 0
originTimestamp (nanoseconds): 0

o
LI I BN O DN DN R RN B B |

B 3 T LUK Sync HE




@ Frame 2: 64 bytes on wire (512 bits), 64 bytes captured (512 b
= Ethernet II, Src: HuaweiTe_83:7b:0d (00:25:9e:83:7b:0d), Dst:
# Destination: HuaweiTe_46:8f:7e (28:6e:d4:46:8f:7¢)
# Source: HuaweiTe_83:7b:0d (00:25:9e:83:7b:0d)
Type: PTPv2 over Ethernet (IEEE1588) (0x88f7)
= Precision Time Protocol (IEEE1588)
= 0000 .... = transportSpecific: 0x00
.0 .... = 802.1as conform: False
0000 = messageId: Sync Message (0x00)
ve.. 0010 = versionPTP: 2
messageLength: 44
subdomainNumber: 0
= flags: 0x0628
Obeu e wmmrey ey PTP_SECURITY: False
PTP profile specific 2: False
PTP profile specific 1: False
PTP_UNICAST: True
PTP_TWO_STEP: True
PTP_ALTERNATE_MASTER: False
FREQUENCY_TRACEABLE: True
TIME_TRACEABLE: False
PTP_TIMESCALE: True
PTP_UTC_REASONABLE: False
cees ssse ««0. = PTP_LI_59: False
ceeis ewinw wwws wesl) = PTP_EI_612 False
= correction: -137816927759630.000000 nanoseconds
correction: Ns: -137816927759630 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: Ox00aal2fffed431112
SourcePortiID: 1024
sequenceld: 12243
control: Sync Message (0)
lTogmessagepPeriod: 127
originTimestamp (seconds): 0
originTimestamp (nanoseconds): 0

Qi ciie cene wunn
O e wesie W
suks wowssr e

owiw: gl weee @erets

vy e weke e

vwww g seel) veee

s wwee B

see wuee ol

B 4 3T UDP f#) Delay Req 4.8

Frame 5: 94 bytes on wire (752 bits), 94 bytes captured (752 bits

Ethernet II (VLAN tagged), Src: HuaweiTe_00:00:11 (00:18:82:00:00:11), Dst:
Internet Protocol version 4, Src: 82.0.1.2 (82.0.1.2), Dst: 82.0.1.50 (82.0.
User Datagram Protocol, Src Port: ptp-event (319), Dst Port: ptp-event (319)
Precision Time Protocol (IEEE1588)
£ 0000 .... = transportSpecific: 0x00
...0 .... = Vvl compatibility: False
.. 0001 = messageId: Delay_Req Message (0x01)
... 0010 = versionPTP: 2

messageLength: 44

subdomainNumber: 0
= flags: 0x050a

1 B B 8

1]

Q% wieo-pnaves waiers: e = PTP_SECURITY: False
0., ciit veee 2... = PTP profile specific 2: False
dlyes avee eeak = PTP profile Specific 1: False

de. ceee oo.. = PTP_UNICAST: True
PTP_TWO_STEP: False
PTP_ALTERNATE_MASTER: True
FREQUENCY_TRACEABLE: False
TIME_TRACEABLE: False
PTP_TIMESCALE: True
PTP_UTC_REASONABLE: False
S —— PTP_LI_59: True
............... 0 = PTP_LI_61: False
= correction: 0.000000 nanoseconds
correction: Ns: 0 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x704433fffe297564
SourcepPortiD: 4363
sequenceId: 48672
control: Delay_Req Message (1)
logMessagePeriod: 127
originTimestamp (seconds): 0
originTimestamp (nanoseconds): 0

T =
. g
na

[
"N nn



B 5 FF LUK Delay Req HE

4 Frame 74: 64 bytes on wire (512 bits), 64 bytes captured (512
= Ethernet II, Src: 0e:e0:f0:00:00:02 (0e:e0:f0:00:00:02), Dst:
# Destination: IeeeI&vS_00:00:00 (01:1b:19:00:00:00)
# Source: 0e:e0:f0:00:00:02 (0e:e0:f0:00:00:02)
Type: PTPv2 over Ethernet (IEEE1588) (O0x88f7)
= 0000 .... = transportSpecific: 0x00
...0 .... = 802.1as conform: False
.... 0001 = messageld: Delay_Req Message (0x01)
vee. 0010 = versionPTP: 2
messageLength: 44
subdomainNumber: 0
= flags: 0x0128
Qiiss: s swoeias awien
oQs: s swEe wwes

soOs sswe e v

PTP_SECURITY: False
PTP profile specific 2: False
PTP profile Specific 1: False
PTP_UNICAST: False
PTP_TWO_STEP: False

vaie:. oOsisn vas s

su0s sy Sees

Senl SRES PR PTP_ALTERNATE_MASTER: True
eees «.1. .... = FREQUENCY_TRACEABLE: True
eees +..0 ... = TIME_TRACEABLE: False

cees eses l... = PTP_TIMESCALE: True

eees 22... .0.. = PTP_UTC_REASONABLE: False

ceee 22es .0, = PTP_LI_59: False
wants sees aewe sws = PTP:LY61: False
= correction: -22895715404183.000000 nanoseconds
correction: Ns: -22895715404183 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x00259e1000000003
SourcePortiID: 3330
sequenceId: 19267
control: Delay_Req Message (1)
TogvessagepPeriod: 127
originTimestamp (seconds): 0
originTimestamp (nanoseconds): 0

SFEFRE
L7 ;3 Eii3)
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0 8 16 3
MsgType | TranSpec | VerPTP |Reserved MsglLength
DomainNumber Reserved FlagField
CorrectionField
Reserved
SourcePortidentity
SequencelD
ControlField LogMsginterval
preciseQriginTimestamp
FB KE X
TranSpec 4 1RIEFH R,
bits
e 0N PTP VM EH 1588 B fii
o 1 ZR/xPTPVHE 1 802. las il ff
MsgType 4 HIERA,
bits
Reserved 4 IR 7B
bits
VerPTP 4 FR 1588 WML A RRAS o
bits
Msglength 2 PTP JH B MK E, BRI PTP VB EHIEHFETHE . ttANFWIHE TR KPE AT, ARSI
bytes | B TAEMEARIFIEGE —AFT, SU& TR AR THESE — A7,
DomainNumber 1 HWms, FoKIEZIE BB ETE .
byte
Reserved 1 R,
byte
FlagField 2 T
bytes
CorrectionField 64 BIEYE, H4RSCHEA, FEHLE Sync #3CH, HF#MERI L R AL 4, E2E (IR [H] 25 .
bits




7B K X

Reserved 32 REFE .
bits

SourcePortIdentity VR PR, AE I BREhRY 1D flig H 5.

SequencelD 2 FH5 1D, KRBT, PARIREEE BN N KR .
bytes

ControlField 1 P, IR RAE
byte

LogMsgInterval 1 KN R, PTP i1 B B IE B[] (8] & o
byte

preciseOriginTimestamp | 10 FERAURI A FRZS . PTP $RAAL AT IRVRR AL, X AN )8 A0 45 3 B A K I 220 RAHE B 15
bytes | IE38, 81X ANHLHTARAE S 7 B2l 2 1 A2 B ks B I B TR) 8K o 78 S B 2 A H B ()8 20 A 78

originTimestamp B{# preciseOriginstamp f correctionField #', HEARKIPATIRE .

3 &N

&l 2 3T UDP () Follow Up &

@ Frame 2: 90 bytes on wire (720 bits), 90 bytes captured (720 bits)

# Ethernet II, Src: 0a:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13), Dst: HuaweiTe_98:f2:6
@ Internet Protocol version 4, Src: 10.1.1.1 (10.1.1.1), Dst: 224.0.1.129 (224.0
user Datagram Protocol, Src Port: ptp-event (319), Dst Port: ptp-general (320)
Precision Time Protoco IEEEL1588)

()

= 0000 .... = transportsSpecific: 0x00
...0 .... = vl compatibility: False
.... 1000 = messageIld: Follow_up Message (0x08)
ve.. 0010 = versionPTP: 2
messageLength: 44
subdomainNumber: 0
& flags: 0x022c

1 e R e N Ry (e = PTP_SECURITY: False
R = PTP profile Specific 2: False
sl SEah i hatma e .. = PTP profile specific 1: False
.0.. = PTP_UNICAST: False
o iR} i a3 m = PTP_TWO_STEP: True
UG « JURCER e S = PTP_ALTERNATE_MASTER: False
.1. .... = FREQUENCY_TRACEABLE: True
- ...0 .... = TIME_TRACEABLE: False
........ .. 1... = PTP_TIMESCALE: True
. D | = PTP_UTC_REASONABLE: True
cies wees svassewle. w PTPLLY.59: False
....... 0 = PTP_LI_61: False

correction: 0.000000 nanoseconds
correction: Ns: 0 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x00259e1000000001
SourcepPortip: 1280
sequenceId: 1208
control: Follow_up Message (2)
logmessagePeriod: -10
preciseoriginTimestamp (seconds): 947131157
preciseoriginTimestamp (nanoseconds): 758319957

m
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@ Frame 3: 64 bytes on wire (512 bits), 64 bytes captured (
= Ethernet II, Src: HuaweiTe_83:7b:0d (00:25:9e:83:7b:0d),
# Destination: HuaweiTe_46:8f:7e (28:6e:d4:46:8f:7e)
# Source: HuaweiTe_83:7b:0d (00:25:9e:83:7b:0d)
Type: PTPv2 over Ethernet (IEEE1588) (0x88f7)
= Precision Time Protocol (IEEE1588)
= 0000 .... = transportSpecific: 0x00
.0 .... = 802.1as conform: False
«... 1000 = messageid: Follow_up Message (0x08)
vee. 0010 = versionPTP: 2
messageLength: 44
subdomainNumber: 0O
= flags: 0x0628
Oieis: aapaze; erevecis et PTP_SECURITY: False
PTP profile specific 2: False
PTP profile specific 1: False

Qo swwn s wews

sl sisionr wiene e

swies wiberm WEUEE eiave PTP_UNICAST: True
coler wimuce PTP_TWO_STEP: True
e T PTP_ALTERNATE_MASTER: False
eees «21. .... = FREQUENCY_TRACEABLE: True

ves eeee 2.0 .... = TIME_TRACEABLE: False
T A PTP_TIMESCALE: True
v, wwem wene sl PTP_UTC_REASONABLE: False
cuus wews wels ™ PTP_LT_S9: False
caisre: wawe wems: wesld # PTP_LIL - 615 False
correction: 0.000000 nanoseconds
correction: Ns: 0 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: Ox00aal2fffed431112
SourcePortiD: 1024
sequenceld: 12243
control: Follow_up Message (2)
lTogMessagePeriod: 127
preciseoriginTimestamp (seconds): 946878901
preciseoriginTimestamp (nanoseconds): 214732091

SERME
L7 ;3 Eii3)
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6.1.4 1588v2 Delay_Resp JH &
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0

8

16 31

MsgType | TranSpec

VerPTP

Reserved MsgLength

DomainNumber

Reserved FlagField

CorrectionField

Reserved
SourcePortidentity
SequencelD
ControlField LogMsglinterval
receiveTimestamp
requestingPortldentity
FB KE X
TranSpec 4 1RIEFH R,
bits
e 0N PTP VHEH 1588 Bt fii
e 13K/~ PTP V.S 802. las st fi H
MsgType 4 FKoniH B,
bits
Reserved 4 IR 7B
bits
VerPTP 4 FoR 1588 WML A RRAS o
bits
Msglength 2 PTP JHE MK, BN PTP VB EHEHFETHE . ttANFWHE TR KPE AT, FEREE IR
bytes B TAEM EARHFIEGE —AFT, BU& TR AR THERSE —AF7.
DomainNumber 1 HWms, FoKIEZIE BB ETE .
byte
Reserved 1 R 7B
byte
FlagField 2 T

bytes




CorrectionField 64 EIEIR, SR SCHA, FEHAE Sync #_R3CH, H T HME ML R AL 2, E2E SR [ 20
bits
Reserved 32 PR 7B
bits
SourcePortIdentity P AR,  AREZIH BB 1D Al 5.
SequencelD 2 JFH1%5 1D, FoniHBRIFAS, PLR ORI BRI MG R
bytes
ControlField 1 PEdE, ByE BRI E .
byte
LogMsgInterval 1 SN BRI, PTP i1 B 0 R IE I 4] 8] & o
byte
receiveTimestamp 10 B [A] K
bytes
requestingPortIdentity |10 1 K i AR
bytes

WP
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@ Frame 1377: 104 bytes on wire (832 bits), 104 bytes captured (832 bits)

# Ethernet II (VLAN tagged), Src: 0a:2a:0a:31:0a:17 (0a:2a:0a:31:0a:17), Dst: Iee
# Internet Protocol version 4, Src: 10.1.1.2 (10.1.1.2), Dst: 224.0.1.129 (224.0.
# User Datagram Protocol, Src Port: ptp-event (319), Dst Port: ptp-general (320)

Precision Time Protocol (IEEE1588)
= 0000 .... = transportSpecific: 0x00
.«.0 .... = V1 Compatibility: False
.... 1001 = messageId: Delay_Resp Message (0x09)
«e.. 0010 = versionPTP: 2
messageLength: 54
subdomainNumber: 0
= flags: 0x0028
Q50 enlee wash ala

PTP_SECURITY: False

PTP profile Specific 2: False
PTP profile Specific 1: False
PTP_UNICAST: False
PTP_TWO_STEP: False
PTP_ALTERNATE_MASTER: False
FREQUENCY_TRACEABLE: True
TIME_TRACEABLE: False
PTP_TIMESCALE: True
PTP_UTC_REASONABLE: False

ol wEie e ieee

Oue wiste
vees 2200 al.
Caits Fenlavate weea
.......... L. e
e eoe 5 1 DR,
vias lewse Swaisis Slalas
........ TN+ 4
A T R A )3 PTP_LI_59: False
........ tese 20.0 = PTP_LI_61: False
= correction: 41937.000000 nanoseconds
correction: Ns: 41937 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x00259e1000000001
SourcePortiD: 1284
sequenceld: 21904
control: Delay_Resp Message (3)
logMessagePeriod: -3
receiveTimestamp (seconds): 946767029
receiveTimestamp (nanoseconds): 620013290
requestingSourcePortIdentity: 0x00259e1000000003
requestingSourceportIid: 3330

A 3 T LUK Delay Resp HE



# Frame 75: 76 bytes on wire (608 bits), 76 bytes captured (6(
= Ethernet II (VLAN tagged), Src: 0a:2a:0a:31:0a:17 (0a:2a:0a:
# Destination: Oe:e0:f0:00:00:02 (De:ed:f0:00:00:02)
& Source: 0a:2a:0a:31:0a:17 (Da:2a:0a:31:0a:17)
F WLAN tag: VLAN=10, Priority=Best Effort (default)
Type: PTPv2 over Ethernet (IEEEL1588) (0OxB8f7)
= Precision Time Protocol (IEEE1588)
= 0000 .... = transportsSpecific: Ox00
.0 .... = B02.1as conform: False
1001 = messageId: Delay_Resp Message (0x09)
voo. 0010 = versionPTP: 2
messageLength: 54
subdomainNumber: 0
= flags: 0x0428

Dottt cenn

PTP_SECURITY: False

-
0., .vvt vies .... = PTP profile specific 2: False
.00 o.s cie. .... = PTP profile specific 1: False
1., ... .... = PTP_UNICAST: True
L0 L., ... = PTP_TWO_STEP: False
0 .... .... = PTP_ALTERNATE_MASTER: False
..1. .... = FREQUENCY_TRACEABLE: True
...0 .... = TIME_TRACEABLE: False
.. 1... = PTP_TIMESCALE: True
.. .0.. = PTP_UTC_REASONABLE: False

..0. = PTP_LI_59: False
tete waen ansa =..0=PTP_LI_G1l: False
= correction: 37288. 000000 nanoseconds
correction: Ns: 37288 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x00259el000000001
SourcePortID: 1284
sequenceId: 19267
control: Delay_Resp Message (3)
logMessagePeriod: 127
receiveTimestamp (seconds): 946766674
receiveTimestamp (nanoseconds): 120913862
requestingsourcepPortIdentity: 0x00259e1000000003
requestingsourceportIid: 3330

SERE
L7 Ei:3%)
TIEEE 1588 V2 Precision Clock Synchronization Protocol for Networked Measurement and Control Systems
IEEE P1588™ D2. 2 Draft Standard for a Precision Clock Synchronization Protocol for Networked Measurement and
Control Systems

6.1.5 1588v2 Pdelay_Req JH &
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0

8 16 AN

MsgType | TranSpec

VerPTP |Reserved MsgLength

DomainNumber

Reserved FlagField

CorrectionField

Reserved
SourcePortidentity
SequencelD
ControlField LogMsglinterval
originTimestamp
Reserved
FB KE P
TranSpec 4 1RIEH R,
bits
e 0 FKI/RPTPJHEH 1588 Hhil fHH
e 1 F/nPTP JHEH 802. las Wil fd
MsgType 4 FonTH BIA,
bits
Reserved 4 TR 7B
bits
VerPTP 4 I~ 1588 P AIRRAS o
bits
MsgLength 2 PTP 4 BRI E, HI PTP VB HH . 1PN ETHRELE A7, FANaS R ET
bytes | R0 BArI i IG — N F1, B TR R IR T B R E — %10,
DomainNumber 1 Hms, FonRIEZE BN BB,
byte
Reserved 1 TREF B
byte
FlagField 2 I,
bytes




CorrectionField 64 EIEIR, SHOCHA, FEHAE Sync 3CH, HTHMZE ML R LR 2, E2E SR A0
bits
Reserved 32 PR 7B
bits
SourcePortIdentity PR RRIRRE,  RIE %I BB 1D Al 15,
SequencelD 2 JFH%5 1D, RoniH B RIFAS, PLA ORI BRI ML R .
bytes
ControlField 1 i, MR .
byte
LogMsgInterval 1 FNWH BT, PTP I B & IE R 8] (A1 .
byte
originTimestamp 10 RS ] B,
bytes
Reserved 10 PRE
bytes
'S &N |
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] Frame 65: 100 bytes on wire (800 bits), 100 bytes captured (800 bits)
# Ethernet II, Src: Oa:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13), Dst: HuaweiTe_98:f2
Internet Protocol version 4, Src: 10.1.1.1 (10.1.1.1), Dst: 224.0.0.107 (224.
user Datagram Protocol, Src Port: ptp-event (319), Dst Port: ptp-event (319)
= 0000 .... = transportSpecific: 0x00
. 0 ... = V1 Compatibility: False
. 0010 = messageIld: Path_Delay_Req Message (0x02)
. 0010 = versionPTP: 2
messageLength: 54
subdomainNumber: 0O
= flags 0x022¢

@ 0
s

PTP_SECURITY: False
PTP profile Specific 2: False
PTP profile specific 1: False
PTP_UNICAST: False
PTP_TWO_STEP: True
PTP_ALTERNATE_MASTER: False
FREQUENCY_TRACEABLE: True
TIME_TRACEABLE: False
PTP_TIMESCALE: True
PTP_UTC_REASONABLE: True
P SR PTP_LI_59: False
............ .0 = PTP_LI_61: False
= correction: 0. 000000 nanoseconds
correction: Ns: 0 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x00259e1000000001
sourcepPortip: 1280
sequenceId: 18877
control: other Mmessage (5)
logmessageperiod: 127
originTimestamp (seconds): 0
originTimestamp (nanoseconds): 0

s o
Iolll
LI I I I

[
[ N B BN I )

A 3 T LUK Pdelay Req 78 E

# Frame 4: 72 bytes on wire (576 bits), 72 bytes captured (576 t
= Ethernet II, Src: 0a:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13), Dst:
# Destination: HuaweiTe_98:f2:6e (00:25:9e:98:f2:6e)
@ Source: 0Oa:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13)
Type: PTPv2 over Ethernet (IEEE1588) (Ox88f7)
= 0000 .... = transportSpecific: 0x00
...0 .... = 802.1as conform: False
.... 0010 = messageid: path_pelay_Req Message (0x02)
ve.. 0010 = versionPTP: 2
messageLength: 54
subdomainNumber: 0
= flags: 0x062c
Oiir tiee veee eaan PTP_SECURITY: False
PTP profile Specific 2: False
PTP profile specific 1: False
PTP_UNICAST: True
PTP_TWO_STEP: True
PTP_ALTERNATE_MASTER: False
FREQUENCY_TRACEABLE: True
TIME_TRACEABLE: False
PTP_TIMESCALE: True
AR PTP_UTC_REASONABLE: True
ese 2222 ..0. = PTP_LI_59: False
= PTP_LI_61: False
= correct1on 0.000000 nanoseconds
correction: Ns: O nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x00259e1000000001
sourceportiD: 1280
sequenceld: 20333
control: other message (5)
TogMessagepPeriod: 127
originTimestamp (seconds): O
originTimestamp (nanoseconds): 0O

eQie cose ouese eeee
000 eeee 00ss s
eo00 adee .esee o0
PP LA
A ¢
SR . | —

cee o eees 2.0 ...

ir ipmme imeee Dnse

S e R
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6.1.6 1588v2 Pdelay_Resp JH &

WK

& 1 Pdelay Resp JH 2%

0 8 16 31

MsgType | TranSpec | VerPTP |Reserved MsgLength
DomainNumber Reserved FlagField

CorrectionField

Reserved
SourceFPortidentity
SequencelD
ControlField LogMsglinterval
requestReceiptTimestamp
requestingPortldentity
FR KE X
TranSpec 4 fEIEF R
bits

e 0 K/RPTP R H 1588 WA H

e 135 PTP K E tH 802. las #rilfd H
MsgType 4 LRI B,

bits




B KEE EX
Reserved 4 PR 7B
bits
VerPTP 4 FoR 1588 P IIRRAS .
bits
MsgLength 2 PTP JH4 MK E, B PTP HEM AT HH . (AN F TR — T, RS I
bytes | W AT ARG — 7T, B To R bR B IR T B s E — .
DomainNumber 1 Won's, RomKIEZIH BB R,
byte
Reserved 1 RE 7B
byte
FlagField 2 Fr Bk
bytes
CorrectionField 64 EIEIR, SARCHA, FEHAE Syne f_R3CH, H T HMEM L R LRI 2, E2E SR A2
bits
Reserved 32 REFE .
bits
SourcePortIdentity VR DERRAT, A& B EhRY 1D flig H 5.
SequencelD 2 7505 1D, FonHBFFS, LR SRIH B IIX MK R,
bytes
ControlField 1 IR, HH SRR E
byte
LogMsgInterval 1 SENW SR, PTP W S B A 1% 8] (B RE -
byte
requestReceiptTimestamp | 10 1 3R B TR)
bytes
requestingPortIdentity |10 T R AR IR
bytes

(3 &N

B 2 3T UDP [ Pdelay Resp ¥4 &




Frame 167: 100 bytes on wire (800 bits), 100 bytes captured (800 bits)

Ethernet II, Src: 0a:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13), Dst: HuaweiTe_98:f2:

Internet Protocol version 4, Src: 10.1.1.1 (10.1.1.1), Dst: 224.0.0.107 (224.

User Datagram Protocol, Src Port: ptp-event (319), Dst Port: ptp-event (319)

Precision Time Protocol (IEEE1588)

= 0000 .... = transportSpecific: 0x00
«..0 ... = V1 Compatibility: False

.... 0011 = messageid: path_pelay_Resp Message (0x03)

«e.. 0010 = versionPTP: 2

messageLength: 54

subdomainNumber: 0

flags: 0x022c

&
®
&
&
=

o

0iie cine 2enn anen = PTP_SECURITY: False
o e e S S = PTP profile Specific 2: False
«e0. vvvv vees .... = PTP profile specific 1: False
A ¢ = PTP_UNICAST: False

ioee weke seve swes = PTP_TWO.STEP: True
cavwisvaQaeeds s PTP_ALTERNATE_MASTER: False
FREQUENCY_TRACEABLE: True
TIME_TRACEABLE: False
PTP_TIMESCALE: True
PTP_UTC_REASONABLE: True
PTP_LI_59: False
newiednesrasds oae = PTPLLT 612 ‘False
= correction: 0.000000 nanoseconds
correction: Ns: 0 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x00259e1000000001
SourcePortip: 1280
sequencelid: 61717
control: other Message (5)
logMessagePeriod: 127
requestreceiptTimestamp (seconds): 0
requestreceiptTimestamp (nanoseconds): 0
requestingSourcePortIdentity: 0x00259e1000000002
requestingsourceprortid: 1035

K 3 T LIKJER Pdelay Resp HE



# Frame 5: 72 bytes on wire (576 bits), 72 bytes captured (576 bi-
= Ethernet II, Src: 0Oa:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13), Dst: Hi
# Destination: HuaweiTe_98:f2:6e (00:25:9e:98:f2:6e)
# Source: Oa:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13)
Type: PTPv2 over Ethernet (IEEE1588) (0x88f7)
= 0000 .... = transportsSpecific: 0x00
..0 .... = 802.1as conform: False
. 0011 = messageid: path_Delay_Resp Message (0x03)
. 0010 = versionPTP: 2
messageLength: 54
subdomainNumber: 0
= flags: 0x062c
O e Jmmwm wisiets: emces PTP_SECURITY: False
PTP profile Specific 2: False
PTP profile Specific 1: False
PTP_UNICAST: True
minie iedex gumimis isiminin PTP_TWO_STEP: True
ORS¢ | PTP_ALTERNATE_MASTER: False
vee 2es. -.1. .... = FREQUENCY_TRACEABLE: True
wwre mmese iwimsw kOieseivse TIME_TRACEABLE: False
e eieiese: ieimipiw | Koeswse PTP_TIMESCALE: True
te+ eess 2222 -1.. = PTP_UTC_REASONABLE: True
teee seee 222e .0, = PTP_LI_59: False
teee seee s2ee +..0=PTP_LI_61: False
= correction: 0.000000 nanoseconds
correction: Ns: 0 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x00259e1000000001
SourcePortiD: 1280
sequenceld: 63173
control: other Mmessage (5)
logMessagepPeriod: 127
requestreceiptTimestamp (seconds): 0O
requestreceiptTimestamp (nanoseconds): O
requestingsourceportidentity: 0x00259e1000000002
requestingsSourcerPortid: 1035

«ie conu seee wons
ee0i coue soee wsue

s

SFEFRE
L7 ;3 Eii3)
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6.1.7 1588v2 Pdelay_Resp_Follow_Up JH &

WO

& 1 Pdelay Resp Follow Up JH B2 ¥




0 8 16 i
MsgType | TranSpec | VerPTP |Reserved Msglength
DomainNumber Reserved FlagField
CorrectionField
Reserved
SourcePortidentity
SequencelD
ControlField LogMsglinterval
responseQriginTimestamp
requestingPortldentity
FB KE EX
TranSpec 4 1RIEFH R,
bits
e 0N PTP VM EH 1588 Bt fii
e 13K/~ PTP V.S 802. las it fi H
MsgType 4 FKoniH BRI,
bits
Reserved 4 IR 7B
bits
VerPTP 4 IR 1588 PRI A o
bits
MsgLength 2 PTP JH S MK, B PTP HEMAIFEIHHE . (AN F WL — T, RS I
bytes | W TATRM ARG — A0, B TR T8 B s — .
DomainNumber 1 w5, RomRIEZHE BB TR
byte
Reserved 1 1R 7B
byte
FlagField 2 T

bytes




FB& KEE &
CorrectionField 64 IR, SOCEA, FEALE Syne o0, FHTAMEM L R LR &, E2E B [ED .
bits
Reserved 32 TR B
bits
SourcePortIdentity W RRIRRE, RIE %I BB 1D Al 145,
SequencelD 2 JFH%5 1D, FoniHBRIFAS, PLR ORI BRI N R
bytes
ControlField 1 EHE, HyE R,
byte
LogMsgInterval 1 SENTHE A, PTP 94 B8 & 2 s 0] (&) B .
byte
responseOriginTimestamp | 10 M) 7 58 T 1) 88K
bytes
requestingPortIdentity |10 iR T hRiH
bytes

I

& 2 3T UDP f#) Pdelay Resp Follow Up JH &




@ Frame 168: 100 bytes on wire (800 bits), 100 bytes captured (800 bits)

@ Ethernet II, Src: Oa:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13), Dst: HuaweiTe_98:f2:6¢
@ Internet Protocol version 4, src: 10.1.1.1 (10.1.1.1), Dst: 224.0.0.107 (224.0.
@ User Datagram Protocol, Src Port: ptp-event (319), Dst Port: ptp-general (320)

Precision Time Protocol (IEEE1588)
= 0000 .... = transportsSpecific: 0x00
.+.0 .... = vl Compatibility: False
.... 1010 = messageId: Path_pelay_Resp_Follow_Up Message (0x0a)
vee. 0010 = versionPTP: 2
messageLength: 54
subdomainNumber: 0
= flags: 0x022c

0558 Sar R s = PTP_SECURITY: False

0ie veee vvee ... = PTP profile Specific 2: False

3 | AR N A S A . = PTP profile Specific 1: False

NIRRT = PTP_UNICAST: False

eees sale tiet vew. = PTP_TWO_STEP: True

....... 0 .... .... = PTP_ALTERNATE_MASTER: False

eees sese ssls ... = FREQUENCY_TRACEABLE: True

wess sase 22.0 .... = TIME_TRACEABLE: False

et e e Ghare 1... = PTP_TIMESCALE: True

] S e .1.. = PTP_UTC_REASONABLE: True

delam eiee vaeee i 0w PTPZLY_59: False
........... 0 = PTP_LI_61: False

= correction: 10224.000000 nanoseconds

correction: Ns: 10224 nanoseconds
SubNs: 0.000000 nanoseconds

ClockIdentity: 0x00259e1000000001

SourcePortID: 1280

sequenceld: 61717

control: other Message (5)

logMessagepPeriod: 127

responseoriginTimestamp (seconds): 0

responseoriginTimestamp (nanoseconds): 0

requestingSourcePortIdentity: 0x00259e1000000002

requestingSourcePortld: 1035

B 3 LT LUK Pdelay Resp Follow Up HE



4 Frame 6: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)

- Ethernet II, Src: 0a:2a:0a:31:0a:13 (0a:2a:0a:31:0a:13), Dst: Huawe

# Destination: HuaweiTe_98:f2:6e (00:25:9e:98:f2:6e)
@ Source: 0a:2a:0a:31:0a:13 (Oa:2a:0a:31:0a:13)
Type: PTPv2 over Ethernet (IEEE1588) (0x88f7)

= 0000

= flags: 0x062c¢

0...

= correction:

..

| Precision Time Protocol (IEEE1588)

= transportspecific: 0x00
. . = 802.1as conform: False
. 1010 = messageId: Path_bDelay_Resp_rollow_up Message (0x0a)
«ee. 0010 = versionPTP: 2
messageLength: 54
subdomainNumber: 0

ces «.0. = PTP_LI_S9: False

10430. 000000 nanoseconds

PR PTP_SECURITY: False

PTP profile Specific 2: False
PTP profile specific 1: False

.
.
.

[ |

ces ssue PTP_UNICAST: True
cee ssse PTP_TWO_STEP: True

PTP_ALTERNATE_MASTER: False

sk @ = FREQUENCY_TRACEABLE: True
.0 .... = TIME_TRACEABLE: False
ees 1... = PTP_TIMESCALE: True

.. -1.. = PTP_UTC_REASONABLE: True

e +..0 = PTP_LI_61: False

correction: Ns: 10430 nanoseconds

SubNs:

0. 000000 nanoseconds

ClockIdentity: 0x00259e1000000001

SourcePortID: 1280

sequenceId: 63173

control: other Message (5)

lTogMessagePeriod: 127

responseoriginTimestamp (seconds): 0
responseoriginTimestamp (nanoseconds): 0
requestingsourcePortIdentity: 0x00259e1000000002
requestingsourceportid: 1035

S
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6.1.8 1588v2 Signaling 74 E.

Signaling JH &M TAIE—AEIZ A TLV 5446751 Signaling JH BN —AHHEp L% S| —NE A HE i 8.

WO

B 1 Signaling 4.8




0

8 16 AN

MsgType | TranSpec

VerPTP |Reserved MsgLength

DomainNumber

Reserved FlagField

CorrectionField

Reserved
SourcePortidentity
SequencelD
ControlField LogMsglinterval
targetPortldentity
One or more TLVs
FB KE P
TranSpec 4 1RIEH R,
bits
e 0 FKI/RPTPJHEH 1588 Hhil fHH
e 1 F/nPTP JHEH 802. las Wil fd
MsgType 4 FonTH BIA,
bits
Reserved 4 TR 7B
bits
VerPTP 4 R 1588 LI RRAR o
bits
MsgLength 2 PTP 4 BRI E, HI PTP VB HH . 1PN ETHRELE A7, FANaS R ET
bytes | R0 BArI i IG — N F1, B TR R IR T B R E — %10,
DomainNumber 1 Hms, FonRIEZE BN BB,
byte
Reserved 1 TREF B
byte
FlagField 2 I,
bytes




FB KE P

CorrectionField 64 BIEIR, SR CHA, FEALE Sync IICH, HFHMEM L R fE5 R 4, E2E AR [F25
bits

Reserved 32 PR 7B
bits

SourcePortIdentity PR RRIRRE,  RIE %I BB 1D Al 15,

SequencelD 2 JFH%5 1D, RoniH B RIFAS, PLA ORI BRI ML R .
bytes

ControlField 1 B, HiE R,
byte

LogMsgInterval 1 KN BRI, PTP 1 B 1R IE T 4] 8] & o
byte

targetPortldentity | 10 H 83 MR targetPortIdentity MUHUEZER A ATH S H bl X B35 FH) portIdentity.
bytes

&Nl

@ Frame 2: 104 bytes on wire (832 bits), 104 bytes captured (832 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_00:00:11 (00:18:82:00:00:11), Dst: Huaw
@ Internet Protocol version 4, Src: 82.0.1.2 (82.0.1.2), Dst: 82.0.1.50 (82.0.1.50
@ User Datagram Protocol, Src Port: ptp-general (320), Dst Port: ptp-general (320)

Precision Time Protocol (IEEE1588)
= transportSpecific: 0x00

= 0000 ....

...0 .... = V1 Compatibility: False
.... 1100 = messageId: signalling Message (0x0c)
«e.. 0010 = versionPTP: 2
messageLength: 54

subdomainNumber :
= flags: 0x0500
Dice wans wowe

0

PTP_SECURITY: False

PTP profile specific 2: False
PTP profile specific 1: False
PTP_UNICAST: True
PTP_TWO_STEP: False
PTP_ALTERNATE_MASTER: True

= FREQUENCY_TRACEABLE: False

= TIME_TRACEABLE: False

= PTP_TIMESCALE: False
-
-

PTP_UTC_REASONABLE: False
PTP_LI_59: False
= PTP_LI_61: False

= correction: 0.000000 nanoseconds
correction: Ns: 0 nanoseconds
SubNs: 0.000000 nanoseconds
ClockIdentity: 0x704433fffe297564

SourcePortiD: 1
sequenceIld: 1

control: other mMessage (5)
logMessagereriod: 127
targetPortIdentity: Oxffffffffffffffff
targetPortId: 65535
tlvType: Request unicast transmission (4)

lengthrield: 6

SHE R
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6.1.9 1588v2 Management JH &

3 5N

& 1 Management ¥4 E &2

0 8 16 3

MsgType | TranSpec | VerPTP |Reserved MsglLength
DomainNumber Reserved FlagField

CorrectionField

Reserved

SourcePortidentity

SequencelD
ControlField LogMsglnterval
targetPortldentity
) action
startingBoundaryHops boundaryHops reserved Field raserved
managementTLY
FRBR KE HX
TranSpec 4 FEIEFH R,
bits
e 0 F/xPTP V45 1588 thill i H
e 1 K/NPTP JH 2 H 802. las Pristf#i
MsgType 4 HERAUE,
bits
Reserved 4 R 7B




7B KE P

bits

VerPTP 4 FoR 1588 P IR AR .
bits

MsgLength 2 PTP Y B E, BIPTP VW BRI 14 H . tPANFE W THCLIE —A 721, RN a8 3=
bytes | TALM BRI G — AN 775, U TR R T3 B G — A7,

DomainNumber 1 Wdms, R KIEZIH BB TR R
byte

Reserved 1 PR 7B
byte

FlagField 2 FrE .
bytes

CorrectionField 64 BIESE, SHoCEA, FEHTE Sync #)R3CH, HTHMEM L LR ZE, E2E FISRFD .
bits

Reserved 32 REFE.
bits

SourcePortIdentity PR DARRET, KB B EE ID Al E 5 .

SequencelD 2 FH15 1D, RRWEERTFIS, LA SRBE BRI N KR .
bytes

ControlField 1 P, R RAE
byte

LogMsgInterval 1 SENTH SR, PTP 1 5 B A 1% B 8] 8] B o
byte

targetPortIdentity |10 PV B AR VR S 8 H B portIdentity. JEIT targetPortIdentity FRREIM OA—E /22
bytes | WEINZE B B M0 L . fER B RS EHE BRI E B E NN T, targetPortldentity FBMN1%

BB N e BT B A ST B 2R sourcePortIdentity.

startingBoundaryHops |1 FH T A LA I FH ke 52 A 75 A1 1 39 B SR R S 9 2., startingBoundaryHops FME R 1% /&

byte | ) % R W B " § startingBoundaryHops #1 boundaryHops F Br i1 & H 3k 9, 14 N

startingBoundaryHops V7= boundaryHops.

PR E B B, XA ZE I AR R 2% S 2o 1 T i B R A R R




B

boundaryHops

reserved

actionField

reserved

managementTLV

SR

PRt

KE

byte

byte

byte

byte

bytes

R e O B, %

X

R A B S ER R R IR

boundaryHops FI{E M 1% startingBoundaryHops FEx BB AHIE]

iR -

PR SV ELINERSE LR U L (N

Y R ER DL 0 Bi— TLV &R

L TLY At
0 16 31
tvType lengthField

managementld

dataField

e tlvType (Enumerationl6): tlvType HI{HZE3R N MANAGEMENT.

YR W)U 1 I b % 5

o lengthField (Ulntegerl6): lengthField HI{E & 2+N, XHK N 22— %,

e managementld (Enumerationl6) :

EHR A

= 0000 - IFFF:

= 2000 - 3FFF:

= 4000 to 5FFF:

= 6000 - T7FFF:

= (000 - DFFF:

= [E000 - FFFE:

»  FFFF: {#¥4.

XA RIS -

38 FH At X I R 3 S I
T EYIRB

G, A0 N

A B RO SR S DA RE OB IR

AV B AR 2 38 F) PTP ASERROR 70«

i)

management Id [ SZELEF & V5 BBl i illid v R4, o Ui
fITEA BA G KA. AW EECHEAE S, JFHH P B IRIEIX L TLV 23] &
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6.2 BFD &l 3CH

BFD 2 fil45 SCEP3EE UDP )30 A63%, ST Bk IIL UDP B (3 115 3784, XtT 2 BAG ML UDP H %% 154 4784 5K 3784.
BED 4 SR 55 A I R AR F] o BED 42 bR SCEFEP 4 SR AT VAE B . ARRBAERAL, AT BUAs 2
A

wICkE

BFD $2 il 4 SCo ) 70 A% Ui R (RFC5880) -

B 1 s Ay (4% o

0 7 15 23 31
Ver Diag |Sta [P[(F|C|A|D|M Detect Mult Length

My Discriminator

Your Discriminator

Desired Min TX Interval

Requirad Min BX Interval

Reqguired Min Echo RX Interval

B KE X

Version (Vers) |3 bits |BFD thillix4AS, HEIN 1.

Diagnostic |5 bite |WF BRI BED RORE &R R CHIRR, IS X
(Diag) 0 — No Diagnostic

1 — Control Detection Time Expired
2 — Echo Function Failed

3 — Neighbor Signaled Session Down

4 —— Forwarding Plane Reset

5 —— Path Down



B

State (Sta)

Poll (P)

Final (F)

2

1

Control Plane |1

Independent

(©)

Authentication | 1

Present (A)

Demand (D)

Multipoint (M)

Detect Mult

1

8

KE

bits

bit

bit

bit

bit

bit

bit

bits

X

6 — Concatenated Path Down
7 —— Administratively Down
8 —— Reverse Concatenated Path Down

9-31 — Reserved for future use

BFD A HARAS .

0 — AdminDown

1 — Down
2 — Init
3 — Up

SHORA AN, ) RIETTAE BED RS BizbR &, MO 6 T BV R %R S
o I RRKIZERGUERITELESIN, B KB ERSESCE I .
o 0: RFRKIERG AWK

W[5 P 25 AR 1 [ 7 A ST A 200K F s i LA
o 1 FURKIERGUMN — YR P EAFY 1 BFD .
o 0: FURKIERGAWIN P HAFN 1 HHE.

ek /Eml o EhRE, —BEA, P AN BED AN, fn: $EHSFEY I1S-1S, 3 IS-IS
HJH/GR N, BFD RJ LLZESE Il B RS

o 1: RIRKIZERGH BFD SLEIAMKHS T i h 1. B, BFD $RSCEFE &P R, RIfE %]
PSR, BED 3R EAS AR o
o 0: IR BFD R ICIEFEH P HAL % o

WIEARR, B 1 RE R EHATRIE.

BIER, B AR AGETT IS R A B W O BE R 247 M I
o 1 FRRKIERGAE LI EAEWE.
o 0: RRKIERGAME., A RELIFEE A,

O BFD R SCHF mixT 2 il 8y RE T BE A T R A7

RGBS R4, ARSI 7 T SRAGL W e I 1)



B

Length

My

Discriminator

Your

Discriminator

Desired Min TX

Interval

Required Min RX

Interval

Required Min
Echo RX
Interval

KE

8 bits

32 bits

32 bits

32 bits

32 bits

32 bits

X

o EMMIA: SRAIAHURI A HL
o SRDRI: SRATRS S I 15 AL
ROCKTE, B 7

BFD S UMERAMARIRST . KIERGER—DME—[. HF 0 BHME, AR — PRS2 A BFD &
e

BFD £ G it bR R T o MNIZE s 22 SR FRUSC B ) S A, 31X /M B4R [ FEU R ) “My Discriminator”,
RN FEIXAME IR ] 0.

ASH SRR ) B2 /N BED $RSCAIE B, FRA AL .

ASH SRR ) B2 /N BED $RSCHRUC I RS, B A TRD

AHO SRR By Echo $ROCERRIRIRG,  BRACATED CWERAMASSCRF Bcho Zhig, NIBHE 0).

B 2 BFD f2 i 1l SC T2 &7 (A% 5

0 7 15
Auth Type Auth Len Authentication Data...
FB KE =X
Auth Type 8 bits | BFD &l SCEHMVIERE . A FEMERRFHAERR W
0 — Reserved
1 — Simple Password
2 — Keyed MD5
3 — Meticulous Keyed MD5
4 - Keyed SHA1
5 — Meticulous Keyed SHA1
6-255 — Reserved for future use
Auth Len 8 bits | NEFBMKE, B MERYSMEKEFE, B NTFI.



B KE X

Authentication |Variable |\ yiF 57 B i% 4.

Data LA FLAS AT 1 HAAESSRUE D 1 (Simple Password), TIAGESEE 24T

0 7 15 31
Auth Type Auth Len Auth Key ID |Password...

e Auth Type: IFZAL, TR HEMINE, HHM 1.

o Auth Len:iAiEFBUACHEE, X TRIABIGIAE, KESTHDKE3,

o Auth Key ID:iZdRSCHE A AINIERRSH 1D, %48 fovF IR H0E 2 SRR .

o Password: HUH, A HEHIFRH, KN 1716 F.
WA LEAEATE 1 UIAEEAME N 2 (Keyed MD5) 8] 3 (Meticulous Keyed MD5), WAEFBigsin
g

0 7 15 31
Auth Type Auth Len Auth Key ID | Reserved

Sequence Number
Auth Key/Digest...

e Auth Type:NIEZAL, (A2 (Keyed MD5) (3 (Meticulous Keyed MD5) .

e Auth Len:iMIFFBKE, XfT Keyed MD5 Fl Meticulous Keyed MD5 tAIE, KJE(EN 24.

o Auth Key ID:iZdlSCAEHIRIAIERAEE 1D, % AH f0VF R B0 2N BbH

o Reserved: fEAE4ILIEF, ZELHN 0, BRI 206 I 7 B o

e Sequence Number: R CifF5 . %tT Keyed MD5 WilE, Z{EBEHLIE N, %FTF Meticulous Keyed
MD5 WIIE,  [F)— A2 il o (R S JZ T 0 . 248 T 30 S 8L

o Auth Key/Digest: Z%FEIEH 16 737 MD5 i E5 R, 4 MD5 i B4t 55, %7 BRI Z
MD5 JLEFREH, R RIS 16 71 0.

WA LR B 1 VIS AME N 4 (Keyed SHAL) 8¢5 (Meticulous Keyed SHALD, WNIALE=ZBEA% 3

e

0 7 15 31
Auth Type Auth Len Auth Key ID | Reserved

Sequence Number
Auth Key/Hash. .

e Auth Type:iAIFZEAY, BN 4 (Keyed SHA1)E( 5 (Meticulous Keyed SHAL).

e Auth Len:MiFFEEKE, XIT Keyed SHAL Fl Meticulous Keyed SHAL tAilF, JEH 28,



TR KE X

e Auth Key ID:iZ#R A AIINIERREH 1D, 248 oV RIS 2 N FbEH
e Reserved: 7EAEHIT AR, ZELAUN 0, BEWCHRESCN: 2008 1 7 B

e Sequence Number: RS . XFF Keyed SHAL AiIF, ZAEBENLIGIN, %FTF Meticulous Keyed
SHAT WNAIE,  [R]— A2l oh B4R SCHR N7 228 9 0 o A8 T 17 B e

e Auth Key/Digest: iZF-Bxifint 20 571 SHAL MAA . 4 hash ¥t 85, , % 7B SHAL
JLERMH, F% T RIHET 20 FATH 0.

&N |
A 3 BFD i 30 (AR

= BFD control message
001. .... = Protocol Version: 1
..0 0001 = piagnostic Code: control Detection Time Expired (0x01)
11.. .... = Session State: up (0x03)
= Message Flags: 0x20 (P)
1... .. = pPoll: set

.0.. .. = Final: Not set
..0. .. = control Plane Independent: Not set
..0 .. = Authentication Present: NOU set
. 0. = pemand: Not set
.0 = Multipoint: Not set

Detect Time Multiplier: 3 (= 3000 ms Detection time)
Message Length: 24 bytes

My Discriminator: 0x000001f5

Your Discriminator: 0x00002093

pesired Min TX Interval: 1000 ms (1000000 us)
Required Min RX Interval: 1000 ms (1000000 us)
Required Min eEcho Interval: 0 ms (O us)

A 4 BFD fi e (AT HLAED

@ Frame 1: 79 bytes on wire (632 bits), 79 bytes captured (632 bits)

4 Ethernet II, Src: Performa_00:00:02 (00:10:94:00:00:02), Dst: Xerox_00:00:0:
@ Internet Protocol version 4, Src: 192.85.1.2 (192.85.1.2), Dst: 192.0.0.1 (C
@ User Datagram Protocol, Src Port: 1024 (1024), Dst Port: bfd-control (3784)
= BFD Control message

001. .... = Protocol version: 1
..0 0000 = Diagnostic Code: No Diagnostic (0x00)
) ) T AR = Session State: Down (0x01)
= message Flags: 0x04 (A)
| = Poll: Not set
.0.. .. = Final: Not set
..0. .. = control Plane Independent: Not set
...1 .. = Authentication Present: Set
. 0. = pemand: Not set

Multipoint: Not set
petect Time Multiplier: 5 (= 5000 ms Detection time)
Message Length: 33 bytes
My Discriminator: 0x00000001
Your Discriminator: 0x00000000
pesired Min TX Interval: 1000 ms (1000000 us)
Required Min RX Interval: 1000 ms (1000000 us)
Required Min Echo Interval: 0 ms (0 us)
= Authentication: Simple Password: secret
Authentication Type: Simple Password (1)
Authentication Length: 9 bytes
Authentication Key ID: 2
Password: secret

0000 00 00 01 00 00 O1 00 10 94 00 00 02 08 00 45 00  ......v0 wovunn E.
0010 00 3d 00 00 00 00 Oa 11 2f 58 cO 55 01 02 c0 00 .=...... /XeUsooeo
0020 00 01 04 00 Oe CB 00 29 ko
0030 0

0040 0 73 65 63 72 65 7ARNILE




B 5 BFD #isC#%t (MD5 AR

@ Frame 1: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
@ Ethernet II, Src: Performa_00:00:02 (00:10:94:00:00:02), Dst: Xerox_00:00:01
@ Internet Protocol Version 4, Src: 192.85.1.2 (192.85.1.2), Dst: 192.0.0.1 (1
@ User Datagram Protocol, Src Port: 1024 (1024), Dst Port: bfd-control (3784)
001. .... = Protocol version: 1
...0 0000 = Diagnostic Code: No Diagnostic (0x00)
0l.. .... = Session State: Down (0x01)
= Message Flags: Ox04 (A)
0... .. = Poll: Not set
.0.. .. = Final: Not set
..0. .. = control Plane Independent: Not set
ol e Authentication Present: Set
.... 0. = Demand: Not set
vee. .0 = Multipoint: Not set
Detect Time Multiplier: 5 (= 5000 ms Detection time)
Message Length: 48 bytes
My Discriminator: 0x00000001
your Discriminator: 0x00000000
pesired Min TX Interval: 1000 ms (1000000 us)
Required Min RX Interval: 1000 ms (1000000 us)
Required Min Echo Interval: 0 ms (0 us)
= Authentication: Keyed MDS
Authentication Type: Keyed MD5 (2)
Authentication Length: 24 bytes
Authentication Key ID: 2
sequence Number: 0x00000005
Checksum: 0x01020304050607080910111213141516

0000 00 00 01 00 00 O1 00 10 94 00 00 02 08 00 45 00  ......c. wuuews E.
0010 88 3§ 82 01 00 00 Oa 11 2f 48 cO 55 01 02 cO 00 .L......8 (H.U.b..

B 6 BFD #fi 3%t (SHAL WAIED

@ Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
# Ethernet II, Src: Performa_00:00:02 (00:10:94:00:00:02), Dst: Xerox_00:00:0
@ Internet Protocol version 4, Src: 192.85.1.2 (192.85.1.2), Dst: 192.0.0.1 (
@ User Datagram Protocol, Src Port: 1024 (1024), Dst Port: bfd-control (3784)
= BFD Control message

001. .... = Protocol version: 1

...0 0000 = Diagnostic Code: No Diagnostic (0x00)

01.. .... = session State: pDown (0x01)

= Message Flags: 0x04 (A)
0... .. = Poll: Not set

Final: Not set

Doican =

..0. .. = control Plane Independent: NoOt set
...1 .. = Authentication Present: Set

.... 0. = pemand: Not set

eees .0 = Multipoint: Not set
Detect Time Multiplier: S (= 5000 ms Detection time)
Message Length: 52 bytes
My Discriminator: 0x00000001
Your Discriminator: 0x00000000
pesired Min TX Interval: 1000 ms (1000000 us)
Required Min RX Interval: 1000 ms (1000000 us)
Required mMin Echo Interval: 0 ms (0O us)
= Authentication: Meticulous Keyed SHAl
Authentication Type: Meticulous Keyed SHA1L (5)
Authentication Length: 28 bytes
Authentication Key ID: 2
Sequence Number: 0x00000005
Checksum: 0x010203040506070809101112131415161718191a

0000 00 00 01 00 00 01 00 10 94 00 00 02 08 00 45 00
00 00 0a 11 2f 45 55
04 00 Oe 00 3¢ 37
O
02




PR HiR

RFC 5880 Bidirectional Forwarding Detection

6.3 BGP 3R R

o  BGP #ICLEAM A (RFC4271)

e BGP OPEN R ICHEZ

e BGP UPDATE #R3CHETK

e BGP [ NOTIFICATION %30k

e BGP KEEPALIVE R30S

e BGP [ REFRESH 3 30#% =R

REM: NHAZ

6.3.1 BGP {3 LEA# R (RFC4271)

WK
BGP # 3 H BGP # Sk A1 B AR SC N A iR 2 4. (RFC4271)

BGP fig 47 /2@ i yH B ORSN, S 5 B SRR, XLy BAAH RISk . XLy BiE L TCP Prsit 4784k (i 1052 179)
WEEK N 4096 75, HwEAN 19 7 (HEEHRCL) .
BGP L AIE =0y, MK 19 . &N Bk DRt . (RFC4271)

B 1 BGP # 3 A& 20

0 7 15 31

e es Marker

Length Type

o Marker: /& 16 77, M T BOP XA HIFAAE BB 5e 8, CLEHIT BGP Skt 5. Al ISR UER BT A LU 2208 1
CHoSHERIN 4 “FF”).

o Length: 5 2 M (EKFSA), BGPHBRAKE (AR CLERN), PLFI AL KETERZ 19~4096.,



o Type: (5 1 MFHT (EFFSAL), BGP M EMIZEM. Type 47 5 MATLLME, IR BGP R ICKJATHFTHEN 5 F4RC (Horr, HiPY
FibiF BAELE RFCA2T1 A 5E SLY, 10 Typeb (91 2 MZ7E RFC2918 HE SHK)D:

1 OPEN

2 UPDATE

3 NOTTFICATTON

4 KEEPALIVE

5 REFRESH (RFC2918)
SHE

RFC 827 Exterior Gateway Protocol (EGP)
RFC 2918 Route Refresh Capability for BGP-4
RFC 4271 A Border Gateway Protocol 4 (BGP-4)

6.3.2 BGP OPEN UK =

Wk K
AR BGP &L H 1) TYPE 4 1, MHZARSCA OPEN R 30, SR G T ER R SC 2540, OPEN $)SCH T2 57 BGP %42

B 1 OPEN #f 3% =,



15 3
Version
My Autonomous System
Hold Time
BGP ldentifier
Opt Parm Len
Optional Parameters
FB KE X
Version LA O | RIS, ILFE BGP BIMRA S A 4.
FF540)
My 2 AT O8 | RIEH H ORI AS 5

Autonomous | 5 17)

System

Hold Time |2 547 (U8 KIEH HCOWER hold time B CHAL: 5D, FT- Wi BOP X 2544 (o) PR1FEE SLEFE IR R, Ki% KEEPALIVE

By, UPDATE Z54 SC 1B E] 6] B o BGP FIRASATL A Z0AE e 21X S5 A ) OPEN 4R S, X9 & Hi 1 OPEN 4 SCRITI

Z)f) OPEN # ST P34 HJ hold time B [RIME LLsE, B4 /NRUR TR /E P 5 R . Hold Time HIME A AZE OF
& KEEPALIVE & 30) s KT%5F 3, BATRGHIERIAN 180,

BGP 4 ANFHOIE | RIEFE router id.

Identifier |45 41)

Opt  Parm |1 71 (G | 7R Optional Parameters (AJiES#0 FIKE. WHRIEN 0, RREHIJESE.

Len CHREZDD)
Optional HAE N BGP v S0 53R, B— Ml H0E—A TLV #% 01 #t (RFC3392) .
Parameters 0

1

0123456789012345

Parm. Type: &5 1 /NFH CERFSAD), NAlikSHH

o BATBAERI LA, AAE type {4
2 ARG ot S BN e



TR

KE

X

Parm. Length: 5§ 1 /NF91 (BRF540), N Parameter Value FIK &,

Parameter. Value: #R#f§ Parm. Type HIAEMEIESARRISENE, 7E Parm. Type N 2 Ranth
FARE SIS, Parameter. Value J& 3R/ AT SCREM S AR RIRE I HI513R, BIRF AN HEIc2W

THI—A TLV = 04

| Capability Code (1 octet) |

| Capability Length (1 octet) |

| Capability Value (variable) |

Capability Code: Fr3#FHIRE IS T, & 1 DFH7. Code Jy 1 B, FRIRSCHFAHIL TR
fE71; Code Ny 2 I, F/n3¥F REFRESH

Capability Length: 37~ Capability Value HIKEE, & 1 A%,

Capability Value: #R#% Code fHHIAFIL A S KEHAR.

Capability Code N 1:

Capability Value ff/&—/> TLV =04, 3t 4 .

0 7 15 23 31

AFT | Res. | SAFI |

AFT: Hihb#EARiR (Address Family Identifier), ff 2 AN, B8/ P SCR bl AR IR
R, FILAA SAFT — R E W 4% J2 W sORn TP kb ia] 56 &, i 77 305 2 iy fg vh
(ORI E AR A . FL{E$% 88 RFC1700 A7 ADDRESS FAMILY NUMBERS 5 X

Res: fREAGL, & 1 ANFH, RIEHPIGHBENE, TEHSZ A28

SAFT: THiht#EbRiH (Address Family Identifier), (5§ 1 ANFH, RE/IFTSCRFA T3
HEBAR SR, R AURT ART — [F) 4 52 [ 26 2 W lSORT TP MuhETRI oG &R, gl 77 205 2 1)
W FE R e A A . FL{E$2 08 RFC1700 H ADDRESS FAMTLY NUMBERS F5E X .
Capability Code Jy2 (RFC2918)

FORFFE I RIHTGE /7, ED Route Refresh Capability. BLAE/IM code A2, length
N%E, T value #i45r.

TEYIAME, RATERR /I ERE T 3CFF Route Refresh Capability, BEHI#RA



AEALEE REFRESH 30 AT SEBRBOAEIL T, SCRF TPv4 Bk AES ) 5 th I RE ST,
HoAhRE J1 5 20 AMBE »

1 IPv4 HihE#E | 1 Lk 1Pv4 B g
2 Ak IPv4 4145
128 VPN IPv4 f#] L3VPN
2 IPv6 ML | 1 Lk 1Pv6 HifF
2 Y% IPv6 ZHi%
128 VPN IPv6 f#] L3VPN
196 -2 128 VPN L2VPN i Kompella 75734

RIS



Border Gateway Frotocol
) OPEN Message
Blu’kcr: 16 bytes
Q Length: 39 bytes
3 Type: OPEN Message (1)
L3 Version: 4

My AS: 100
Hold time: 180

B BGP identifier: 1.1.1.1
B Optional parameters length: 10 bytes
= EOptiond parameters
= I Capabilities Advertisement (10 bytes)
I Parameter type: Capabilities (2)
Ql’u’uetcr length: 8 bytes
- glultiprotocol extensions capability (6 bytes)
! BCtptbility code: Multiprotocol extensions capability (1) .
Q Capability length: 4 bytes
= g Capability value
gkddress family 1dentifier: IPvd4 (1)
Bkturvod: 1 byte
BSub:cqnmt address family identifier: Unicast (1)
= I Route refresh capability (2 bytes)
Q Capability code: Route refresh capability (2)
3 Capability length: O bytes

00 EO 4C 77 4B C8 00 EO FC 6C 8E 7A 08 00 45 CO  ..LwK....l.z..E.
00 4F 83 24 00 00 01 06 22 B8 64 02 DE 1F 64 02 .0.%....".d...d.
6C E9 00 B3 05 87 44 2S EE C6 F1 0S C3 CS SO 18 l.....D%......P.
20 00 72 59 00 00 XY,

St

PR ik
RFC 827 Exterior Gateway Protocol (EGP)
RFC 2918 Route Refresh Capability for BGP—4
RFC 4271 A Border Gateway Protocol 4 (BGP-4)
6.3.3 BGP UPDATE i 3C#& =,

WIS BGP L TYPE S 2, MIRZHR SN UPDATE i3 SR THI TR SC N AW~ (RFC 4271) , UPDATE S H i 45 #%
i

WoCkE
B 1 UPDATE #f3Ck& K




Unfeasible Routes Length (2 octets)

Withdrawn Routes (variable)

Total Path Attribute Length (2 octets)

Path Attributes (variable)

Network Layer Reachability Information (variable)

B KE

X

Withdrawn 2 DT (EfFS  F5B Withdrawn Routes #i7r HUKSE . HAMAZENS, RoREA M I L.

Routes L)

Length

Withdrawn Az

Routes

Total Path |2 N7 (B 5
Attribute 1)

Length

Path A5 K-

Attributes

BEEREEREE AR, PR RS RICEE 1T Length SR AZ B Prefix 3.

o Length: RS thiOEnD. JLE NN, RORUCECATA 1 .
o Prefix: fRIXM IP Ml AT AUH BT RoR. Blin. e R By
200. 200. 200. 200, HHwfdH 16 B LR AT U1
Mask 4% (-+-2k#]) Length Prefix
32 20 C8 (8 (8 (8
25 19 €8 (8 (8 80
20 14 C8 (8 €0

15 OF C8 C8

#RBH Path Attributes #B4rF1 Network Layer Reachability Information PHEBHIKE . HAH

NS, FoRBA B i R L R .

B ZOF I R PESIER,  FEESRT S MR BRI HEFE 355 S0 R B e P e k.
B NEIERTOREEMERN, IR, BIEE = IR TLV 4 . F PR,
B 2 BGP 4@ 1 TLV % 5X

0 7 15
Attr. TYPE Attr. Length Attr. Value { variable )

Hodr, Attr. TYPE (5 2 NFH CERFSAL), B3 1 797/ Flags (ERFSA) Ml 1 F351 Type
Code (LS.

B 3 TLV 454 —Type



B KE

Network AR
Layer
Reachability

Information

(NLRI)

X

0 7 15
Adtr. Flags Attr. Type Code

.'/-

O|T|P|E|U|U|U U

Attr.Flags: (5§ 1 M9 (8 bit), FoR@IERbrid, HAAD bit AR ST ER:

0: Optional bit, JEYERIFIEME. PEEMERE S i Ert. Wrk/EtE (optional) AN
1, AiNEM (well-known) BNE.

T: Transitive bit JEPEMAIMEIENE. X TrEEME, A LB 1, EEBRRCN 0.
XA NBERIEA 1.

P: Partial bit JEIERRFTE. X T AfEIE K ATk B RAK oy 1, RBERRNE. X
TAERAL I B AT R A AN B, AR E

E: Extended Length bit EZBIERKEMFE (I Attr. Length) B HEY JE. AFH
B RMBONE, Attr. Length & I M55, FEY RWBY 1, Attr. Length &7 2 MFEA5.
U: Unused bits & 4 A& A, KIER LIAAHECNE, JEHEBE 3 205

Attr. Type Code: 5 I D47 (LFFTA, FRBIERRA S, REWMTE 2.

Attr. Value: HRIGASFJEMERISBIAE AR A 2.

B E T L BT 3R, B — MR AT S T — A LV e (prefix length, the prefix

of the reachable route) %, HImIGIAE /5715 Withdrawn Routes FJIEE FiAHIH .

R 1 BlEENRYSEIR

JRAERTY

1: Origin

2: As Path

JR A

IGP

EGP

Incomplete

AS_SET



B

W HI

KE X
AS_SEQUENCE
AS_CONFED_SET
AS_CONFED SEQUENCE
3: Next Hop T—BkA IP 3k

4

Multi Exit Disc

MED FH T HIBriR &3k N AS IS i B %

5: Local Pref

Local Pref FT Wi & BT AS B A HE S B

6

Atomic Aggregate

BGP Speaker ZEFR GG AU, MiARF AR b

7: Aggregator KEFEERIHEZS 1D F1AS 5
8: Community 44 T 1

9: Originator_ ID

S 5T B R S 1 Router 1D

10: Cluster List

S i e 1) St A 81 2R

14: MP_REACH_NLRI

Z WAl IA NLRT

15

MP_UNREACH_NLRI

Z WA I NLRT

16 Extended

Communtities

I AR w1k

B 4 withdrawn ¥ b A5 TR




9
Marker: 16 bytes

5 Length: 28 bytes
5'1'}!1:-1: UPDATE Message (2)
5 Unfeasible routes length: S bytes
= B #ithdrawn routes:
= 3 10.10. 10.10/32
L) #ithdrawn route prefix length: 32
L ¥ithdrawn prefix: 10.10,10.10 (10.10.10.10)
B Total path attribute length: O bytes

00 EO FC 6C S8E 7A 00 ED 4C 77 4B C8 08 00 45 00
00 44 B3 8C 40 00 80 06 34 1A 64 02 6C E9 64 02
DE 1F 06 23 00 B3 60 6C ES FO 8A 54 C7 81 50 18
FB BZ EZ 96 00 00

B 5 AN e i 5B S

L) UPDATE Message
I marker: 16 bytes
Q Length: S6 bytes
) Type: UPDATE Message (2)
5 Unfeasible routes length: 0 bytes
gl‘oul path attribute length: 25 bytes
+ L9 Path attributes
=l B Network layer reachability information: 8 bytes
+ 1) 200.1.1.0/24
+ 3 200.1.2.0/24

00 EO FC 08 2B 29 00 EO 4C 77 4B C8 08 00 45
00 60 31 E2 40 00 80 06 7F A4 64 02 6C 02 64
15 0B 07 79 00 B3 B7 71 6E 73 36 4C 96 37 S0
FD D7 C3 BF 00 00

0o
0z

18

S
PRt Eiip
RFC 827 Exterior Gateway Protocol (EGP)
RFC 2918 Route Refresh Capability for BGP—4
RFC 4271 A Border Gateway Protocol 4 (BGP-4)




6.3.4 BGP [{] NOTIFICATION R 3CH& =

% BGP 4R SCL R TYPE S 3, W% SC N NOTIFICATION 4R 3C. Gk T ik S N &R (RFC 4271) , NOTIFICATION i
SCH T AL FE BGP FEFE A ) A5 R R
B 1 NOTIFICATION i sCh%

0 T 15 31
Error Code Error Subcode

Data

B BURREIT

e Error code: i 1 MFHT (TEFFSAL), & EHRIEM, IRRHE IR TR,

o Error subcode: i I NFH CEFFSAL), REM RTINS, ARKFE MR 5 HF LR,

A

o Data: F8EHIFEEANRE

R BiRTH

L HESKHR 1. EEARFD

2: BHRFTHEACE

3: BRI ERA

2: Open JH B AT 1% L: ASCFRFIRAR S

2: BHRHIXAE AS

3: R BGP FRINAF

4 ASCFFHIATIESH

6: ANTTHEAZ [ ORI I 1]



7o ASCRRIIRE

3: Update :‘/ﬁ A%\%ﬁe

1: R IESIR

2: ARFRBIE AN ETE

4 JEMEARGAE IR

5: @M AR R

6: LR Origin J@ 1tk

T: AS BRI

8: T Next Hop JB1E

N

in}

9: mlikENE

o

10: FER 45 B

11: W AS Path

4: Hold Timer s

0: BARFHIIEE R T 5E o

5: A PRAREHLH R

0: BATRFA AR IR T 5E 3o




1: Message

header error

: EELOCH]

o MHERSRJE

: HHEE

: ERRIW

o HARBCE S

o ERRR

o DR Gk

: BFD Wi Fi%d%

. connection not synchronized

. error message length

. error message type

2: Open

message error

. unsupported version number

. error peer AS

. error BGP identifier




4: unsupported optional parameter

5: authentication failed

6: unacceptable Holdtime

7: unsupported capability

3: Update | 1: malformed attribute list

message error

2: unrecognized well-known attribute

3: well-known attribute is missing

4: attribute flags error

5: attribute length error

6: invalid origin attribute

7: AS routing loop

8: invalid Next-Hop attribute

9: error optional attribute

10: invalid network field

11: abnormal AS-Path




LA

4: Hold timer

expired

: no special definition of the error subcode

5: Finite

state machine

error

: no special definition of the error subcode

6: Cease

: maximum number of prefixes reached

. administrative shutdown

. peer de—configured

: administrative reset

: connection rejected

. other configuration change

: connection collision resolution

. out of resources

: BFD session Down




Q NOTIFICATION Message
L4 Marker: 16 bytes
L3 Length: 21 bytes
L) Type: NOTIFICATION Message (3)
Bﬂrror code: Cease (B)
gErmr subcode: Undmown (0)

00 E0O FC 6C S8E 7A 00 ED 4C 77 4B C8& 08 00 45 00
00 3D BS 3F 40 00 80 06 32 6E 64 02 6C E9 64 02
DE 1F 07 7F 00 B3 60 63 56 51 00 16 2E SA 50 18

FF BF AC 78 00 00

SEIHE
PRt Hiik
RFC 827 Exterior Gateway Protocol (EGP)
RFC 2918 Route Refresh Capability for BGP-4
RFC 4271 A Border Gateway Protocol 4 (BGP-4)

6.3.5 BGP KEEPALIVE 3 3C#% 2%

Wk
5 BGP i SC Sk 1A TYPE A 4, MiZ4R SN KEEPALIVE $8% 3. KEEPALIVE 0 FH T4 BGP iE$,

KEEPALIVE . 3C RAT BGP #3Ck, B RN E, BRSO RIE E 19 475,
LA

g KEEPALIVE Message
) Marker: 16 bytes
@ Length: 19 bytes
L Type: KEEPALIVE Message (4)

00 EO FC 08 2B 29 00 EO 4C 77 4B C8 08 00 45 00
00 3B 31 EA 40 00 80 06 7F Cl 64 02 6C 02 64 02
15 0B 07 79 00 B3 B7 71 6E AB 36 4C 9B 4A 50 18

FD C4 64 FO 00 00

SE




PR HiR

RFC 827 Exterior Gateway Protocol (EGP)
RFC 2918 Route Refresh Capability for BGP—4
RFC 4271 A Border Gateway Protocol 4 (BGP-4)

6.3.6 BGP [{] REFRESH & S K& =,

WA BGP Sk 8 TYPE 2 5, JUiZ R SCA REFRESH #3043k Ja T T2 I SC N AW (RFC 2918) , REFRESH 4 SCH F-3h 4
BV SR BGP % HH & A & B ¥ K Aii UPDATE R3¢, #E4T 6 i 5 3.

wICkE
B 1 REFRESH i 30H4 54

0 T 15 23 31
AFI Res. SAFI
Field | Length K& Description iR
B

AFT 2 AT CRAF | F#onthhbjz id, 5 UPDATE i 32 H (1158 XA A

S

Res. L™ CERF | T ANAN %, FERRST, R4 2% .

=z

SAFI 1 35 (G4 | 5 UPDATE #i3CH ie AT



Y% JROUTE-REFRESH Message
) Marker: 16 bytes
é;; Length: 23 bytes
) Type: ROUTE-REFRESH Message (5)

) Address family identifier: IPvd (1)

é;; Reserved: 1 byte

é;; Subsequent address family identifier: Unicast (1)

00 EO 4C 77 4B C8 00 EO FC 6C 8E 7A 08 00 45 CO
00 3F CD 9D 00 00 FF 06 DA 4D 64 02 DE 1F 64 02
6C E9 00 B3 06 25 GA 54 BB SA 60 6C DE DA 50 18

20 00 E9 94 00 00

SEIHE
PRt Hiik
RFC 827 Exterior Gateway Protocol (EGP)
RFC 2918 Route Refresh Capability for BGP—4
RFC 4271 A Border Gateway Protocol 4 (BGP-4)
6.4 BOOTP #H 3 k&=

BOOTP (Boot Protocol) s&—Ff IP/UDP 5| F:¥pi, wUAME—NTeHEE F um sk E iy 1P #huhik. ARS5#% 09 EALHRE RN — AN 75 Bk
WAFH B AT 48 & L FRI 5] 5 30 .

A1 B ;P e SR S AT LA — FOEZ 2 5 e B 51 U5 BRI MEST I B a2 T, SEIa A, BOOTP kAT
3] 1 IX— . JERE BOOTP B, 2/ 3 ol LA Bh3R45 1P Huhik. IS5 dsHuhb AN 51 25045, AT 78 Bt bk e M5l a3l .

AT — MAE B TRTP $03%, (B BOOTP 8845 5 Ho el ¥l &n SFTP 8¢ FTP —itg TAF.
WK
BOOTP Pirs( i SC i d & 7E UDP A,

B 1 BOOTP R H%




0 7 15 1
Op (1) htype (1) hlen (1) hops (1)
xid (4)
secs (2) ==
ciaddr (4)
yiaddr (4)
siaddr (4}
giaddr (4)
chaddr (16)
sname (64)
file (128)
Vendor (variable)
7B  KE (F X
)
op 1 BRI R R, HUEN 1 8L 2:
e 1 = BOOTREQUEST (5| Si%K)
e 2 = BOOTREPLY (5|'%M%)
htype 1 Hardware address type, f#E{FHULEZETL, W00 1 B FRom % i () I 28 A4 2 10M DLR RIS,
hlen 1 Hardware address length, fEHibEKEE, U1k 6 By TR b B P L8 AT ik o Bbytes
hops 1 B E AR 0, TEESERM OCT] SIS IEBAEH Cn 1.
xid 4 HEID, —ANMEALE, FSRUCHD 51 & SRR R
secs 2 B um g R R RS 2R, AR mES.
— 2 KA H
ciaddr 4 Client IP address, &/ IP #ilib, WIE /o AiE si/e 51 Fig R HIEHEA.
yiaddr 4 Your (client) IP address, #RH (&) IP Huhk, @SRE P um ARIEERHIE (ciaddr & 0), ARS#%
HN
siaddr 4 Server IP address, [R5#s IP Huhik IR %5 #efE 5] S 25K [H] o
giaddr 4 Gateway IP address, M=% IP bk, fEEEHRMICH] SAn PLEFRAE .




FE KE (F =P8
R:D

chaddr 16 Client hardware address, 2%/ 'imtdifEshhl, BE P EREE.

sname 64 Server host name, ARSS#FFEMNLIH. AIEEM, WHRIET, BAN—ALLO0 45RMFRFH .

file 128 Boot file name, 55344, AIER), WHREST, WIAN—NUL0 ZRFERFE.

vendor 64 Vendor—specific area, WAJiEMIRZKIEEHIXIEL. T LUEIERMAERAL/ Fo. s E Rt aE /i SO &
SGICE. XEERHAE =5 FeEFfE P .
vE: vendor B, XFF DHCP, XHRN “option” FE. MWFEBEHM “CLV” XML, Bl code: FrIRT,
ME—bR R EINRE B NE, 5 lbytes; length: K&, XRFHERNERKE, & lbytes; value: 18
BENE, HKEHRN length frfgE, UL bytes NHAL,

BOOTP i 3C7~5

& 2 BOOTP i sk 3L

Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bit:
Ethernet II, Src: 70:54:76:0e:03:3e (70:54:76:0e:03:3e), Dst: Broadc:
Internet Protocol version 4, Src: 177.16.3.62 (177.16.3.62), Dst: 25!
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
= Bootstrap Protoco
Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: 0x00010300
Seconds elapsed: 0
Bootp flags: 0x0000 (unicast)

O0... veve wev. .... = Broadcast flag: unicast

.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0 (0.0.0.0)

=
(52

8 B

53

)

vYour (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: 70:54:76:0e:03:3e (70:54:76:0e:03:3e)
Client hardware address padding: 00000000000000000000
server host name not given

Boot file name not given

Bootp vendor specific options

B 3 BOOTP M S $i 3¢




@ Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bit:
# Ethernet II, Src: 70:54:76:0e:03:40 (70:54:76:0e:03:40), Dst: 70:54::
# Internet Protocol Vversion 4, Src: 177.16.3.64 (177.16.3.64), Dst: 17
# User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)
= BOOTStrap Protoco

Message type: Boot Reply (2)

Hardware type: Unknown (Oxef)

Hardware address length: 176

Hops: 56

Transaction ID: 0x00010300

Seconds elapsed: 27802

= Bootp flags: Oxae38 (Broadcast)
1... vvvvs «ves «... = Broadcast flag: Broadcast
.010 1110 0011 1000 = Reserved flags: Ox2e38

Client IP address: 181.127.0.0 (181.127.0.0)

your (client) IP address: 10.16.0.1 (10.16.0.1)

Next server IP address: 10.16.0.2 (10.16.0.2)

Relay agent IP address: 1.0.0.0 (1.0.0.0)

client address not given

Server host name not given

oot file name not given

Bootp vendor specific options

SERRE

PR iR
RFC 951 Bootstrap Protocol (BOOTP)
RFC 1542 Clarifications and Extensions for the Bootstrap Protocol

6.5 DHCP 3 3CH% =

(3¢ .5

DHCP #3027 T UDP _Fim E RS, SR FH 67 (DHCP AR%5#%) 168 (DHCP % F i) AN 5.
DHCP fJ i SO =0 an ~ B o

B 1 DHCP #3CH% 3\




0 7 15 31
Op (1) htype (1) hlen (1) hops (1)
xid (4]
secs (2) flags (2)
ciaddr (4)
yiaddr (4}
siaddr (4)
giaddr (4)

chaddr {16)

sname (64)

file (128)

options (variable)

DHCP #5304 - B0 5 L
B KE &
b |y BRI,

o i FUERIERIRIL
o 2: RS ERMIRN KL

htype | 1545 | ZORBEAHBIERSRAL . X T BUKR, 2R MIED “17

hlen |19 | RoRMEIFBLIKEE, BAR T 0T EURM, Z{EA 6.

Hops |17 | BkH. &/ micERN 0, g — MRS 2 E

xid AFAT S ID, R PR ANRINLE, BIR S AN S R AE AT A PR SRR, 7 i R X
SRFMBLEHEATICAL . 1% 1D o2 7 o BB I iR S5 a8k ], Oy 32 fr 4.

secs |27 | MIFEUAT, FoRAFREITIGIRAG 1P bk 1P MhESEAE S A T RIRD AL

flags 12790 | 5B 7E BOOTP A {RBHAK I, 7E DHCP f#mbR &5 B

Bl 2 Flags FBtig X

0 15
B MBZ

>~

R &7 B R m A AT =G HoRIAEIgE N 0.
B AT 7 B AR ) T MAR G, AR B




B OKE

ciaddr |4 =T
yiaddr |4 %y
siaddr |4 F37

giaddr |4 %y

chaddr |16 =7

sname 64 FT1

file 128 775

options | AJ A%

DHCP Options

Option | KE (&

id )

3 n*4

6 n*4

X

o 0: 7GRS B LA ERE L R 1% 0 RAR L

o 1o B RMSG B LA R 1% 0 RAR L
% TP Hihk. R %52 Bound. Renew. Rebinding JIRZS, I ELAEMIR. ARP iR, A REHIE .
“HRE T B Y TP Mk
2] DHCP PSR BT — MW BOE A T A IR 55 4 10 TP Hiuhik.

ZFBLRIREE — A DHCP " 4% (1 TP Hhhl (. A bbb b M0 2% 5 o & H DHCP 18RI, 4R
JR 45 28 i ANE R — AN, 84 55—~ DHCP "4k 7E %% 03X A DHCP 1l SRRCSCHT 248 H 2 TP HibikdH
NI B e MRS & 2R b BORFIWT I Btttk AT £ 04 FH P 23 BC Bk ik ib o IR 55 4838 2 R 40 3y
Bk o )3 4 SC A& 45 M DHCP Hpédk, i 1 DHCP Hh 4oRF AR STHE e 4 %5 7 i o

FAER|IL DHCP R4S 234t 7 A 1E—> DHCP #14k, HB-4 55— DHCP W4k i Ao b 7B, R
Hops RY%CH BN 1.

2 FBEROR R P U ) MAC #hhl, B SREIIE “Hardware Type” Ml “Hardware Length” fREF—. &
i & Y DHCP 1 3R B, ¥ H SR bEE N 7B ST T RIUORKY, 24 “Hardware Type” Fll “Hardware Length”
SRR “1” AL “6” IF, BN 6 1 LUK N MAC Mtk

B BORR B I ARG BLAS B IR S5 #8447 b Buih DHCP Server 3H'S, JEWIER. WIRIAE, WAl —
L0 2RI T4 R

BFBRRRE SIS E 4 . Bt DHCP Server H'E, RU[1EN, WHRIHEE, BAE—LL0 4

R

%7 BER N DHCP e By, 2/0N 312 7745, kO AR+ -+ 54”7 . DHCP B b7 BLa & T iR & 48 4
MRes4am I B S, Mo% TP Hiukik, DNS ARZ-S%M TP #uhl, 2/ ual UAE 1P bk S S B,

iR

Subnet Mask

Router (%)

DNS Server



7 n¥*4 Log Server
26 2 Interface MTU
33 n*8 Static route
35 4 ARP cache timeout
42 n*4 NTP servers
51 4 IP address lease time
53 1 Message type:
e 1-DHCPDISCOVER
e 2-DHCPOFFER
e  3-DHCPREQUEST
e 4-DHCPDECLINE
e  5-DHCPACK
e  6-DHCPNAK
e  7-DHCPRELEASE
e  8-DHCPINFORM
54 4 DHCP Server Identifier
60 n R X PTG B % A B 44 75 R ES DHCP 153K, JEid Option 60 #E7ik(E .. Y E] DHCP e SCH, Ik
Option 60 H#fal S BoR /AL 1P Hhik,
82 n B E X AFH DHCP Relay, fEH4kFH )/ DHCP #SCHF, FI7E Option 82 HHHFH P B EEE, A
DHCP k55 S 43 A B AT B0 N FH 40 Be 1P Mtk
WA

& 3 DHCP g %=, (discover BB



s

Frame 1: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bit
Ethernet II, Src: Grandstr_01:fc:42 (00:0b:82:01:fc:42), Dst: Broadc
Internet Protocol version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.25
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

= Bootstrap Protocol

®
*
®

Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: 0x00003d1ld
Seconds elapsed: 0
Bootp flags: 0x0000 (Unicast)
O0..c vvvv 2eee +... = Broadcast flag: unicast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
option: (t=53,1=1) DHCP Message Type = DHCP Discover
option: (53) DHCP Message Type
Length: 1
value: 01
option: (t=61,1=7) Client identifier
option: (t=50,1=4) Requested IP Address = 0.0.0.0
option: (t=55,1=4) Parameter Request List
End option
Padding

B 4 DHCP it 3C#% 5 (offer B

[#
)
[+
#
=

fEEE®

# Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bit
# Ethernet II, Src: pellcomp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grands
Internet Protocol version 4,
+) User Datagram Protocol, Src Port:
-} Bootstrap Protocol

Src: 192.168.0.1 (192.168.0.1), Dst: 19

, DSt Port: bootpc (68

Message type: Boot Reply (2)
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: 0x00003did
Seconds elapsed: 0
Bootp flags: 0x0000 (unicast)
0. cese eses ... = Broadcast flag: unicast
000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0 (0.0.0.0)
your (client) IP address: 192.168.0.10 (192.168.0.10)
Next server IP address: 192.168.0.1 (192.168.0.1)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
magic cookie: DHCP
option: (t=53,1=1) DHCP Message Type = DHCP Offer
option: (53) DHCP Message Type
Length: 1
value: 02
option: (t=1,1=4) Subnet Mask = 255.255.255.0
option: (t=58,1=4) Renewal Time value = 30 minutes
option: (t=59,1=4) Rebinding Time value = 52 minutes, 30 seconds
option: (t=51,1=4) IP Address Lease Time = 1 hour
option: (t=54,1=4) DHCP Server Identifier = 192.168.0.1
End option
pPadding



B 5 DHCP i 3C#% 50 (request BBt

@ Frame 3: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bit
# Ethernet II, Src: Grandstr_01:fc:42 (00:0b:82:01:fc:42), Dst: Broadc
# Internet Protocol version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.25
# User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: 0x00003dle
Seconds elapsed: 0
= Bootp flags: 0x0000 (unicast)
0... veve vves ... = Broadcast flag: unicast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Client hardware address padding: 00000000000000000000
server host name not given
Boot file name not given
Magic cookie: DHCP
 option: (t=53,1=1) DHCP Message Type = DHCP Request
option: (53) DHCP Message Type
Length: 1
value: 03
option: (t=61,1=7) Client identifier
option: (t=50,1=4) Requested IP Address = 192.168.0.10
option: (t=54,1=4) DHCP Server Identifier = 192.168.0.1
option: (t=55,1=4) Parameter Request List
End option
pPadding

B8 ®

K 6 DHCP fix 3C#% (ACK BB



Frame 4: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bit:
Ethernet II, Src: pellComp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grands:
Internet Protocol Version 4, Src: 192.168.0.1 (192.168.0.1), bst: 19
4 User Datagram Protocol, Src Port: bootps (67), DSt Port: bootpc (68
= Bootstrap Protocol
Message type: Boot Reply (2)
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: 0x00003dle
Seconds elapsed: 0
= Bootp flags: 0x0000 (Unicast)
0... vevv «ev. +... = Broadcast flag: unicast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 192.168.0.10 (192.168.0.10)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
option: (t=53,1=1) DHCP Message Type = DHCP ACK
option: (53) DHCP Message Type
Length: 1
value: 05
@ option: (t=58,1=4) Renewal Time value = 30 minutes
@ option: (t=59,1=4) Rebinding Time value = 52 minutes, 30 seconds
@ option: (t=51,1=4) IP Address Lease Time = 1 hour
@ option: (t=54,1=4) DHCP Server Identifier = 192.168.0.1
@ option: (t=1,1=4) Subnet mMask = 255.255.255.0

&

@
+

eEnd option
Padding
SERE
PR Eii3)
RFC 951 Bootstrap Protocol (BOOTP)
RFC 1542 Clarifications and Extensions for the Bootstrap Protocol
RFC 2131 Dynamic Host Configuration Protocol
RFC 2132 DHCP Options and BOOTP Vendor Extensions

6.6 DHCPv6 IR,

DHCPv6 73 A& T UDP _F (A7 2 MR S, REC HEE K F] 547 (DHCPv6 FR44%/Relay) F1 546 (DHCPv6 %% F'iff

WOCHE A
B 1 % )35/ 75 #3550 DHCPvG 3 B =X

) AN S




0 7 15

31

msg-type transaction-id

options (variable)

BT B
FB KE &
nsg—type | o
4 e SOLICIT (1)

e ADVERTISE (2)

e REQUEST (3)

e CONFIRM (4)

e RENEW (5)

e REBIND (6)

e REPLY (7)

e RELEASE (8)

e DECLINE (9)

e RECONFIGURE (10)
e INFORMATION-REQUEST (11)
e  RELAY-FORW (12)

e RELAY-REPL (13)

transaction—id |2 F | y§E 1D

options AR e B

B 2 14k DHCPv6 1 B A% =X,




15

3

mso-type

hop-count

link-address

peer-address

options (variable number and length) ....

R
1
s
FE
0y
<

B KE
msg-type 157
hop—count 1 =4

link—address | 12 &7

peer—address |12 FT3

options T AR

e Relay—forward Message: RELAY-FORW

e Relay-reply Message: RELAY-REPL

P

e Relay—forward Message: Number of relay agents that have relayed this message.

e Relay-reply Message: Copied from the Relay—forward message.

e Relay—forward Message: A global or site—local address that will be used by the server

to identify the link on which the client is located.

e Relay-reply Message: Copied from the Relay—forward message.

e Relay-forward Message: The address of the client or relay agent from which the message

to be relayed was received.

Relay-reply Message: Copied from the Relay—forward message.

WAL 4N Relay Message option” (IR, 48K, rrdkn] LD H A%,

& 3 DHCPv6 Options FEHIFS

0 15 31
option-code option-len
option-data
(option-len octets)
B KE P

option—code |2 F7i

TEFF 5 BH, PRI S

e OPTION CLIENTID (1): #RiRZE &y, AT IHAE .



B KE X

e  OPTION_SERVERID (2): FIT-iRIIMES 45,

e OPTION_IA NA (3): FFIffif bt ik i

o OPTION_TA_TA (4): I bk 4R3I 00

e OPTION_TAADDR (5): Fil-T-#f5ubikisii.

o OPTION_ORO (6): JEMTIFREET, FIRAER AR 55 4% < [RAR IR — R AL
e OPTION PREFERENCE (7)

e OPTION ELAPSED TIME (8): Elapsed Time Option

e  OPTION RELAY MSG (9): fE Relay-forward V4 &8 Relay-reply ¥ & Hf%id DHCP 4 & .
e OPTION AUTH (11): Authentication Option

e OPTION UNICAST (12): Server Unicast Option

e OPTION STATUS CODE (13): Status Code Option

e OPTION RAPID COMMIT (14): Rapid Commit Option

e OPTION USER CLASS (15): User Class Option

e OPTION VENDOR CLASS (16): Vendor Class Option

e OPTION VENDOR OPTS (17): Vendor—specific Information Option

e  OPTION_INTERFACE_ID (18): HITHriHf FHEAEO

e OPTION RECONF MSG (19): Reconfigure Message Option

e OPTION RECONF ACCEPT (20): Reconfigure Accept Option

e DNS Recursive Name Server (23)

e DNS Domain Search List (24)

e JA PD (25): (Identity association for prefix delegation), FZALHIATZREE SILDI,
o IAPD Prefix (26): FIT-4fErAT4LII.

e Relay Agent Remote—ID (37)

e Relay Agent Subscriber-ID (38)

e AFTR Name (64): FT DS-Lite 745 AFTR 1384 .
option-len |2 i TR 5540, #578 option—data FR T4

option-data | AJ A% I A 5y
W

B 4 DHCPv6 Solicit R3¢ (IAPD & IANA)



i Ethernet
INTernet Protocol Version &

® 0110 .... = version: &
0000 0000 L... siis siis sees ses. = Traffic class: Ow0O0000000
....... o wes. 0000 0000 0000 0000 0000 = Flowlabel: 000000000

Payload length: 84
Mext headsr: UDP (0x11)

~Hop 1imir: &4
Source: Tesd::leld:4cff:ferf7:4eda (FelS0::2eld:4cff:Fef7:4e5a)
pestination: FROZ2::1:2 (FFO2::1:2)
User Datagram Protocol, src Port: dhopwé-client (546), Dst Port: dhopvb-server (547)
DHCPVG
Message type: solicit (1)
Transaction-ID: Ox000035c7
= Client Identifier
option type: 1
option length: 14
oUID type: link-layer address plus time (1)
Hardware Type: IEEE 802 (&)
Time: 317290726
Link-layer address: 00:e0:4c:77:4e:5a
@ Identity association for Mon-temporary address
® Identity association for Prefix Delegation
= Identity association for prefix Delegation
option type: 25
option length: 12
IAID: 1
T1: G000
T2: 12000
® Elapsed time

o=

& 5 DHCPv6 Request L

Frame 1 (140 bytes on wire, 140 bytes captured)
Ethernet II, Src: Realteks_77:4e:5a (00:e0:4c¢:77:4e:5a), Dst: IPvémcast_00:01:00:02
Internet Protocol version 6
® 0110 .... = version: 6
vees 0000 0000 suvv veve vune snes «os. = Traffic class: 0x00000000
............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 86
Next header: uop (0x11)
Hop 1imit: 64
source: Te80::2e0:4cff:fe77:4e5a (fe80::2e0:4cff:fe77:4e5a)
pestination: ff02::1:2 (ff02::1:2)
= User Datagram Protocol, Src Port: dhcpvé-client (546), Dst Port: dhcpvé-server (547)
Source port: dhcpvb-client (546)
pestination port: dhcpvb-server (547)
Length: 86
# Checksum: 0xf37¢ [correct]
= DHCPVE
Message type: Request (3)
Transaction-10: 0x000042e5
# Client Identifier
Identity Association for Prefix pelegation
= Identity Association for prefix pelegation
option type: 2§
option length: 12
IAID: 1
T1: 6000
T2: 12000
# Elapsed time
= Server Identifier
option type: 2
option length: 14
pUID type: link-layer address plus time (1)
Hardware type: IEEE 802 (6)
Time: 351431131
Link-layer address: 00:13:72:a0:¢6:61

hes

®

& 6 DHCPv6 Relay-Forw k3



Frame 1 (228 bytes on wire, 228 bytes captured)
Ethernet II, Src: 02:00:e0:00:00:33 (02:00:e0:00:01:33), Dst: Dell_ad:cH:61 (00:13:7
Internet Protocol version &
uUser Datagram Protocol, src Port: dhcpvb-server (5470, Dst Port: dhopvé-server (547)
DHCPVEG
Message type: Relay-forw (120
Hop count: @
Link-address: 4001::1
Peer-address: TeB0::2e0:4cff:fe?7:4e5a
= Interface-Id
option type: 18
option length: 44
Interface-1ID
= Relay Message
option type: 9
option length: 76
= DHCPVE
Message type: solicit (1)
Transaction-I0: OxO00035CF
@ client Identifier
® Identity Association for Mon-temporary Address
® Identity association for prefix pelegation
@ Identity association for Prefix pelegation
® Elapsed time

I EEEE

Q000 OO0 13 72 a0 <6 61 02 00 e0 00 Ol 33 86 dd 60 13 r. +3
o010 33 00 aa 11 ff 40 01 00 00 00 00 00 00 00 00 3 R -
0020 00 UD 00 00 00 01 30 01 OO0 00 00 OO 00 00 00 00  ......0. covee...
0030 00 00 00 00 00 01 02 23 02 23 00 23 19 7d 0c 00 ....... # 8.1
0040 40 0L 00 00 00 00 o0

: 0

00 00 00 00 00 OO
0 B 4

385 bytes capture

* Ethernet.ll. -rc. DE11 aﬂ+cﬁ (51 (na 13:72:a0: cﬁ Gl), Dst: 02:00:20:00:00:33 (02:00:¢

= Internet Protocol version o
@ 0110 .... = version: &
o D000 0000 .uue suss ssss ssss cass m Traffic class: 000000000
we wea. 0000 0000 0000 0000 0000 = Flowlabel: OxOO000000

Pay1uad 1ength 331
Mext header: UDP (0x1l)
Hop limit: 128
Source: 3001::1 (3001::1)
pestination: 400L1::1 (4001::1)
# User Datagram Protocol, src Port: dhcpvB-server (5470, Dst Port: dhcpwb-server (547)
= DHCPVE
|Hessage type: Relay-reply (13)'
Hop count: O
Link-address: 4001::1
reer-address: feS0::2ed:4cff:fef7:dela
|® Interface-Id |
= Relay Message

option type: 9

option length: 237

= DHCPWE
Message type: Reply (7)
Transaction-I0: Ox00005066

# Client Identifier

® Server Identifier

® Identity Aassociation Tor Mon-temporary address

# Identity Association for Prefix Delegation

S

Prite Hid

RFC3315 Dynamic Host Configuration Protocol for IPv6 (DHCPv6)

RFC3633 TPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version6




PR HiR

RFC3646 DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
RFC3736 Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6

RFC6221 Lightweight DHCPv6 Relay Agent

RFC2131 Dynamic Host Configuration Protocol

RFC2131 DHCP Options and BOOTP Vendor Extensions

RFC3406 DHCP Relay Agent Information Option

6.7 Diameter PR ICAE R

Diameter P e TETF 1) AAA TAEZHA/E N T —ACH AAA PRiSCPR#E, HH RADTUS Piristys it i >k .
Diameter H®TEZERM T BEE A%, [E M\ £ Efd H RFC2865 1) Radius Thil. BEEE M S5THLMERE, S—ilFit 5z
BUIR S5 s (A ORBEE ), & X8 NS FF Diameter Wik RN i 75 5K o

ok
B 1 Diameter Wrl R4y

Diameter Extended
Application

Diameter Bazed Protocol

TLS

TCP SCTP

IP/IPsec

L2

L1

& 2 Diameter L CH R



31

Version

Message Length

command flags

Command-Code

Application-1D

Hop-by-Hop ldentifier

End-to-End Identifier

A\VPs ..

B KE

Version 1 =4y

Message Length |3 7

Command Flags |1 %77

Command—Code |3 F7

X

WIE N 1, TR Diameter PHXRASH 1,

227~ Ditameter VHEKZ, @35 Diameter HkFHiK,

sy Bk R

01234567

o R(equest) — WIRE 1, FRHENFRIEE, WRE 0, LRHEAMEHE.

e P(roxiable) — WIRE 1, FoRiHE e AR, P4kEEE M. WIRE 0, FoRiE LA
AbFE

e E(rror) - WRE 1, F/RHBEEMIER, AFFE ABNF 1€ L. A E LR EAL RS £
ANETRIE R . R RIS P R A RLZ B A

e T(Potentially re-transmitted message) — 4AKIXMIEHRILES BN, Mbrid B, ®
NATRERUNBERE R S BOE B ESE . B 1 RORERER M B TR iC L ATE 0. FIAH B
eARid % E 0,

o r(eserved) — FRKRMH, BARENO0, BN 2K,

S, ACRS{E Hr TANA 23fd, Firb OXFFFFFE —OxFFFFFF i B4 45 S50 F .

e Abort-Session-Request (ASR): 274
e Abort-Session-Answer (ASA): 274
e Accounting—Request (ACR): 271

e Accounting—Answer (ACA): 271

e Capabilities—-Exchange—Request (CER): 257



B

KE

Application—ID |4 F7i

X

e Capabilities—Exchange—Answer (CEA): 257
e Device-Watchdog—Request (DWR): 280

e Device-Watchdog—Answer (DWA): 280

e Disconnect-Peer—Request (DPR): 282

e Disconnect-Peer—Answer (DPA): 282

e Re—Auth-Request (RAR): 258

e Re-Auth-Answer (RAA): 258

e Session-Termination—-Request (STR): 275

e Session-Termination—-Answer (STA): 275

FIRARCTE B RIRF, M AT RERINIES T EE | FRFR A -

Hop-by-Hop 479 IBEkARIE, A SRULECTE SRAIRZ:, @E & —NEEMM g5, M—DNBEVLETT@aien. NE&HE R
Identifier Rt 7B BT, R ER
End-to-End 477 | HATRNEENE.
Identifier
AVPs AR |Diameter V.S H FH AVP SRE 15 B,
B 3 AVP JH A%

0 8 31

AVP Code
VIM|P| Reserved AVP Length
endor-1D (opt)
Data ...
FB KE X

AVP Code |4 bytes |AVP Code Bt Vendor—1d FFBr—laME—Ari — M@k, 1 - 255 iR HT-F1 RADIUS J5 MFfE%s, A&

R Vendor-1d FB. 256 M LLLA{EA T Diameter #3i%, HH IANA 43P,

1 bit V (Vendor-Specific bit) 7 FHFKFRiA AVP SLEF &5 UM Vendor—1D FEL .

1 bit M (Mandatory) £ FHRARIRIL AVP J& 75 DA 2045 o



FB KE X

P Ibit P AL AR S R

Reserved |5 bits PREAL

AVP 3 bytes | AVP = #, 45 AVP Code. AVP Length. AVP Flags. Vendor—ID. AVP data FE.

Length

Vendor—ID |4 bytes | IANA Z3ECHI) FKARMN. Witk V ELAEE AL, AVP 22454 Vendor—1D F B .

Data Variable |fuF5 0 MELEZAEM:.

W B
B 4 Diameter 3¢ (ffi[ TCP £%%)

@ Frame 22: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)

# Ethernet II, Src: HuaweiTe_43:9c:e2 (78:1d:ba:43:9c:e2), Dst: HuaweiTe_a0:50:ba (
@ Internet Protocol version 4, Src: 181.9.15.65 (181.9.15.65), Dst: 210.12.0.65 (21
# Transmission Control Protocol, Src Port: diameter (3868), Dst Port: 18003 (18003)

version: 0x01

Length: 64
= Flags: 0x80

E T ot = Request: Set

.0.. .... = Proxyable: Not set

.0, ... = Error: Not set

+«.0 .... = T(Potentially re-transmitted message): NOTU set

.. 0... = Reserved: Not set

.0.. = Reserved: NotU set
..0. = Reserved: Not set

....... 0 = Reserved: NOU set

command Code: 280 Device-watchdog
Applicationid: 0

Hop-by-Hop Identifier: 0x0025f39d
End-to-End Identifier: 0x0025f39d

[Answer In: 23]

& AVP: Origin-Host(264) 1=16 f=-M- val=pcrfl1201
AVP Code: 264 origin-Host
= AVP Flags: Ox40
0... .... = vendor-specific: Not set

Mandatory: Set
Protected: Not set
Reserved: Not set
Reserved: Not set
Reserved: Not set
Reserved: NOT set
Reserved: Not set

eees 2.0.
R L
AVP Length: 16
origin-Host: pcrf1201
= AVP: Origin-Realm(296) 1=27 f=-M- val=pcrf1201.huawei.com
AVP Code: 296 origin-realm
@ AVP Flags: Ox40
AVP Length: 27
origin-realm: pcrf1201. huawei.com

B 5 Diameter it 3¢ (fHHH SCTP #f%%)



@ Frame 7: 302 bytes on wire (2416 bits), 302 bytes captured (2416 bits)

@ Ethernet IX, Src: Hangzhou_d5:¢5:29 (00:0f:e2:d5:¢5:29), Dst: Hangzhou_2f:d7:18 (00:0f
@ Internet Protocol version 4, Src: 172.21.112.2 (172.21.112.2), Dst: 192.168.168.9 (192
@ Stream control Transmission Protocol, Src Port: 3876 (3876), Dst Port: diameter (3868)

2 Diameter Protoco

version: 0x01

Length: 236
= Flags: O0x80
Loea eense = Request: Set
.0.. .... = Proxyable: Not set
..0. .... = Error: Not set
..0 .... = T(Potentially re-transmitted message): Not set
«. 0... = Reserved: Not set
++ .0.. = Reserved: Not set
..0. = Reserved: Not set
....... 0 = Reserved: Not set

command Code: 257 Capabilities-exchange

Applicationid: 0O

Hop-by-Hop Identifier: 0x00001ff4

end-to-gnd Identifier: Ox00001ff4
| AVP: Origin-Host(264) 1=53 f=-M- val=huawei2.mme.epc.mnc001.mcc460. 3gppnetwork.org
] AVP: Origin-realm(296) =41 f=-M- val=epc.mnc001.mccd60. 3gppnetwork.org
AVP: HOST-IP-Address(257) 1«14 fw-M- valwe172.21.112.2 (172.21.112.2)
AVP: vendor-1d(266) 1«12 fe-M- vale2011
AVP: Product-Name(269) Twll fw--- valeMME
] AVP: Inband-Security-Id(299) 1«12 fe-M- val=NO_INBAND_SECURITY (0)
AVP: vendor-Specific-Application-I1d(260) 1«32 fe-M-
] AVP: vendor-Specific-Application-I1d(260) T=32 fe-M-

EEEEEEEB

SE i

aNt:3 Hid

RFC 3588 Diameter Base Protocol

6.8 DNS 3R R

£ S'¥ .5
DNS 5 3CH% 70 79 DNS 22 A 7 F 4 SOk 300 IXAMRSCHT 12 7 K i AN 4 MK BERTAZ )7 B . S0 il B 5 B i %
FUENK,  HRSS dsk ] (] R (]« B BN B Bre fhock Ui (RFC 1035) -

B 1 DNS #iSCE 3450

Header
Question the guestion for the name server
Anser RRs answering the question
Authority RERs pointing toward an authority
Additianal RRs holding additional information

Header BURLAFAEM], ERE X TIRRERGRNE, g L7 HMBOR 57 EAAE, DGR brfE i if 2 HAl.
I T B 0T

Bl 2 ks Bk sl




7 8 11 15

QR | Opcode | A4 | TC

RD | RA £

RCODE

QDCOUNT

ANCOUNT

NSCOUNT

ARCOUNT

FB KE Eip7

D 16 bit FRRT B, 2 B bR IR BORHE DNS Wi N2 75 -5 B f) i SR UL »
QR 1 bit REAL,

o 0: il

o 1. MARHRIL
OPCODE 4 bit AR

o 0: FRuEEM

o 1: A&

o 2: REFIREEN

] 3“’15: 1%%*%

TR U A2 2 it U SRR S5 e AR [ 2 A B S B [ B e ), XA ER R AL A .
AA 1 bit FEANL, MRIRAZIL A R T IR 55 2% 72 B2 E 2 1% 38 1
TC 1 bit FENL, NIRRT
i UDP &40, RiZF s KR 512 45, HOIREIEHRSCHIRT 512 M.

RD 1 bit B ity A BRI AL AT IR 55 2 R B AT 7 3

o 0: TR EIA RN IR 25 RBUEARHT

o 1: RORA I MRMT IR 55 25 KB A iR b
RA 1 bit AL AT IR 5528 R B T 7 3

o 0: FRIRIARNTIR S 28 REUEAARMT

o 1: RIRIRA RN IR S5 28 KBS TR AT
7 3 bit AHE 0, REAH




B KE iR

RCODE 4 bit M 7 247

o 0: JE

o 1: TrUfpikES

o 2: REFRA

o 3 HAEATEFE

o 4 EUPRAWIAT
o 5: TrUIBEIELL

o 6-15: fREAAH

QDCOUNT 16 bit ToAF5 16 ALEE R RIS KB P i i) T s
ANCOUNT | 16 bit TorF5 16 SRR IR 2 B i [R50 74
NSCOUNT 16 bit ToRFT 16 A BB R IRAROSCHRA B T B4R ALE R H
ARCOUNT 16 bit TEAF 5 16 A BEHERRAR ST AN B BB N ic sk

KEZHAEMY, Question BB &% M@ (question), i, $HERMT4. XABES QDCOUNT (usually 1) ANalEL, AN EECAY R
T A% =

B 3 Question FEAIE

0 15
QNAME...
QTYPE
QCLASS
FE KE Ei:p%)
QNAME K AR e 1abels P51, 4 labels W — MR RRFEETHRHKE, PLRIXADN TR,

PLO KPEAZ P AT i REFRIBA ER . R TBOTRON A 8711, AR EHHT I ST 55

QTYPE 2 N FoREMRM, . BUET DO AR RUE, DB RS T I BRI 3K

QCLASS 2 AT FREWAIEMNSE, tbin, INMLE Internet.

Bl 4 BRI T Bk ok



15

NAME...

TYPE

CLASS

TTL

ROLENGTH

RDATA,...

R, B MOIBEIEAA R AR 30 2B, BRC S BRSOk Boh 3 B LA U # e, A BHE S 2l

T
FB KE i34
NAME ZIVERIS PRRICRALE HA
TYPE 2 N FORGHRICRIIZRAY, $8H RDATA B & .
CLASS 2 A 2R RDATA 12K,
TTL 4 A TP 58, ORISR ] AR ). 0 AR R et tkin, (HRAREMELE.
RDLENGTH | 2 AN TofF 584, 2R RDATA KL,
RDATA AEK FREE, Foridst, #aUR TYPE AT CLASS 5. Lhlm, TYPE J& A, CLASS J& IN, #84 RDATA mtf—
AN A AT ARPA X 25 il o
8@l

B 5 DNS query 34 5.




# Frame 1: 80 bytes on wire (640 bits), 80 bytes captured (640 bits)
@ Ethernet II, Src: Apple_13:c¢5:58 (60:33:4b:13:¢5:58), Dst: MS-NLB-Physs
# Internet Protocol version 4, Src: 192.168.43.9 (192.168.43.9), Dst: 192
# User Datagram Protocol, Src Port: 51677 (51677), Dst Port: domain (53)
= Domain Name System (query
Transaction ID: 0x528e

= Flags: 0x0100 (Standard query)
Response: Message is a query
opcode: Standard query (0)
Truncated: Message is not truncated
Recursion desired: Do query recursively
Z: reserved (0)
Non-authenticated data: uUnacceptable

Q5n summrignse Lo
« 000 Qoo oinny aiwivn
vooe sele siee sevs
cvee swedl tiee daes

vowe wuvwes a0ee weee

wivie saeerwieQ s
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
= Queries

= 8.8.8.8.1in-addr.arpa: type PTR, class IN

Name: 8.8.8.8.1in-addr.arpa

Type: PTR (Domain name pointer)

Class: IN (0x0001)

& 6 DNS Response 74 &,

@ Frame 3: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)
# Ethernet II, Src: MS-NLB-PhysServer-26_11:f0:c8:3b (02:1a:11:f0:c8:3b), Dst: Apple.
@ Internet Protocol version 4, Src: 192.168.43.1 (192.168.43.1), Dst: 192.168.43.9 (1
[# User Datagram Protocol, Src Port: domain (53), Dst Port: 51677 (51677)
= Domain Name System (response)

[Time: 0.005783000 seconds]

Transaction ID: 0x528e

= Flags: 0x8180 (Standard query response, No error)
oon oree 0nes asas = Response: Message is a response

opcode: Standard query (0)
Authoritative: Server is not an authority for domain
Truncated: Message is not truncated
Recursion desired: Do query recursively

csoe o0ie seee suee

vae e Qe e v isiae

eeee ssel coue eene

........ 1... .... = Recursion available: server can do recursive queries
OO e +0.. .... = 2Z: reserved (0)
.......... 0. .... = Answer authenticated: Answer/authority portion was not at
........... 0 .... = Non-authenticated data: uUnacceptable
........ «s.. 0000 = Reply code: No error (0)

Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0
= Queries
= 8.8.8.8.1in-addr.arpa: type PTR, class IN
Name: 8.8.8.8.1in-addr.arpa
Type: PTR (Domain name pointer)
Class: IN (0x0001)
= Answers
& 8.8.8.8.1in-addr.arpa: type PTR, class IN, google-public-dns-a.google.com
Name: 8.8.8.8.1in-addr.arpa
Type: PTR (Domain name pointer)
Cclass: IN (0x0001)
Time to live: 12 hours, 16 minutes, 55 seconds
pata length: 32
pomain name: google-public-dns-a.google.com

SE e

it iR

RFC 1034 DOMAIN NAMES - CONCEPTS AND FACILITIES

RFC 1035 DOMAIN NAMES — IMPLEMENTATION AND SPECIFICATION




6.9 IP FPM R 3CH% =

IP FPM (IP Flow Performance Measurement) & —#hk: T o2, BHANLSIRSCHITNE, MNfFR] 1P ML LA, B
SESETERESR bR ARSI T

Wk
TP FPM 30k i R

B 1 1P FPM St

0D 3 7 15 31
Ver | Resv | PDU Type | PDU Length
MCP Id
DCP Id
PDU Body
T KB P
Ver 4 bits PR R A, =
Resv 4 bits R B, HO.
PDU Type |8 bits PDU K%, HET R HFF—FhA: {55 0x06.
PDU Length |16 bits PDU K JE, BFELEBMN BRI BEANKE, T3 N,
MCP Id 32 bits IP FPM &1t RS &34 5 MCP (Measurement Control Point) [ IP #udil.
DCP 1d 32 bits IP FPM St RGE M EHESE &5 DCP (Data Collecting Point) (¥ TP itk
A1V AN
PDU Body A5 K- %4 1"n /> Instance TLV.
8 08¢ 14 Auth TLV,

B’ 2 AF TLV #%2

0 15 31
TLV Type = 0x11 TLY Length

Key Id

Key




FB KE &
TLV Type 16 bits TLV 285, TInstance TLV BIEHEIUE N 0x10.
TLV Length |16 bits TLV body B EE, LA ATHECERAL .
key id 16 bits NIEZEY 1D,
key SIS Key MK FEI R T P BCE MIESR AL, B AT A BESCHF hmac—sha256, HHTA 32 F15.

B 3 s TLV %X

0 15 31
TLV Type = 0x10 ] TLV Length
Period
Instance Id
Sample Interval
Seq | E [MG] Resv
TLV Body
FB KE =pe
TLV Type 16bits TLV 2%, Instance TLV HJZEHE N 0x10.
TLV Length | 16 bits TLV body B RE, LA NTHECHRAL .
Period 8 bits KFERIHAS .
Tnstance 16 bits SERESZAR) 1D,
Id
Sample 32 bits KRERW, BAL R,
Interval
Seq 32 bits IR 1T S E R 5 T
ME bit A 1E, HETNEGE— N R, seqa NS, [FIRHER S A5




FB KE X
E 1 bit B RN 1 HE, BREARTNESE — AN B HRFRN 0 B, R 4R NSRS — AN e
MG 1 bit RIEE D AR
o 0: HAFRNURE
o 1. ZHIHHE
Resv 14 bits (735
TLV body | A& S TLV N 25

e 114 0..n Loss T TLV
o A% 0..n4 Delay T+ TLV

e 1% 0..14 Error ¥ TLV

EZAHIE TLV (Loss TLV) B
B 4 Loss TLV #%=

0 15 31
Sub TLV Type = 0x01 | TLV Length
T{I[FIR][S] Resv
Pkts
Bytes
FB KB X
TLV Type |16 bits F TLV BI2EM, Lost TLV FIZKM{E A 0x01,
TLV Length |16 bits TLV body B, PAFF NN,
I3 SEVilN
T | bit UL S (TLP) FyS.
o 0: URF|# TLP
o 1: ZESTLP
I 1 bit NI A5 A7 B AR -
e (: ingress
e 1: egress
F 1 bit J7 R FRIE :
e 0: forward
e 1: backward




FB KE X
R 1 bit HARVRI) & hRic
e 0: main EZHIEE
e 1: backup %4HIFE
S 1 bit PWEYIHIRSAR T :
o 0: RREWETHR
° 12 Ziéﬁ@]%&
Resv 27 bits PREADL
Pkts 64 bits JEI 3 PN SV 000 28 P 9L ) S A A
Bytes 64 bits JE 3 PN O 2 R ) AR A IR RO TP Sk i LENGTH 7B, BIANEFEHRSCH ETH k.
VLAN LA 4 I R g6 .

B 5 Delay TLV #%=z{

0 15 31
Sub TLV Type = 0x02 | TLV Length
Tlp Id
T|1|F|W|R[S] Resv
Timestamp
Pkt Length
FB KE =pe
TLV Type |16 bits TLV 2554, Delay TLV fI2EAUE Hy 0x02,
TLV Length |16 bits TLV body HIHKEE, LAFH AL .
Tlp Id 32 bits TLP ¢m's
3y SR
T | bit NS (TLP) A7,
o 0: ¥m#l¥g TLP
o 1: F&TLP
I 1 bit T AR
e (: ingress
e 1: egress




F 1 bit J7 TAbRIC :

e 0: forward

e 1: backward

W I bit J7 e
e 0: one—way

e 1: two—way

R 1 bit BRI A ARIL
e 0: main TR

o 1: backup #HIEI

S 1 bit PWYIHIRS AR :
o 0: RRAEWEDM
o 1 KAV

Resv 26 bit IREANL .

Timestamp |64 bit B TRV

Pkt Length |32 bit JE I PRSI 2 A SC T8 e SR AU TP Sk LENGTH B, BEAVELFEHR S ETH 3k VLAN
SR 4 AT AL IAD o

B 6 Error - TLV &=,

0 7 15 3
Sub TLV Type = Dx03 | TLV Length

F Erro Resv

F ErrMNo Resy

TLV Type 16 bits TLV 28#Y, Error -F TLV H2E%E N 0x03.
TLV Length |16 bits TLV body MK E, DL NTHECRAL
F J7 FARIE :

e (: forward




B KE X

e 1: backward

ErrNo 7 bits AR
Resv 24 bits 1R FEL,
SEh

IP FPM AHEAFA L.

6.10 IPSec R 3CHE R

IPSec #ri & TETF (Internet Engineering Task Force) i€ M—RFIMN, &4 TP HAEIREM 7= EN . o LEER. &
TR 7 4k,

TPSec j@ITIANUESL AH (Authentication Header, XS 51) FlEfHRizr 4% ESP (Encapsulating Security Payload) X%
S UCRSED . AR RTER AR IR I AE AN B sE BRI ThRE:  BSP BR T 3R LB IR AN SE B AR I T RE AN, 1B FRAIEXT 1P R SC

&

E

IPSec PHXAT P 3R
o R, EAEHBIUT, AH B ESP #dli A2 1P Sk Z JEEAE T M2 2 /T, BT At TPSec B2 AT .
o [BIEMA. ERBERIT, AH B ESP ShAE 4G TP SkZ AT, AN TP SkiE] AH B ESP Z Rl .

Pl sUH T & BN B BIE IR, B2 — & E— R R B R AR, X OCHEAT N AN g 1 5 5L
A B L AR S SR A6 K IE A AR R

HWH, EADNZERK (RS ZEKEEERE, ERMEA R L EM A G RIB N, R %2R 52 18— BAE A A4
B, MR REER . DL ER SIS B, AR DML EM KRS . KL 06 TP R SCHAT REE £ 3,
g — AN TP Sk, BEATREE B JA [ TP fROCHIRIE RN 75— LMK, A RET R

Wk
B 1 AH H2E 12 Sk 6% X



Authentication Fields (Mot include the variable field of IP Header)
- -

Transpart
Mode: IP Header |AH Header | TCP/UDF Header| Data

Authentication Fields (Mot include the variable field of New IP Header)
- -

Tunnel
Mode: Mew IP Header |AH Header [IP Header [TCP/UDP Header| Data

-~ S
- -
P -
- .
-

0.~ 7 15 ~~_ 31
Next Header | Payload Len RESERVED

Security Parameters Index (SPI)

Sequence Number

Authentication Data (variable)

B KE P

Next Header |8 LbAF RRNEREH 2 G — 3.

Payload Len |8 b4 A KWL 2, 4 I NECRAL. BN, B4 96 R RGIEE, KEEZ74” (RILEEER 3 4 4

FAT 4+ ICVHI 3 A4 T - 2. M IPv6, Sk KELAUN 8 FATHIEEL.

RESERVED 16 Lhr | TEERA . UAUE 0, BRIt 2.

Security 32 tbks | T A oSc I IR ) SA
Parameters

Index

Sequence 32 Ly FPAS, RS —NMRSC RO 1, BInEER A SA ISR SIS R 1.

Number Field

Integrity AR W) IOV 7B, IR, KENAUN 32 LURR IS .
Check

Value—ICV

B 2 ESP 35 K Sk =t




Authentication Fields

- -
Transport ——p TCP/UDP ESP | ESP
Mode:
Header |ESF Header Header Data | 1aier | Auth
- =
Encryption Fields
Authentication Fields
- - - -
» Encryption Fields >
Tunnel
Mode: | MNewIP ESP IP TCPUDP | | ESP | ESP
Header Header | Header Header Tailer | Auth
P T
. R -
& T
e T
7 15 23 ~~-31
Security Parameters Index (SPI)
Sequence Number
Payload Data* (variable)
Padding (0-255 bytes)
Pad Length | Next Header
Authentication Data (variable)
FB KE R
Security 32 Ebkr GREBHRG] .
Parameters
Index
Sequence 32 LbA T .
Number
Payload AR B R (AR,
Datas*
Padding 0 - 255 F1 WA TR
Pad Length 8 EbAF HATFERKE.
Next Header |8 Lh4F Tk,




FB KE HiR

Integrity AR IR EHE
Check

Value—ICV

& 3 AH FI ESP Whis 4H-& 18

AH Authentication Fields
- -
P ESP Authentication Fields
Transport ESP Encryption Fields
Mode: |-
IP AH ESP TCR/UDP Data ESP ESP
Header Header Header Header Tailer Auth

AH Authentication Fields

- -
ESP Authentication Fields
- -
- ESP Encryption Fields
Tunnel
Made: Mew IP AH ESP IP TCR/UDP Data ESP | ESP
Header | Header | Header |Header| Header Tailer | Auth

R 2 AT e i TKE (Internet Key Exchange) #& IPSEC {52 1o

& 4 1KE Header Format

0 7 15 23 3
IKE_SA Initiator's SPI 4
IKE_SA Responder’s SPI
Next Payload | MjVer | MnVer |Exchange Type Flags IKE Header
Message ID
Length v
MNext Payload |C |RESERVED Payload Length : Payload Header
Payload
FR KE ik
IKE_AS 8 bytes Rk FRME—FR iR —A IKE 2428, ZEARIKE N 0.

Initiator’s

SPI




FB KE

IKE AS 8 bytes
Responder’ s

SPI

Next Payload |1 byte

MjVer 4 bits
MnVer 4 bits
Exchange 1 byte
Type

Flags 1 byte

Message ID 4 bytes

Length 4 bytes

Next Payload |1 byte

R

L FIRME— PRI —A IKE 224k, XS T IKE HJ4R58 T BAZAE 20y 0, HAhHEE
ABEH 0.

PUBSH PR it ESith

PR T ) TKE s i) e KR AR

PRV ) TKE DSl i) e /NRAS

e 0-33: RESERVED

e 34: TKE_SA_INIT

e 35: IKE_AUTH

e 36: CREATE CHILD SA

e 37: INFORMATIONAL

e 38-239: RESERVED TO IANA

e 240-255: Reserved for private use

HER R E R EED. WR Flag 38 A R RH A LI

o X(reserved) (bits 0-2) — KIEWMAZE 0, RN 2%

e I(nitiator) (bit 3 of Flags) — IKE_SA JRUf K% 1ERIKM BAVFHILAE 1,
VR B R R T R A %

o V(ersion) (bit 4 of Flags) — ARIRFLKFH SCHRFHIMAS EL Ma jor B iR B R A 5
B IKEv2 fRASHISEEL, SRR 2 E 0, el 20 .

e R(esponse) (bit 5 of Flags) — AriHItyH S & XA [F Message—1ID fI¥H B —AN ]
R R FraiE R SRR E 0, M EE 1.

e X(reserved) (bits 6-7 of Flags) - KiEHIFFHE 0, K 28,

THEFRIRTT, FIRITERIE B AL R B A ULAC, PAMEEEHE 7 B E R k. AR
H TR X DR B DM SL A 22 A VEAR G BE

BN ERRKEE GROCKHAT), Ly AL,

PRV E T — AR R AR T B A S, kT B CE 0,



FB KE HiR

e (: No Next Payload

e 1-32: RESERVED

e 33: Security Association (SA)

e 34: Key Exchange (KE)

e 35: Identification — Initiator (IDi)

e 36: Identification — Responder (IDr)

e 37: Certificate (CERT)

e 38: Certificate Request (CERTREQ)

e 39: Authentication (AUTH)

e 40: Nonce (Ni, Nr)

e 41: Notify (N)

e 42: Delete (D)

e 43: Vendor ID (V)

e 44: Traffic Selector - Initiator (TSi)
e 45: Traffic Selector — Responder (TSr)
e 46: Encrypted (E)

e 47: Configuration (CP)

e 48: Extensible Authentication (EAP)

e 49-127: RESERVED TO TANA

e 128-255: PRIVATE USE

C (Critical) |1 bit o ISR AL TR TE I N 2 BT OB Next Payload B2 A5 BkIT b
5, AR E 0.

o IUERERMCE RENE VB SR SR BUARAD, T R B s

o HERAUNLLUNIELE, MAI A% E A 0,
=  Security Association (SA)
=  Key Exchange (KE)
» Identification - Initiator (IDi)
=  TJdentification — Responder (IDr)
» Certificate (CERT)

=  Certificate Request (CERTREQ)



= Authentication (AUTH)

=  Nonce (Ni, Nr)

=  Notify (N)

= Delete (D)

= Vendor ID (V)

= Traffic Selector — Initiator (TSi)
=  Traffic Selector — Responder (TSr)
=  Encrypted (E)

=  Configuration (CP)

= Extensible Authentication (EAP)

ER, CHARFN AT HaT 08, AR T Mg

RESERVED 7 bits RIEHF A 0, BRI 205,

Payload 2 bytes MET R ERK R, AFEE A AERSE, DL A .
Length

SEFRHE

RFC 4302 IP Authentication Header

RFC 4303 IP Encapsulating Security Payload (ESP)

RFC 4306 Internet Key Exchange (IKEv2) Protocol

6.11 L2TP KRR

WA K

L2TP FR) 3 7 S A AR S A6 P A 1) P4 Sk o




20 bytes & bytes 16 bytes 2 hytes 20 bytes

New IP UDP LZTP PPP original Data
header | header | header header header
7 12 16
T|Lx|x|s|x|o|P|x|x|x|x]| ver Length (opt)
Tunnel ID session ID
Ns (opt) Nr (opt)
offset size (opt) offset padding (opt)

L2TP 3K PARiC N i Copt) HIFE, AEARAEHUEH B rhmlik, FE4HE 2 b 2 ik .

FB KE Ei::3%)
T 1 b FA (Type), BUEN “0” B FRREHHE, BUEA “17 WFEREHNEE .
L 1 by KBRS, BUEA “17 WERRIRSCK PR K EF B Length. 42561 Ehuat0h “17.
X 1 b TRER L
S 1 bby W B AR, BUE “17 BRI SCK TAEAE Ns Fl Ne B #EHIH B s 4508 “17,
0 1 LLF UGN “17 I RIS AEAE of fset size FBL HIHEFLAN “07.
P 1 Hes 5 (Priority), WHTHIRHE. #EHMHEHLEA “07.
Ver 4 by BRA S, $FT L2TPv2 M BB N “27,
Length |16 Lt HERRKE, BACNF.
Tunnel |16 b4 BRIEAR RS, HREAAME L. Hello #HIWHERA 2R, H Tunnel 1D %4TH 0.
1D
Session | 16 L4} SUARRRT, HAEAAHE
1D




FB KE iR
Ns 16 Lb4F T BRI .
Nr 16 LbAE A BB N — 2RI BT 5 o FE W B AR B
Offset |16 Eb4F AL, R B E .
size
Offset |16 Lb4F AL
padding
Packet Example

B 1 L2TP Control Message

@ Frame 1: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits)
# Ethernet II, Src: HuaweiTe_99:67:69 (28:6e:d4:99:67:69), Dst: Microsof_
# Internet Protocol version 4, Src: 201.175.130.106 (201.175.130.106), Ds
@ User Datagram Protocol, Src port: 12f (1701), bst pPort: 12f (1701)
= Layer 2 Tunneling Protocol

= Packet Type: control Message Tunnel Id=0 Session Id=0

Length: 100
Tunnel ID: O

session ID: 0

Ns: O
Nr: O

p
=

B ®

B8

i &

&

& 2 L2TP Data Message

control Message AVP
mMandatory: True
Hidden: False

Length: 8

. = Type: control Message (1)

Length Bit: Length field is present

Sequence Bit: Ns and Nr fields are present
offset bit: offset size field is not present
Priority: No priority

version: 2

vendor ID: Reserved (0)
Type: control Message (0)
control Message Type: (1) Start_control_Request

Protocol version AVP
HOST Name AVP

vendor Name AVP

Framing Capabilities AvP
Assigned Tunnel ID AVP

! Receive window Size AVP
@ challenge Ave




Frame 148: 1080 bytes on wire (8640 bits), 1080 bytes captured (8640 bits)

&
4 Ethernet II, Src: HuaweiTe_99:67:69 (28:6e:d4:99:67:69), Dst: Microsof_40
% Internet Protocol Version 4, Src: 201.175.130.106 (201.175.130.106), Dst:
@ User Datagram Protocol, Src port: 12f (1701), Dst Port: 12f (1701)
= Packet Type: Data Message Tunnel Id=3 Session Id=1
Bros Shhcinsaneiy e = Type: Data Message (0)
Sice e wme e = Length Bit: Length field is not present
e 0.vt wo.. .... = Sequence Bit: Ns and Nr fields are not present
PG | RGP = Offset bit: offset size field is not present
....... 0.... .... = Priority: No priority
........ «e.. 0010 = version: 2

Tunnel ID: 3
session ID: 1

@ point-to-Point Protocol
# Internet Protocol, Src: 192.168.0.3 (192.168.0.3), Dst: 192.168.0.1 (192.
# Internet control Message Protocol

SE i

T iR

RFC 2661 Layer Two Tunneling Protocol “L2TP”

6.12 MPLS LDP # SC#& =

LDP i Bkt X

JNPRIE LDP Y B I ATSE K%, BR T Discovery (Hello) yHEf#H UDP (i1 646) #b, LDP [ Session y§E. Advertisement yH 2
Al Notification yH BRI TCP (3 646) &4,

LDP W30 BB an~ (PDU, Bhl8diE #c, A LDP PDU 5> LDP W &3k, JEIHIIRE —AEZ A LDP JHENED

Bl 1 LDP Pl Bk i A 38

0 15 31
Wersion PDU Length

LSR-ID

LaberSpace ID

B KE L]

FoRMARS . BT LDP AR S I64 A 1.

als

Version 2

<

F7% PDU B KR, 4% LDP 1D Fi%24H LDP 4 5., 3% Version M1 PDU Length FE%.

al

PDU Length |2
B A LDP i SC AL E 3 /N Hello Y58, WZHRSCIH PDU length = 3 * Message lengths

o




B  KE S|

LSR-1D 4 5 |LDR-ID bril—& LSR, W44 fRME—.
"_["5‘
LaberSpace |2 “F | FRiR T LSR WHIFRZEZS[H] . XT-FEVuERE D, XEHEEN 28 0.
D el
Bunch  of | &K 2—ALDPHERES, Tla—NeEE2A LDP JHE.
messages o Y LDP LA UDP Jy A ALHINT, “Bunch of messages” HEERE Hello JH B IS

o M LDP LA TCP J5 AAfEHINT, “Bunch of messages” RJLLJERR Hello yH EAMTE TR LDP yH 21

£
LDP 5 2% 2
JIT# LDP ¥ B 00 T
B 2 LDP i B A%

15 A
u Message Type Message Length

Mandatory Parameters

Optional Parameters

FB KE L

U | Lo E L OMENS!
o XU EIK) LDP W E T “Message type” FBNAZNM LDP 4 B2KA, H “U” FEMAE
N0, MR & IZIEH (Notification) JHE.
o WAXTuRIC R LDP VHEH “Message type” FEBONARZIN LDP JHERA, H “U” FEBIE

AT, RIS AZ AR S -

Message 15 Ebks LDP V4 B 258,

Type

Message 16 LA LDP VB KL, & Message 1D Sl S EOF T iE S K @ A,
Length

Message 1D |32 HL#F LDP Y E g5, HTrE—HibRiH—> LDP JH &

Mandatory |ZF& LDP ¥4 & [ 5g i 240

Parameters



TR KE i

Optional |ZFK: LDP 8 EHIPIIE S %, B4 0 n A TLV.

Parameters

#4 (Notification) JHE

LSR A 13 75 i JE SRt Jo B B A 31 LDP X454 3l 75 v Bl Rl S dn SR BER AL A5 S, A kLB LDP Y B 45 SR el LDP x4 R

=~

BN o

B 3 Notification JH EA&

0 15 31
u MNotification (0x0001) Message Length

Message ID

Status (TLV)

Optional Parameters

FB KE PiHA
Message 16 EbAF LDP yH EHIHEE, J& Message ID. SEMISEM O ES K LR 2H,
Length
Message ID |32 Lb4F LDP {H B %5, HTHE—HibRiR—A LDP H &,
Status TLV A&k FRiR—A A
Optional | |AFK: AESE, BE 0Tn AN TLV.
Parameters
Hello JHE

FH T35 A 4Ed X 25 LSR HIAFAE

B 4 Hello 74 BHE

0 15 N
0 Hello (0x0100) Message Length
Message ID
0 | 0 | Common Hello Parms{0x0400) Length
Hold Time T|R Reserved
Optional Parameters




TR

Message

Length

Message

Length

KE

16 Hoir

1D | 32 Lbir

16 Hoir

Hold Time |16 Lb4%

1 Eb4%

1 Hoks

Reserved 14 LbAF

Optional

£

Parameters

Initialization J§ &2

i

LDP Ji§ BB, /& Message ID. 5l Z A AT i 240K FE IR R

LDP 4 B HI%S, AT ME—HubriR—A> LDP ¥4 5.,

LDP ¥ B2 LA LDP PDU H ) TLV TE 8 . &4 LDP TLV B —A 2 F 451 Type 3, 2 F71# Length

WAAE KA Value 3. IXH A Length 537 TLV [ Value 3%k,

PRFEIF ], AR BT Hello ARFFIA] . LSR 4Pk HIELE R ALK Hello Ac3. M 0 HUHE &k
B BEE. OxfEff MEEZWRE LT K.

T (Targeted Hello) EHN 1 RN Hello JH &, {H9 0 FaAH Hello W E..

R (Request Send Targeted Hellos) {HN 1 F/nidREEE B AN Kixitis Hello JHE %1% Hello

(R IR, HA 0 FoRBA IFR R,

RE 7B, IUE 0, Hlicm Bk B

WL, B 0 A TLY,

LDP ¥ Initialization Y478 LDP Al F @ ST B K%, ¥AWTF:

&5 Initialization J4 E4& =\

0

15 Ky

0

Initialization (Ox0200}) Message Length

Message ID

Common Sass Parms (0x0500) Length

Protocol Version Keephlive Time

Reserved

PWLim Max PDU Length

Receaiver LOP |dentifier

Optional Parameters




FE KE i

Message 16 i LDP 4 B E, & Message ID. 5&|SEA 0l &S E MK E R S0,

Length

Message 1D |32 Lb4F LDP JH B HI%mS, ATME—HubriR—4 LDP JH 2.

Length 16 Hoir LDP ¥ B2 LA LDP PDU H ) TLV TE 8 . &4 LDP TLV B —A 2 F 451 Type 3, 2 F71# Length
AN K Value 3. iX B Length gt~ TLV 1) Value 31 = T %k .

Protocol 16 L4 RRVEAS = 1.

Version

KeepAlive |16 L4 TCP ZEREMIARFET 8], X8 I 28 IR FEAS 2 U B KeepAlive JH B A ShIFH, A& TCP B

Time S LDP PDU It #5438

A 1 Ebir FHPRZ S (0 =DU ; 1 = DoD)

D 1 Eb4F FHREAHGE T BAS M TEE (0 = Disable ; 1 = Enable) .

Reserved 6 Lhig R, WIE 0, BEflum 2.

PVLim 8 i PVLim (Path Vector Limit), LSP SZHrHIHKBEE (R AFEMEE T Loop detection THRERS AR, ERIA
flil 32) .

Max  PDU | 16 Eb4% LDP PDU A KK, BRIMEN 4096 5.

Length

Receiver |67 Initialization ¥4 BB 1Y LDP #7045 (LDP 1D) .

LDP

Identifier




TR KE i

Optional |ZFK: AESHL B 0Tn AN TLV.

Parameters

KeepAlive JHE

Keepalive 5. JC Mandatory Parameters FB R R B, FIT 49 SESSION FRRES, Bl BAHR B 2R N %, RE
Xt 5 I8 1 IR AE AT .

Bl 6 KeepAlive i B0

0 15 31
0 Keephlive (0x0201) Message Length

Message ID

Optional Parameters

Hihl (Address) JHE
Address J4 B FF LSR AkiEHihbyg 2.2 LDP 48 &, DLA S Hi Ok,

B 7 Address 7§ B

0 15 K
0 Address (0x0300) Message Length
Message ID
oo Address List (0x0101) Length
Address Family

Addresses

Optional Parameters

FR KE L]
Message 16 Lbir LDP W S K, J& Message ID. 5@ S HAI RS EIK R BA .
Length
Message 1D |32 th4s LDP y8 B 4w, HTME—HFRiR—~ LDP ¥§ 2.,
Length 16 LhfE LDP ¥4 22 LA LDP PDU A1) TLV e . 44N LDP TLV A —AN 2 7451 Type 3k, 2 #4511 Length

WA K1 Value 38, X B 1 Length 5t 3R TLV [ Value 373 $ .



FEB KE L]
Address 16 Hbir Wbt g5 .
Family
Addresses | &K FaE bk iR stk 51 2%, A QU T bk e e A .
o IPv4 Mtk Ny 4 Ty
e IPv6 Hulik Ny 16 75
Optional |ZFK: "iEZH, 5 0 n A TLV.
Parameters

HubFEES (Address Withdraw) JH B
LSR &% Address Withdraw jH 2. 2] LDP X &54&, DAY < BT A S5 iz Dbt . 48z Db g MiBR ez 1 down J5, B4 k1% Address

Withdraw ¥4 & .

K] 8 Address Withdraw JH. 2%\

0 15 31
0 Address Withdraw (0x0301) Message Length
Message ID
010 Address List (0x0101) Length
Address Family
Addresses
Optional Parameters
FB KB P
Message 16 EbkF LDP VH B SE, & Message ID. 5&H|SEN W] &S EIKE R 2,
Length
Message ID |32 B4 LDP H B %5, HTHME—HibriR—A LDP JH 5.
Length 16 ELAF LDP 4 8 & L LDP PDU Ay TLV FERE XA, AN LDP TLV A —A 2 25 Type 38, 2 775 Length
WAIAS K] Value 1. X H AT Length B3R~ TLV B Value 388055
Address 16 EbAF Wb .




T KE P8

Family

Addresses | A K FeE bk iR stk 51 2, A U T bk e e A
o IPv4 Hbilib Ny 4
o IPv6 il Ny 16 &7

Optional APk AlEZSE, A& 0Tn A TLV.

Parameters

Label Mapping J§ 2

X T4 2 1) FEC, Fii#fdi ] Label Mapping W BN _E B hR2

Label Mapping ¥ 235 FH Tl A AE LI 4%, Label Mapping Y81 3% 77 s BRI AR 43 e 7 X Els hm s s 1l 77 2 i AN [ i AS [
o DUMAT: TUELTHFAr LU Label Request .8 P LLE#JHE FEC 0] B LDP €0 /& & 1% Label Mapping ¥4 /2
o DoD A F: THAIEESF LT Label Request ¥4 2 A RevH8 % #I FEC [W) _L3iF LDP 4B & &% Label Mapping ¥ &;

e Independent R A8 ASTC T S5 45U R T i 9 FE = FEC K 1% Label Mapping ¥ 8 5 A [6)& 1Y _F34% LDP 4B J& & i% Label
Mapping 74 2.
o Order BizUR: HRIA]Y S A AFUR R T IF V45 & FEC K%M Label Mapping Y8 )5 A4 A& 1 _LiiF LDP 4R f& & 1% Label

Mapping ¥4 B .

& 9 Label Mapping JH Bk

0 15 3

0 Label Mapping (0x0400) Message Length
Message ID

010 FEC (0x0100}) Length

FEC Element 1

FEC Element n

Label TLV {optional)

Optional Parameters

TR KE L

Message 16 LA LDP 4 B E, & Message ID. 5&ISEA 0 &S E MK E R S0,



TR KE i

Length
Message 1D |32 Lb4% LDP W S %5, FTME—Hubril—A LDP JH E..
Length 16 LA LDP 48 /& L LDP PDU Ay TLV JERE XK. AN LDP TLV A —A 2 £ Type 3, 2 F¥5¥) Length

MAK I Value 3. X B 1 Length 5t~ TLV 1 Value 3%k,

%R R S .
FEC /I\ Element %%IZ*T;LIE%@K I~ FEC ﬁﬁﬂ @ﬂﬁ’]
Element 1|1 523 FEC Element F#% & X:
to FEC o Type = 0x01: /x#®f4, H7E Label Withdraw fll Label Release JH§E 7 {# .
Element n e Type = 0x02: HI%%.
# R
B 10 %% FEC Element &%=
0 7 23 3
Prefix (2) Address Family PreLen
Prefix

Label TLV |52 Huky F W] T FEC SV T H 4 bR

11 Label TLV k&=t

0 15 19 31
0 | Generic Label (0x0200) Length
Label -

Label FBRA 20 ELAFHIFRZEAE
Optional APk AESHEL 5 0 n A TLV.
Parameters

Label Request JH B

LSR %% Label Request JHE.25 LDP %} &5iAkif sk FEC X [FIFRZ .

Label Request JHE RBEHAMEN Ingress M LSR Ki#e, ABEHTEN Transit i) LSR Kie (Order4dod) . TUFF Label Request

HE G FE M iR A Label Mapping JH.S., Label Mapping Y4B F #5747 Label Request ¥ E T H] Message ID TLV.
FHMEM T, TR Label Request Y4 G A2 LR [A] Label Mapping 74 5.
o NI AF|E Label Request H1 FEC TLV HX M I H, BEETIR[El No Route [ Notification VHE;

o  NURERA BRI AL, iR [E No Label Resource ffJ Notification VHE;



o TFUFKINEIEMEE KL, IR E] Loop Detected f) Notification JH/E.

K] 12 Label Request 74 E4& 7

0 15 Hn

0 Label Request (0x0401) Message Length
Message 1D

010 FEC (0x0100) Length

FEC Element 1

FEC Element n

Optional Parameters

FB KE Yt B
Message 16 LLi LDP 4 2K, & Message 1D il 2R Ik S 400K B (1 8 R
Length
Message 1D |32 bb4s LDP JH B HI4%mS, AT ME—HubriR—A> LDP ¥4 5.,
Length 16 HeAs LDP 4 B J& L LDP PDU H ) TLV g . FF LDP TLV A —A 2 45 H) Type 1, 2 “#75F) Length

I ANAS K] Value $8. X B ) Length st~ TLV i) Value B2 4.

R ZAR S AW FEC 1M 4B HY

FEC & 4 Element
Element 1|1 %% FEC Element HJ#% =g X:
to FEC e Type = 0x01: /¥, W7 Label Withdraw fil Label Release jHEHf#iH .
Element n o Type = 0x02: HAi%%.
f 3 r
Bl 13 §i4% FEC Element & T4
0 7 23 31
Prefix (2) Address Family PreLen
Prefix
Optional |ZFK: eSS, A5 0 n A TLV.

Parameters

Label Abort Request JHE
U LSR &i% T Label Request JH B JG{HIEE G X F] Label Mapping JH 207, &I FEC XM —BeAR4k T 8 & HAhR] 521 R K 75

BLRIEHN Label Request yHEWF, _LiiF2sm FiFAi% Label Abort Request VH 2.




&] 14 Label Abort Request JH.2E¥% =

0 15 N
0 Label Abort Req (0x0404) Message Length
Message ID
010 FEC {0x0100) Length
FEC Element 1
FEC Element n
Label Request Message ID TLV
Optional Paramelers
FB KE L]
Message 16 Hbir LDP 4 BRI E, /& Message ID. 5l SHUR AT ik S 500K B 1
Length
Message 1D |32 Lb4F LDP {H B W95, HTHME—HibriR—A> LDP V{5
Length 16 EbiF LDP 4 B J& L LDP PDU H ) TLV e g . FF LDP TLV A —A 2 45 [ Type 1, 2 “#75F) Length
IR K1 Value 8. X B Length B TLV ) Value T30,
A AZ AR 25 A AR A™ o
FEC K4 Tlement | 2V EARZER YA FEC I A5F ()
Element 1|1 27 FEC Element HI#%TE Y-
to FEC o Type = 0x01: x¥##®hS, H7E Label Withdraw fll Label Release JH§ B 7 {# .
Element n o Type = 0x02: AI%%.
Bl 15 4% FEC Element A%\
0 7 23 H
Prefix (2) Address Family PreLen
Prefix
Label - LY E 311 Label Request Y B HITE & ID.
Request
Message ID
TLV
Optional | A8k AlESH, 5 0Tn AN TLY.
Parameters




Label Withdraw J§ &

Label Withdraw 4 & —f 1 T % LSR & 4% F3 LSR, JB%0 3% LSR Z AT 2 (1) 54 FEC AR [ Label AR, FiiF LSR 5 M4
Label A1 FEC BB 56 & .

TSN T2k i% Label Withdraw 745

U SRR A FEC, 1R T4 1% FEC K% T Label Mapping 2, MIJKi% Label Withdraw yH2.;

T B T ) R E A A P AR ZE R R th 2y 3% Label Withdraw /2.

& 16 Label Withdraw JH B

0 15 N
0 Label Withdraw (0x0402) Message Length
Message ID
0|0 FEC (0x0100) Length
FEC Element 1
FEC Element n
Label TLY (optional)
Optional Paramelers
FEB KE PiEA
Message 16 EbAF LDP y8 B, & Message ID. SR SEUAI O] LS H 00K B0 ST,
Length
Message 1D |32 Lb4F LDP {H B %5, HTHE—HibRiR—A LDP H &,
Length 16 EbiF LDP 4 B J& L LDP PDU H1 ) TLV e g . FF LDP TLV A —A 2 45 [ Type 1, 2 “#75F) Length
I ANAS K Value $8. X B[ Length st~ TLV i) Value B2 5.
BHAZ AR 25 2 RS
- A Element | FEVIZIRE R IVMA FEC THHSH
Flement 1|1 2% FEC Element HI#%TGE X:
to FEC e Type = 0x01: ML, HAE Label Withdraw 1 Label Release JH.2 9 {#H.
Element n o Type = 0x02: A%

B 17 74 FEC Element HI#% I




T KE P8

0 7 23 H
Prafix (2) Address Family PreLen

Prefix

Label TLV |52 Lb4f W% FEC X L [RIAR45 o

B 18 Label TLV [H%=

0 15 19 A
0 | Generic Label (Qx0200) Length
Label -
Optional |4k TESH, 5 00 A TLY.

Parameters

Label Release JH 2
Label Release JH§& — M LR AL TUE, BFES Label A1 FEC FIFR5E, Z%IH BAH2T Label Request ¥4 B AT ITFE.
T1E RHEI N4 Ki% Label Release JHE.:

o LU LSR MIAREARFFTT s RT3, KX Label Mapping J/2 (9 LSR A5 FEC (R — B, il LSR #2404 Label
Release ¥ 2 R4S Label I FEC [IMRHT I &

o L% LSR bR ArFr i sl 7 738, MAAE FEC 1) F — Bkl 3 Label Mapping 85 )5, i LSR 75 &% Label Release

?%’A%ﬁ
o LSR Y% Label Withdraw J§ 5 JG 752 K 1% Label Release JHE .

& 19 Label Release 74 E4& 70

0 15 K}

0 Label Release (0x0403) Message Length
Message ID

oo FEC ({0x0100) Length

FEC Element 1

FEC Element n

Label TLV {optional)

Optional Parameters

T KE P8




FEB K L]
Message 16 Hbir LDP 4 BRI E, /& Message ID. 5l SHUR AT ik S50 FE N,
Length
Message 1D |32 Lb4F LDP V4 B %5, HTME—HiARIN—A LDP &,
Length 16 EbiF LDP 4 B J& L LDP PDU ) TLV g L. FF4 LDP TLV A —A 2 45 H) Type 1, 2 “F75F¢) Length
AN K Value 3. iX B Length gt~ TLV 1) Value 31 = T %k .

B AZ RS ST N o
FEC /I\ Flement 2% E@*T XTEH’J FEC
Flement 1 1?:%‘ FEC Element E‘J*%itfﬁ)‘(
to FEC o Type = 0x01: x¥##h5, H7E Label Withdraw fll Label Release JH§E 7 {# .
Element n o Type = 0x02: FT%%.

20 Hi%% FEC Element HI#% I\
0 T 23 i
Prefix (2) Address Family PreLen
Prefix

Label TLV |52 4% B 21 Label TLV k&=

0 15 19 31

0| 0 | Generic Label (0x0200) Length

Label -

Optional | AFK: kS, A5 0 n AN TLV.
Parameters
LDP yH§ B~

B 22 1LDP Hello JH4 )5




&l
)

Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Dst: H
Internet Protocol version 4, Src: 171.0.0.41 (171.0.0.41), Dst: 171.0.0.43 (1
uUser Datagram Protocol, Src Port: ldp (646), Dst Port: l1dp (646)
version: 1
PDU Length: 30
LSR ID: 171.0.0.41 (171.0.0.41)
Label space ID: O
= Hello Message
| P = U bit: unknown bit not set
Message Type: Hello Message (0x100)
Message Length: 20
Message ID: 0x00008aa$s
= common Hello Parameters TLV
005 ives = TLV Unknown bits: Known TLV, do not Forward (0x00)
TLV Type: common Hello Parameters TLV (0x400)
TLV Length: 4
Hold Time: 45
Lo oreipts winire maee = Targeted Hello: Targeted Hello
1., t.it vees .... = Hello Requested: Source requests periodic hellos
..00 0000 0000 0000 = Reserved: 0x0000
= IPv4 Transport Address TLV
00:% v = TLV uUnknown bits: Known TLV, do not Forward (0x00)
TLV Type: IPv4 Transport Address TLV (0x401)
TLV Length: 4
IPv4 Transport Address: 171.0.0.41 (171.0.0.41)

B®

®

B 23 LDP KeepAlive JH4E.

@ Frame 1: 80 bytes on wire (640 bits), 80 bytes captured (640 bits)
@ Ethernet II (VLAN tagged), Src: HuaweiTe_25:fd:88 (08:19:a6:25:fd:88), Dst:
@ Internet Protocol version 4, Src: 171.0.0.41 (171.0.0.41), Dst: 171.0.0.43 |
® Transmission Control Protocol, Src Port: ldp (646), Dst Port: 56932 (56932)
version: 1
POU Length: 14
LSR ID: 171.0.0.41 (171.0.0.41)
Label space 1D: 0
=l Keep Alive Message
0... .... = U bit: unknown bit not set
Message Type: Keep Alive Message (0x201)
Message Length: 4
Message ID: 0x00008aa7

S

TRiE iR

RFC 5036 LDP Specification

6.13 MSDP R CH& =,

MSDP (Multicast Source Discovery Protocol) FRAHIEIE R I, 2ZFT 2 A PIM-SM (Protocol Independent Multicast Sparse
Mode ) 38 FLJE M < F) — i ) A1 #Ak tR 7 5% o

MG BRI ALIE B B DL U PIM-SM. MSDP 3% ASM (Any—Source Multicast) HAIH R L.

KR

MSDP SZFFPURH S, #AFEFRAER] TLV (Type-Length-Value) JHEHM, iid TCP EREAZHAEE .




FB KE L

Type 8 LLiE THEER

o 1: Source-Active, #ZA (S, 6 fHR, ELNRP Zfeis, sF B3 PIM-SM ZH#E4L
i

e 2: Source-Active Request, iERFEEH GHI (S, G FIFK, JbIEIMALER

e 3: Source-Active Response, X} Source-Active Request M & B0

e 4: KeepAlive, fR¥F MSDP X454 R R

e 5: Reserved

e 6: MSDP traceroute in progress

e 7: MSDP traceroute reply

Length 16 Lo | EKAE, B Type. Length fl Value UKL, FHIHEUAR. BT Keepalive W5k, J
fib BEREMCEER 4 T, BRI 9192 S5,

Value Variable WENE, B EEMm.

length

Bl 1 MSDP SA il B ks =X
Type Length Entry Count{M})
RP Address

K2 (S, G) Entry FFE#& =

Resvy Sprefix Len
Group Address
Source Address

The maximum size SA message that can be sent is 9192 octets. The 9192 octet size does not include the TCP, IP, layer—2

headers.

2B KR B

Type 1 ?%‘ ﬂ%’t%\%'éggy {Ey\j 1.




B KE VB

Length 2 FHy A TLV HIK
Entry Count |1 Z% HEPEER (S, ¢) TRH.
RP Address 4 7y VR RP Hbhk .

(S, G) Entry | 2K Ui, 4 E5.

[1]...[N]
Resv 3F PREE 7B, RIERCCN E 05 BB SO, Xz 7 BT AT b3
Sprefix Len |17 PR, DL 32 fiAE %
Group Address |4 7 ZH bk
Source 4 A HIFIFR L
Address
B 3 MSDP SA 4l iH 2% =X

Type Length Entry Count
EP Address

MSDP SA ¥#E7H S ) Entry Count {HN 1.

& 4 MSDP KeepAlive ¥H & HI#%

TCP header Type =4 Length =3
MSDP KeepAlive massage
S
PR #id




PR HiR

RFC 3618 Multicast Source Discovery Protocol (MSDP)

6.14 NetStream R X,

NetStream EH N AR MEFEA, f—FITMERE SRS 5K ABAR . NetStream FJ LAXT R 44 v it 38 {5 &A1 53 YA A5 50
BEAT 73 SERGET,  SEEUN & Aol S5 M A QoS #EAT A& BEAITH 3% .

H Al Netstream %y R SCEEH 5. 8. 9 = AhA, HABMIRRALL TSLIGM B, BARH . BT FIRAER & @it UDP WhisifL 3 4t
HEE . NIRRT — Packet Header FhN_E—4 8 JL&MMIICR E B,

P UDP Header Flow Records

NetStream JFUGUH HH R SCSCRFARCAS 5 MIRAS 9 PIAMRSCI( S, B AitHn tH SCREARCA 8 MIRRAS 9 PIATHR SR 3.

NetStream fRZA 5 IO R
B 1 A 5 kA& R

a 7 15 31
Bz 10 “ersion Count
=y sUptime
Lnix_Secs
Unix_Msecs
Flow seque
Engine_type Engine_id Reserved
FB IS Eiiipa
i 3
NS_1D 1 % | NetStream FJARIRAL, 55 7 DMECAFAL 0, TR AL GIHRIC, 28 7 NHRAAL 1, Fon iR D Siitkoar
i)
version 1 7 | NetStream ¥ 4R UM XA =5, %1 V5, 4 0x05.

e
i



count 2%

AR SCP IR A (1-30)

SysUptime 4 F

ORI 8], ARG S DR K22 P04

unix secs 45

M1970 1 H 1 H 0 B2, BUHRSC A 8] R 2L

unix nsecs 4 F

o

S A [ R AR, MBS 2 — IO T R ED #

flow sequence |4 F

i LR IR SR B

engine_type |15 | iACHrG| 8K
Rl

engine id 1% A M5 S
Bl

reserved 27 RETE, &%
%

FRAS 5 AFE LR E S

o INTEMEE: VRERSLHI (], JREE R R



o GiiMER: Wi TN

o HMUER: PhilAY

o HHMEE: HMIP. Y IP. F—Bk IP. H IP MERCE . J5 1P MRS, VR AS g 5. H Y AS i 5
o HEIMEE: AEROL N

o fEREER: IS, HEMGIS. TCP Flags

o JREBEHIELE: Tos

NetStream iR 2 8 kL
B 2 fAs 8 i skAag

1 7 15 31

M= D WErSion Caount

SyslUptime

LInix_Secs

Unix_Msecs

Flow_seque

Engine_type | Engine_id | Aggregation | AQg_version

Heserved

FEB KE P

NS_ID 1 595 NetStream [KIFRIRAL

version 174y NetStream fii th i ST AR A G 5

count 27 HHTARSCR RIS R, AR S 2

SysUptime 4 55 WL ], RS B DR = R %
unix_secs 4 A MI9T04E T A 1 H 0 W2, B SC A a] ) R A0 £
unix nsecs |4 A WL R R R, DA R — B IR R I ahFb %



B KE 52

flow sequence |4 F75 RIS,
engine type 1 775 AT He 5| HER T
engine id 179 TG RS

REHME, 2AWF:

<t

aggregation |1

e AS: 0x01

e Protocol-Port: 0x02
e rc—Prefix: 0x03

e Dst-Prefix: 0x04

e SPrefix: 0x05

RE A

<t

Agg version |1

RETBL &%

&
of

Reserved 4

A 8 it AS R G, XMERET A EEGHE MR & LA AS REB 5 — D AS BB M T EE . W LU U2 E R 1)
25, BMIFEREUIER:

o INIEMEE: VREEILIIE. VRES A [

o GMEE. B T

o ENMERE: AEO. O

o AS HVRBMER: R AS WS HIAS WS

o MBREGTMRAHE: REWRMEE

A SCERR S, X7 RER T ZE AL T TCP AT UDP, s BLFERJERI H (s 15D #HTRE . BT aHE:

o INIEMFEE: VREEILIIE. VRES A [

o GibEE: GIE. TR

o MMUEE: PMCERE. FimHs. HEmMS

o MMESWAREH: REWA S

MRAEIR TP ATH Y TP FIRTBEAT R &, XMOraUT, IR 1P shk AT 4880 A0 H ) TP MUE I RTS A2 5 R & . B -



o INEMEE:

o HiHER

o HEIMNER

o IPHUNHMEE: VH IP WIZK. V5 AS %5 . HI IP AT4:.

o MBRA

WU SLIF 8] YRS A [a]

: BTHEL T

s ANEEOL. BN

TS RERNEE

TOS+AS BT ABATIE S, M.

o INEMEE:

o HiHEE

o HEIMNER

e ToS + AS

o MBRA

JUAESLIN [A] L JAEEE A )

: ATHEL AT

s ANEEO. BN

{EH: TP 3L Tos. VB AS 42, B AS e

REEHE: RERNEE

I TOS M BCER R A, RN LR !

o INEMEE:

o HiHEE

o HEIER

o ToS + WhisE B IP LM Tos. BHRUCKAL, ik S. HAEROS

PUAESTIN [A] L JAEEE AR )

: ATHEL AT

s AN, HED

o  MMESWHIRSE: REWMK S

IP HUBERT K+ TOS+ R USCE R R &, BN L.

o IMEMEE:

o HiHEE

o HEIER

° 1P fﬁ“%\:

o MHUEE

o MBRA

P SLIF ] Y4 A A

: BLHEL AT

s AN, HED

IP 3k Tos. VERTER. HAIHTER

: UCRA. JHim 5. H R S

MEEHE: REREA

TOS+ TP R MR &, BN L.

o IEIEE

o HiHER

: UUEESEZIS AL JREEE A [A]

: FLITELL TR

o ToS + Ji IP{5E: IP ki¥) Tos. WEHATZ. V8 AS w5, AEH

H I AS 14 =



o HMMEAWMMIMSE: REWMMEE
TOS+ H If1 TP B4R A ORI TOS+HI TP AIZR MR &7 N7 W), e R aTE:
o IAMERE: JREESIETIE. G AA (A
o GiHEE: A, i
o HOMERE: AEMO. HEN
e ToS + HEIPEE: TP ki Tos. HMFIL. JHATL
HR AR S BN EH
AR 9 AR

FRAS 9 i3 35 O s e 3 TR G 7 3, g iHE BRI BN RS, M HER S R E Rt & UL ARG e 3.
FRAS 9 T LASZI NAT. 4H#%. MPLS. BGP F—BkHI4Eit.

B3 A 9 k% ok

a 7 14 31
M= D “ersion Count

oy sUptime
Lnix_Secs
Flow seque
Saurce 1D

FB KE iR

NS_ID 1775 NetStream [IARIAAL

version 15y NetStream #i th i ST SR A G 5

count 2 7 AR L E ) FlowSet records (145 Template F1 Data) 3 H
SysUptime |4 575 ORI R, & RS0 B AR I =2 A0 4L

UNIX 4 A MI97T04E 1 A 1 H 0 I, Bk S0 A 18] ) HE A0 2

Seconds



B KE iR

Sequence 4 FH FIT A i H R SIS
Number
Source 1D 4 7y FHSARUE M — & % i 28 S B P T B ME—: (Source 1D 2T V5. V8 RCLH ) engine type

Al engine 1D) . Z{ER]LAHHH @ Yo

FRAS 9 3R ICH P AR 1 DL

e Export Packet H1f{f7 Template FlowSet. fEF /7 flifE NetStream LfE, XA EBEAT REN, 1 ME Be 08 LA 1 fif A
ik, RGRIR NSC AIEMMR . 1 ORIERE AT 52 RO U BT G5 B AT AT, Bk g I BB AR B 45 NSCo
Fi4h, WA AT RO R, A R 1) NSC 2 IR I FOAEAR,  PRILE, 75 B E I ) & 3% Template FlowSet FNSC, fift
i B RIE RIS A Data FlowSet ARG, MIBEES HUAIE Template FlowSet. $R3CH I :

Packet |Template Termplate ?Sﬁ;”p’?gte
Header FlowwSet FlowwSet FlowSet

e LExport Packet {¥ A Data FlowSet. U1 Template ID #CZE X IF T, f#HE NetStream H) s H #8{% 1845 NSC B Export
Packet — M J@ T IXFRIE L. oSOk WF:

Facket Diata Drata BEE] Diata
Header FlowwSet FlowwSet FlowSet |FlowSet

Template FlowSet il Data FlowSet &2 7. [f]. Data FlowSet A7f{] Data Record i collector CLENHIEMRAERE (Ht)ikit, NSC &
2250176 | Data Record [ Template ID XfM AR T ) o 1M Template FlowSet 4245 Uf NSC — ™ R4 4 FH i sidi , NSC 1 FHixX

MBI B 2 BT X 5 2211 Export Packet.

Template FlowSet fERRA 9 BRBH. AN, NSC MR o/ 1 B LU 14 AT AR A% AU T Export Packet, R il
7730, SRR I B ph 28 I R RRARCR R UL IC SR A5 B o BRI 55 1 NetStream Jic sk A RIEIEA R4 etk Jifl 1
F=J7 AT A, G NetStream DI RERI I 3 .

& 4 Template FlowSet HI¥% =0



Flowset 10

Length

Template 1D

Field Count

Typel

Length

Twpe M

Length N

Template 1D

Field Count

Tywpe

Length

Type M

Length b

& 5 Data FlowSet HIH& S

Flowset |0

Length

Fecord 1 Field 1

Fecord 1 Figld 2

Fecord 1 Field M

Fecord 2 Field 1

Fecord 2 Field &

FEB KE

FlowSet ID |2 %Y

Length 2 &

<t

#X

FHTHfE Export Packet H1%} Template FlowSet #4745, [EIFfIX4H Template FlowSet A Data
FlowSet. X Template FlowSet, FlowSet ID fRJHUfE+& 0~255, *fT Data FlowSet, HUHEH M 256

&, iXFE collector Hinl LAZE Export Packet F1iHHIH Template FlowSets

HTHGE T —A FlowSet MHSAA E, HUEZ L E 2K 71748 (B4 FlowSet ID Al Length H
).



B KE

Template ID |2 &9

Field type |2 %9

S,y

Field 2%

length

SHEhriE

PRiE

RFC 3954

X

IR E L — NS, BUE M 256 FF4G, TR 0~255 # FlowSet ID . 77—/ Data FlowSet

St —A Template ID Field count /MR T type HIENEL.

TRBHBI LI, XA FERBIERE router I collector WINZ)E M. Lhimin 3R % e H 19 1P Hudik.

PRYSEAL, TOS AN MPLS Fr&Eit AT gtit, NI PUFNE SHA —A type HI%E 3o

XTI type MK, XFFHA IP bk, HUER 4, £ 4 D7

Hik

Cisco Systems NetFlow Services Export Version

6.15 RIP % 30k

RIP # Routing Information Protocol (% H1{5 B VMO FITEIFR « ‘B & —Fh e N faf B8 1 PN B 2= B IGP(Interior Gateway Protocol),

FHE TN 2, AR e 0 DL e S5 K 5 5 S DX A 2 o 6 T BE O SR ORI R R R I 4%, — AN ] RIP

RIP /& — e TEE A K8 (Distance—Vector) BIEMIPMY, "Bl UDP i SCHEAT % (45 S A0 5c e, A3 115 520,

RIP WA A: RIP-1 F1 RIP-2.

o RIP-1 &HERBEPMY (Classful Routing Protocol), ‘& R3ZFLAT N RAA IR . RIP-1 FIWRIR S 3% #5
WREEL, B REEIRA AL By CRIXFER EARMEREEE, Kk RIP-1 Lk HFBERE, AR AEL T

(Discontiguous Subnet).

e RIP-2 &ML BHPMML (Classless Routing Protocol), HMMIRCALILE T T #F T NMAFE T X, BB ERH
%7 X ORIER S, MR RE N 224. 0. 0.9, M3 4T RIP-2 ) #5708, i ArEa RIP-1 3L,

RIP-1 B3R 3CHE 3

RIP-1 R tH3k# (Header) FAZANERHFED (Route Entries) ¥iZHB. E— RIP IR, HmZ W LI 25 MR HFET, RIP
E— AT UDP Wi, JF B RIP-1 EE A ARE T 512 75,

B 1 RIP-1 Ak S =X



0 7 15 I
Header Command Version Must be zero
Address family identifier Route Tag
IP address
Route Must be zero
Entries
Must be zero
Metric
B4 KE X
Command 8 EbA: PRI ST .
e 1: Request &3, [A14R & 1E >R 43 B 0 % 145 2 5
e 2: Reponse R, KiXH O HEEE, — Response LR L AT 25
AN AR T
Version 8 EbA: RIP BIRAS S :
e 1. RIP-1
o 2: RIP-2
Must be zero 16/32 tbiF | BIUNEF K.
AFT (  Address |16 b4 Hohb bR, HAEN 2 B ERoR IP il T Request 3T, MEFEMEN 0.
family
identifier)
TP Address 32 LhAF A H R TP ik, AR FAR B sthE, o n] DU W bk sl E LB AL .
Metric 32 LA B X T Request 3, BLFBAE N 16.
RIP-2 H#SCHE R
B 2 RIP-2 Ok gk
0 7 15 3
Header Command Version Must be zero
Address family identifier Route Tag
IP address
Rm.!te Subnet Mask
Entries
Next Hop
Metric

FEBRA KE X



FEA KE X
Command 8 Eh4F FRIR R SR
e 1: Request 3L, [AIZREIE R &G 70 1% H1E L
e 2: Reponse {3, KikH OB HEE, — Response IR &L F
25 MEE R I
Version 8 EbiF RIP HIRAS 5 :
e 1. RIP-1
e 2. RIP-2
Must be zero 16 Ebidr N EF B
AFT ( Address Family |16 Eb4 Hobb bR, AR 2 BFRR TP Bhile X T Request 3¢, HEFBHE N 0.
Identifier)
Route Tag 16 b4 ANES I AR AT o
TP Address 32 LA ZESHERTE P TP sk, BT PR HARME R aE, AT DL F bl e E AL bE .
Subnet Mask 32 tbdr H r ik i #ERS .
Next Hop 32 LbHr FRAE—ANFEER N —Behl . 85 0.0.0. 0, NZRIRRAG IS B & B2 bkt 2 &AL
— Bkt o
Metric 32 LhAF A ITES{E . X T Request 30, BN 16.

RIP-2 9 1 SCRARCCHRAE, EAZE — M ERIT (Route Entry) {EARAENT, JFKE AFT 7B A B OXFFFF VE9ARIR

B 3 RIP-2 M58 UE i SCA%

0 7 15 3
Command Version Must be zero
OxFFFF Authentication Type
Authentication{16 octets)
FB%& KE X
Command 8 | bR IRIRSCHSEAL.




I e 1: Request /3¢, [ARJEE R A2 H1E R,
e 2: Reponse R, Ki%H OB B HE R, — Response R i Z A E 25 MM HF .

Version

8

i e 1: RIP-1

b |RIP HIRAS

e 2: RIP-2

Must be zero

16 tb | AUAEFBL.

a3
OxFFFF 16 b | B ETbR N, RO BB ik OO EE .
s
Authentication |16 tb | B&IEZSHA.
Type i o 2. HSCIRIE:
e 3: MD5 i,
Authentication |16 5% |BRilE M4, {8 M SCIRIER ZF B4 2B B HER .
5]
SHE Rk

RFC 1058 Routing Information Protocol

RFC 1723 RIP Version 2 Carrying Additional Information
RFC 1721 RIP Version 2 Protocol Analysis

RFC 1722 RIP Version 2 Protocol Applicability Statement
RFC 1724 RIP Version 2 MIB Extension

RFC 2082

RIP-2 MD5 Authentication




XG5 i)

RFC 2453 RIP Version 2

6.16 RIPng S0k

WK
RIPng X HLES (Header) FIZANEEHIF I RTEs (Route Table Entry) #Hf%. fE[E— RIPng &3¢+, RTE B K% H 5

1 MTU B A 52

0 7 15 <)
Command Version Must be zero

Route table entry 1 (20 octers)

Route table entry N (20 octers)

RIPng S0 &7 BB AN R 3R

FB4 KE &
Command 8 b | AR SR,
i

o 1: Request k3T, [FIAR/EIE R AR 15 2
e 2: Reponse k3, KiZHCOEMEATHAER . BH%H SHEH NTU A%,

Version 8 Lt | RIPng BIMAS: HAEN 1.
K
Must be zero 16 Lt | AN EF B

iy

RTE (Route table |20 % | % T,

e

entry) i

RIPng A #25 RTE, 43l 4&:

o T —BkRTE: ST —4HEAMET ki “IPv6 WIZX RTE” HIHiE, BENX T F Bk IPv6 Hull.



B 1 F—¥kRTE k&=
0 7 15 Gy

IPvE next hop address (16 octets)

Must be zero Must be zero OxFF

o TPv6 HZE RTE: AL THA “F—BERTE” ByJG 0, [F—A “F—BE RTE” KIS LA ZDMAFER “TPv6 HiZ8 RTE” o &l
T RIPng ¥ HIZH B H ) TPv6 Mtk & IH4H o

B 2 TPv6 %% RTE #%
0 7 15 31

IPvE prefix (16 octets)

Route tag Prefix len Metric

FEBA X

w

IPv6 16 | B IPve Mk (AIRTSE .

prefix |=
Bl

Route 16 | EdHbric, FASRX4MEs .

tag kb

Prefix |8 | IPv6 HihfRTZK .
len e
K

Metric |8 BEHMEREE P8
4
T




6.17 NTP 3k

NTP & AT (Time Protocol) F1 ICMP i [A]EE4k 3L (ICMP TimeStamp Message) JEARTMSR, FEUERG M AIHCH M HIHEAT T 45
R, B LR ERIA 2 — .

NTP I 8CNEFH T A U 1) i 55 85 A e 7 i 2 [, SEBILe 7 s AR 55 3 OB 1D (=] 22, AT 56 190 28 PA T A 60 45 RIS b AR DR 35 — B

NTP PpiSE %L T UDP BEAT A4, 18 Hldim 115504 123,

Ik
Bl 1 NTP Hdafi S0t
0 7 15 23 3
LI M |Mode Straturm Pl Precision
Foot Delay
Foot Dispersion
Reference |dentifier
Reference Timestamp
Qriginate Timestarmp
Feceive Timestamp
Transmit Timestamp
Authenticator {optional)
TR KE P8

LI (  Leap |2 LtbiF

Indicator)

VN ( Version |3 btbiF

Number)

Mode

3 Ebr

RN ALEIARY, R AE NTP I (A AR RO Zm AR R — BRI DL B8 “ 117 I RoR i IR,
I Bl AN BERE R

NTP HIRAS 5 .

NTP f) TAER R . AEMER SIS XU 0: reserved, . 1: symmetric active, FBhHfEE
AL, 2: symmetric passive, BEBNITEEAMEF. 3: client, &/'HI. 4: server, REIHE
o 5: broadcast, | . 6: reserved for NTP control messages, NTP #%#Hl# . 7: reserved

for private use, WNIEHTE .



FB4A KE X
Stratum 8 tb#F BRI EEL, 8 T IR RS . JEEON 1 I B ERR P o, 1 B 15 AR .
Poll Interval |8 L4 AR ], BRI R ST 1 B0 ] B e 1]
Precision 8 LhiF A B FRORS 52
Root Delay 32 LbAF B ESE W0 S F IR SEIR R [E]
Root 32 LA A BRART T 32 S E R R KR ZE .
Dispersion
Reference 32 LbAF FRURFE S I B
Identifier
Reference 64 LL4F I M st B e — VR 8 S B T IS TR] o S SRAE N 0 R A bt e R Bl 253 o
Timestamp
Originate 64 Lb4F NTP Fi% SC B8 -5 ity B AT AR B R[]
Timestamp
Receive 64 LL4F NTP # SCEIE H 15t A i []
Timestamp
Transmit 64 LL4F H 11 ity I 25 4 S T AR 55 2 iy 14 A L s (1]
Timestamp
Authenticator |96 HA4F (HT3%) IR B

B 2 NTP 5 #i4R 3Ok =




0 7 15 23 31
0o | N B |REM Op Sequence
Status Ascociation D
Ciffset Zount
Data
Padding (zeros)
Authenticator {optional)
FB4 KE X
0 2 Ly TREE L. NTP ARG A AL .
VN ( Version |3 EbiF NTP WIRRAS, HATERN 3.
Number)
6 3 L TR
REM 3 LhAF R: 0 KR4, 1 RARMN,. B: 0 RoRKIBZIEFMR, 1 RRKIEFE R M: 0 Ropxis —4
R, 1 RoaaHAD,
Op 5 LA ERAERS, R ARIEAL,
Sequence 16 HLAkE R B2 B R SCINT
Status 16 Hb4F FWHYH RGRPIRS .
Association 16 HLAEF BEFEPRN o

1D



FBA KB #X
Offset 16 LLkF Wts & .
Count 16 LukF BRI AR
Data BOK 468 LUAF | AL RO IR SO SZ RS T B 5
Padding 16 LLAE e 7B
Authenticator | 96 HL4F (AR BHEfE R
[ &N

B 3 NTP £ ¢ (Broadcast)

@ Frame 46: 90 bytes on wire (720 bits), 90 bytes captured (720 bits)
@ Ethernet II, Src: IntelCor_c6:97:91 (00:1b:21:¢6:97:91), Dst: Broadcast (ff:ff:1
@ Internet Protocol version 4, Src: 211.1.1.13 (211.1.1.13), Dst: 255.255.255.255
[# User Datagram Protocol, Src Port: 64811 (64811), Dst Port: ntp (123)
= Flags: Oxe5
LT i = Leap Indicator: unknown (clock unsynchronized) (3)
..10 0... = version number: NTP version 4 (4)
vee. 101 = Mode: broadcast (5)
peer Clock Stratum: secondary reference (15)
Peer Polling Interval: 4 (16 sec)
Peer Clock Precision: 0.031250 sec
Root Delay: 0.0000 sec
Root Dispersion: 0.0000 sec
rReference 1D: 0.0.0.0
rReference Timestamp: Jan 1, 1970 00:00:00.000000000 UTC
origin Timestamp: Jan 1, 1970 00:00:00. 000000000 UTC
Receive Timestamp: Jan 1, 1970 00:00:00.000000000 uTC
Transmit Timestamp: Dec 17, 2014 10:45:57.924999000 UTC

B 4 NTP #:3C (client)

# Frame 107: 90 bytes on wire (720 bits), 90 bytes captured (720 bits)
# Ethernet II, Src: HuaweiTe_e3:0c:47 (80:fb:06:e3:0c:47), Dst: IntelCo
@ Internet Protocol version 4, Src: 5.5.9.45 (5.5.9.45), Dst: 211.1.1.1
@ User Datagram Protocol, Src Port: 56113 (56113), Dst Port: ntp (123)
= Flags: 0x23
00.. .... = Leap Indicator: no warning (0)
..10 0... = version number: NTP Vversion 4 (4)
.011 = mode: client (3)
pPeer Clock stratum: unspecified or invalid (0)
pPeer Polling Interval: invalid (0)
Peer Clock Precision: 1.000000 sec
Root Delay: 0.0000 sec
ROOt Dispersion: 0.0000 sec
rReference ID: NULL
Reference Timestamp: Jan 1, 1970 00:00:00.000000000 UTC
origin Timestamp: Jan 1, 1970 00:00:00.000000000 UTC
Receive Timestamp: Jan 1, 1970 00:00:00.000000000 UTC
Transmit Timestamp: Dec 17, 2014 18:46:07.979245000 UTC

B 5 NTP k3¢ (server)



@ Frame 100: 90 bytes on wire (720 bits), 90 bytes captured (720 bits)
# Ethernet II, Src: IntelCor_cl:df:df (00:1b:21:cl:df:df), Dst: IntelC
# Internet Protocol version 4, Ssrc: 211.1.1.6 (211.1.1.6), Dst: 211.1.:
@ User Datagram Protocol, Src Port: ntp (123), Dst Port: 53264 (53264)
= Flags: Oxlc
00.. .... = Leap Indicator: no warning (0)
..01 1... = version number: NTP version 3 (3)
.100 = Mode: server (4)
Peer Clock Stratum: primary reference (1)
peer Polling Interval: invalid (0)
Peer Clock Precision: 0.015625 sec
Root Delay: 0.0000 sec
ROOT Dispersion: 10. 3870 sec
Reference ID: uncalibrated local clock
Reference Timestamp: Dec 17, 2014 02:00:44.156124000 UTC
origin Timestamp: Dec 17, 2014 10:55:29.457999000 UTC
Receive Timestamp: Dec 17, 2014 10:55:29.453125000 UTC
Transmit Timestamp: Dec 17, 2014 10:55:29.453125000 UTC

SR
=t i3
RFC 1095 Network Time Protocol (Version 1)
RFC 1119 Network Time Protocol (Version 2)
RFC 1305 Network Time Protocol (Version 3)
RFC 5905 Network Time Protocol Version 4: Protocol and Algorithms Specification
RFC 5906 Network Time Protocol Version 4: Autokey Specification

6.18 RADIUS # 3CH R

RADIUS (Remote Authentication Dial In User Service) AR 4R SINIERS, & H BN HE) 12K AAA T,
RADIUS & —Fh oA 0. & o/ R4 2% (Client/Server) ZEMIFMEEZHIML, ME T2 i 5 R4 2% 2 4L 45 S AT
P fF B FE AR SO e SR SR P FE. AL 13 ThAE.

Wk
B 1 RADIUS #f 0k




0 8

31

Code

Packet |dentifier

Packet Length

Authenticator

AVPs...

FB KE
Code 1 byte
Packet 1 byte
Identifier

Packet Length |2 bytes

Authenticator |16 bytes

AVPs AR

# 1 Radius J@ 1k

HiR

FHSRAR L RADTUS $RSCKT,

e Code =
e Code =
e Code =
e Code =
e Code =
e Code =
e Code =
e Code =
e Code =

1:

2:

3:

4:

5:

11:

12

13

Access—Request, FEAIERIR L
Access—Accept, FENKIIEIRNR L
Access—Reject, #NFEHL[E]RifR T
Accounting—Request, 1H#RiFRIR L
Accounting—Response, it %# ANk

Access—Challenge, EAFRERIR T

: Status—Server (experimental), ARZGHLIRESIRC G

: Status—Client (experimental), 7 uR&SIRIC G

255: Reserved, {#¥4

PG O SRAT [ N2 SC o ARAE — AMRAE RIS TR] P B AR [RI A3 TP Mk 3 UDP S 11155 FIAR ] (4
Identifier M KK L, RADIUS JIRS5 &t AT LAA Ay 2 B 3 KR C.

ALE THRSCHH Code 38, Tdentifier 38, Length 3%, Authenticator JF1JE MR MR, WSk
B PR SCEBR K Length, I E6 098 S OH 78 N 25 204, iR SeBRK /N T Length, R

WEFH

P AAER (5 5% B O 82, 3 P S 0 o 2 Ak 2

JEIET B, ARBNE. AL T 9 DU iC B A5

ol

B X TLV #&2:

o KM (Typed: HAL—AFH. HAARREXNNKEEATES N FE.

o K (Length) #8: HAL—AFF, RIREHE Type. Length. Value $87E N IR MRS .

o fH (Value) . HAEANMETELZFY, BOAS T EMEEBNVEMIEE . (s K E
S iR ME AR RIK B P e 1 o 75 B4R A2, 76 RADIUS FR A A a1 28 704 1) & A1 /2 A NULL
(7SI 0x00) S5 .



User—Name

2 User-Password

3 CHAP-Password

4 NAS-IP-Address

5 NAS-Port

6 Service-Type

7 Framed-Protocol

8 Framed-IP-Address
9 Framed-IP-Netmask
10 Framed-Routing

11 Filter-Id

12 Framed-MTU

13 Framed—Compression
14 Login—IP-Host

15 Login—Service

16 Login—-TCP-Port

18 Reply-Message




19 Callback-Number

20 Callback-1d

22 Framed-Route

23 Framed-IPX-Network
24 State

25 Class

26 Vendor—Specific

27 Session-Timeout

28 Idle-Timeout

29 Termination—Action
30 Called-Station-Id
31 Calling-Station—Id
32 NAS-Identifier

33 Proxy—State

34 Login-LAT-Service
35 Login—-LAT-Node

36 Login—-LAT-Group

37 Framed—AppleTalk-Link




38 Framed—AppleTalk—Network
39 Framed—AppleTalk-Zone
40 Acct—Status-Type

41 Acct-Delay-Time

42 Acct—-Input—Octets

43 Acct—Output-Octets

44 Acct-Session—Id

45 Acct-Authentic

46 Acct—Session-Time

47 Acct—Input—Packets

48 Acct—Output-Packets
49 Acct-Terminate—-Cause
50 Acct-Multi-Session—Id
51 Acct-Link-Count

52 Acct—Input—Gigawords
53 Acct—Output-Gigawords
55 Event-Timestamp

60 CHAP—Challenge




61

NAS-Port-Type

62 Port-Limit

63 Login—-LAT-Port

64 Tunnel-Type

65 Tunnel-Medium-Type

66 Tunnel—Client—Endpoint
67 Tunnel-Server—Endpoint
68 Acct-Tunnel-Connection
69 Tunnel-Password

70 ARAP-Password

71 ARAP-Features

72 ARAP-Zone—Access

73 ARAP-Security

74 ARAP-Security-Data

75 Password-Retry

76 Prompt

7 Connect-Info

78 Configuration—Token




79

EAP-Message

80 Message—Authenticator

81 Tunnel-Private—-Group—ID

82 Tunnel-Assignment—ID

83 Tunnel-Preference

84 ARAP-Challenge—-Response

85 Acct-Interim—Interval

86 Acct-Tunnel-Packets—Lost
87 NAS-Port-Id

88 Framed-Pool

89 Chargeable-User—Identity
90 Tunnel-Client-Auth-ID

91 Tunnel-Server—Auth-1D

94 Originating—Line—Info

95 NAS-IPv6-Address

96 Framed-Interface—1d

97 Framed-IPv6-Prefix

98 Login—IPv6-Host




99 Framed-IPv6-Route

100 Framed-IPv6-Pool

101 Error—Cause

192-223 | {REAA I

224-240 | PREHAHEE LB

241-255 | FEE, T HEHARZERH T

WP

# Frame 1: 98 bytes on wire (784 bits), 96 bytes captured (768 bits)
# Ethernet II, Src: IETF-VRRP-VRID_81 (00:00:5€:00:01:81), DST: HuaweiTe_54: 0
4 Internet Protocol, Src: 10.137.162.163 (10.137.162.163), Dst: 10.137.109. 1/ 3
3 User Datagram Ptotoco‘l src port: tdp-suite (1814), Dst Port: icl-twobasel (25000)
= Radius Protocol
code: Access-Request (1)
Packet identifier: Ox65 (101)
Length: 56
Authenticator: e1671797c52e15f763380b45e841ec32
= Attribute value Pairs
= AVP: T=6 t=NAS-POrt(5): 1814
NAS-POrt: 1814
= AVP: 1=6 teNAS-IP-Address(4): 10.135.14.126
NAS-IP-Address: 10.135.14.126 (10.135.14.126)
= AVP: 1=6 t=User-Name(l): test
user-Name: test
AVP: 1=18 t=User-Password(2): Encrypted
[Packet size limited during capture: RADIUS truncated]

SR

’

RFC 2865 Remote Authentication Dial In User Service (RADIUS)

RFC 2866 RADIUS Accounting

RFC 2867 RADIUS Accounting Modifications for Tunnel Protocol Support
RFC 2868 RADIUS Attributes for Tunnel Protocol Support

RFC 2869 RADIUS Extensions




PR HiR

RFC 3162 RADIUS and IPv6
RFC 3576 Dynamic Authorization Extensions to Remote Authentication Dial In User Service (RADIUS)
RFC 4372 Chargeable User Identity

6.19 SNMP # 3k R,

e SNMPvl Packet FormatSNMPv1 #{CHE=

o SNMPv2c Packet FormatSNMPv2c #{ICHEF

e  SNMPv3 #RICHER

REM: MHZ

6.19.1 SNMPv1 Packet FormatSNMPv1 3 SCH& =,

WK
|PErHER
-l — -
B UDPEER -
» SNMPHRT -
IP {UDP
=i | B W | EiE SNMPv1 PDU
Get/GetNext/'Set PDU &
Response PDU &t
Trap PDU
SNMPv1 R SCFEHIRA . B4 . SNMP PDU =3 43 #4 i
FB Eip)
&N Feon SNMP FIRRAS,  ARAS 7 B B R SRS S0 1, S /& SNMPv T 4R SC I3 7 BB N 0.
Eifr FF1E Agent 5 NMS Z 8] SEAIE, FRFERER, & FHE 6 NFERF “public”. BAZAERE “nli” A1 «nf5”

PR, AT Get. GetNext RIS, R “AIEERIAL " FEATINIE; $AT Set #RAENS, R “wI5 Hk4” ik



B HiR

ko

SNMPv1 PDU AE PDU BT, {ERIFRST. BEYEIREEFE S, LN GetRequest PDU. GetNextRequest PDU. SetRequest

PDU. Response PDU &Y Trap PDU JLFhaH!,

Hrr, PDU BRI T

B 1 S\MPv1 PUD #%={

FOU Type | Reguest ID | Error Status | Errar Index warlable
Bindings
FB .
PDU Type PR EIE R ICIZEEL . PDU (Protocol Data Unit) L4 5 Fp2is#l.
e (GetRequest—PDU
e GetNextRequest—PDU
e (GetResponse—PDU
e SetRequest-PDU
e Trap—-PDU
Request 1D TR R T B ME—AIbR s —ME R

Error Status | #PRETFRFE, SNMPvI HrHHRID AL
o noSuchName: f57E | —MRUIAFIIEHIN R
o tooBig: RILARE— IR RIILE RN F]—A PDU .
o badValue: HEAT set #RVEIM AR TASHUCH— N TAMIHE.
o genfrr: BRULEESRANKHANER .

Error Index R T B
Variable ARG E T B
Bindings

(&N

K] 2 SNMPv1 GetNextRequest R3¢



# Frame 6: 83 bytes on wire (664 bits), 83 bytes captured (664 bits)

# Ethernet II, Src: oOracle_6a:1b:1a (00:14:4f:6a:1b:1a), Dst: Ibm_fd:72:
@ Internet Protocol version 4, Src: 10.194.131.42 (10.194.131.42), Dst:
@ User Datagram Protocol, Src Port: 34074 (34074), Dst Port: snmp (161)

version: version-1 (0
community: public
= data: get-next-request (1)
= get-next-request
request-id: 2001869
error-status: noterror (0)
error-index: 0
& variable-bindings: 1 item
=1.3.6.1.2.1.1.5: value (Null)
object Name: 1.3.6.1.2.1.1.5 (is0.3.6.1.2.1.1.5)
value (Null)

2000 00 14 Se fd 72 5c 00 14 4f 6a 1b 1a 08 00 45 00 ..A.r\.. Oj....
2010 00 45 Oe b9 40 00 ff 11 51 13 Oa c2 83 2a 0a c2 Eie@ioo Quuoo*

2020 1a 00 a1 00 31 9b cd 02 01 00 04 s=sssesd oo
2030 75 62 6C 69 63 al 8b cd 02 O1pm.public. ......
2040 00 30 O0d 30 Ob 01 02 01 01

2050

& 3 SNMPv1 GetResponse 3¢

® Frame 49: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)

@ Ethernet II (VLAN tagged), Src: sagemcom_8c:d8:dc (e8:be:81:8c:d8:dc), Dst: e0:24:7f:f9:01
@ Internet Protocol version 4, Src: 172.30.0.1 (172.30.0.1), Dst: 192.168.10.1 (192.168.10.1;
% User Datagram Protocol, Src Port: snmp (161), DSt Port: 28477 (28477)

= Simple Network Management Protocol
version: version-1 (0

community: public
= data: get-response (2)
& get-response
request-id: 2775870
error-status: nogError (0)
error-index: 0
= variable-bindings: 1 item
=1.3.6.1.4,1.8711.101.13.1.1.7.0:
object Name: 1.3.6.1.4.1.8711.101.13.1.1.7.0 (i50.3.6.1.4.1.8711.101.13.1.1.7.0)
value (Integer32): 16

7f £9 01 66 e8 be 81 8c d8 dc 81 00
00 00 4c 31 28 00 00 3b 11
6f 3d 00 38
o /0 / Z OC ©9 03 al
30 14 30 12

00 02
07 65 01 07 00 02

& 4 SNMPv1 Trap 3

@ Frame 29: 111 bytes on wire (888 bits), 111 bytes captured (888 bits)

@ Ethernet II (VLAN tagged), Src: Sagemcom_8c:d8:dc (e8:be:81:8c:d8:dc), Dst: e0:24:7f:f
# Internet Protocol version 4, Src: 172.30.0.1 (172.30.0.1), Dst: 192.168.10.1 (192.168.
@ User Datagram Protocol, Src Port: vocaltec-admin (1796), Dst Port: snmptrap (162)

m Simple Network Management Protocol
version: version-1 (0)

community: report
= data: trap (4)
o trap
enterprise: 1.3.6.1.4.1.8711.1 (is50.3.6.1.4.1.8711.1)
agent-addr: 172.30.0.1 (172.30.0.1)
generic-trap: coldstart (0)
specific-trap: 3
time-stamp: 6
= variable-bindings: 1 item
= 1.3.6.1.4.1,.8711.101.13.2.3,0:
Object Name: 1.3.6.1.4.1.8711.101.13.2.3.0 (is0.3.6,1,4,1,8711.101.13.2.3.0)
value (Integer32): 2

01 66 e8 be 81 8c d8 dc 81 00 01 90
00 00 3b 11

2000 e0 24 7f f9
45 00

Pt iR
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RFC 1157

A Simple Network Management Protocol (SNMP)

HiR

6.19.2 SNMPv2c Packet FormatSNMPv2c i SCH& 2,

WK
|PETIER
- — »]
- UDPEIETR -
D At -
IP | UDP
e o EE | g SNMPv2c PDU

5 SNMPv1 PDU 2%fel, SNMPv2c PDU tH4FE GetRequest PDU. GetNextRequest PDU. SetRequest PDU. Response PDU. Trap PDU,

Get/Geth ext/Set PDU =i
Response PDU &
Trap PDU &
GetBulk PDU &
Inform PDU

F#rIE T GetBulk PDU I Inform PDU PFHZETY,

FB

A

il

SNMPv2c

PDU

FoR SNUP FIRRAS, A 7 BB A AR SCRRAS S 1, 2R A& SNMPv2 RS B2 5 BB N 1o

HIFHE Agent 55 NUS Z[A] 58 OMAIE, F4FHER I, H A2 6 4
PIFl, AT Get. GetNext ¥RIERS, R “FIEERIAA " EATINIE; AT Set #RAERS, MIRA “AI 5 RIAL " A

k.

A5 PDU BB, i RFRART. BEAENRE(EE, LA GetRequest PDU. GetNextRequest PDU. SetRequest

PDU. Response PDU. Trap PDU. GetBulk PDU fll Inform PDU JLFP2KHY,

Hodr, PDU R 2R -

B 1 SNMPv2c PUD #% =,

FPOLU Type

Feguest 1D

Error Status

Errar Index

“ariable
Bindinos

15

F “public”. BIPA%AIE “HliL” Ml <5



B

PDU Type

Request ID

Error Status

Error Index

Variable

Bindings

IR

HiR

PR SCEAR o2 . PDU (Protocol Data Unit) A 5 Fpeil:

GetRequest—PDU
GetNextRequest—PDU
GetBulk
GetResponse—PDU
SetRequest—PDU

Trap—PDU

WRER R T B ME— AR — MR

RIS R 7B . SNMPv2e Hf iR R4S

wrongValue: HEAT set #RAERHEIE A BAESCN—ANTERUNE
wrongEncoding: WATHRIGFBOIME, S5HARKFBA—H

wrongType: HEAT set BRAERMEAEAR BHAZ SOy — AN To R 22
wronglength: HEAT set #RMERHER — MR EH BB RS EKEA—BUNHE
inconsistentValue: fE—MEEIRE NHAMIHI FERMME, Ha0tEo F LK
noAccess: EBE —MAA V5 HIE

notWritable: IREMEH—/MATE, EARBLIE

noCreation: BWEEH—/MEE, EAGRAENE
inconsistentName: A& E A YHIAAEE H AT A REQI g 1AL
resourcelnavailable: 5 B i F2 H HIE HELL B 2R

commitFailed: set #E{ELIK

undoFailed: #EAT set #AERM, HLMRMETIERE

genErr: FRUA_BASRAM HoAD A 1%

HHRR G 7B

YR T B

B 2 SNMPv2c¢ GetRequest $j 3¢



# Frame 1485: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
# Ethernet II, Src: oOracle_6a:19:f2 (00:14:4f:6a:19:f2), Dst: Ibm_fd:72
® Internet Protocol version 4, Src: 10.194.131.41 (10.194.131.41), Dst:
@ User Datagram Protocol, Src Port: 60830 (60830), Dst Port: snmp (161)
version: v2c (1)
community: public
= data: get-request (0)
£ get-request
request-id: 206355
error-status: notrror (0)
error-index: 0
= variable-bindings: 1 item
1.3.6.1.2.1.1.5.0: value (Null)
object Name: 1.3.6.1.2.1.1.5.0 (is0.3.6.1.2.1.1.5.0)
value (Null)

0000 00 14 Se fd 72 5c 00 14 4f 6a 19 f2 08 00 45 00 ..A.r\.. Oj...
0010 00 46 a9 Sb 40 00 ff 11 b6 70 O0a c2 83 29 Oa c2 Fol@Es dpaaie
0020 83 2d ed 9e 00 al 00 32 92 1f E 2 ..[J@

0030 / 02 03 03 26 13 02 01
0040 06 08 2b 06 01 02 01 01
0050

K& 3 SNMPv2c¢ GetNextRequest 3

# Frame 1540: 83 bytes on wire (664 bits), 83 bytes captured (664 bits)
# Ethernet II, Src: oOracle_6a:1b:1a (00:14:4f:6a:1b:1a), Dst: Ibm_fd:72
# Internet Protocol version 4, Src: 10.194.131.42 (10.194.131.42), Dst:
# User Datagram Protocol, Src Port: 34074 (34074), Dst Port: snmp (161)
version: v2c (1)
community: public
= data: get-next-request (1)
= get-next-request
request-id: 1999563
error-status: notrror (0)
error-index: 0
= variable-bindings: 1 item
=1.3.6.1.2.1.1.5: value (Null)
object Name: 1.3.6.1.2.1.1.5 (is0.3.6.1.2.1.1.5)
value (Null)

0000 00 14 Se fd 72 5c 00 14 4f 6a 1b 1a 08 00 45 00
0010 00 45 8b 43 40 00 ff 11 d4 88 Oa c2 83 2a Oa c2

0020 85 1a 00 a1l 00 31 a3 cf 01 01 04
0030 'O 75 62 6C al cb 02 01
0040 01 00 30 0d 30 Ob 02 01 01
0050 00
SERRE
L7 ;3 i3
RFC 1901 Introduction to Community—based SNMPv2
RFC 1902 Structure of Management Information for Version 2 of the Simple Network Management Protocol

(SNMPv2)

RFC 1903 Textual Conventions for Version 2 of the Simple Network Management Protocol (SNMPv2)




PRt Hiik
RFC 1904 Conformance Statements for Version 2 of the Simple Network Management Protocol (SNMPv2)
RFC 1905 Protocol Operations for Version 2 of the Simple Network Management Protocol (SNMPv2)
RFC 1906 Transport Mappings for Version 2 of the Simple Network Management Protocol (SNMPv2)
RFC 1907 Management Information Base for Version 2 of the Simple Network Management Protocol (SNMPv2)
RFC 1909 An Administrative Infrastructure for SNMPv2

6.19.3 SNMPv3 R CHE =

H]ICKE R
- = -
uD
~ SNMPFEST >
[ -
IP | UDP o e
sap | i WA i IRSEE | eEEr SNMPV3 PDU
HFE. Get/Gethext/Set PDU &
E4H. Response PDU =
InE#&drE Trap PDU L
GetBulk PDU

SNMPv3 ] C &5 Mg EoRiE, 5 SNMPv1. SNMPv2c f X ) 3 B8 i 1 #Rk B e &5 5.

FB ik
Fi A FoR SNMP FRIRRAS, A 7B B R AR SCRRAS S0k 1, 4n SR 2 SNMPv3 45 S I ot o7 - BEAE A 3
SR FEAL S B REE TR R RO BRSBTS AT NG ANE . SR B 22 i A R R 4

S




B i
o Msg ID: A LMETERANRZAA B ICHE, MR H ST Msg 1D AR IEH S B AR H]
o Msg Max size: VHE KEH ZHFMHKMITHEERT,
e Msg Sec Model: FHEH T RikJ5 KA K22,
o \Msg Flag: 1R CIRERBERFEIN report {H &, THEREIHAT 7 INEFIAIE.
UEBH BERP%L. B MESRERLER.
Fe A
e Auth Engin ID: ME—MIFRIR—AMAIE.
e Auth Engin Boots: MECEIIESIFERIIAE, NIES]| 2 EHHE 3 IR EL.
e Auth Engin Time: M E IIE S| S 3L B 1H] .
e User Name: %4,
o Auth Para: ANIESHUH.
e Priv Para: MEEHSHIE.
SNMPv3 PDU L5 PDU B8 T SRARIRATF. BRI ESIRE(EE, 7TLUA GetRequest PDU. GetNextRequest PDU. SetRequest

PDU. Response PDU. Trap PDU. GetBulk PDU Z&JLFhas7,

KR

Context Eng 1D Context name -

e Context Egine ID: SNMP ME—FRiRAF, F1 PDU M —E v iE NiZKAE I N AR o

e Context Name: f/BH L N ZIMHIER, HNHEFRE.
e Data: RTHIEHEHNE.

W B




Frame 1540: 83 bytes on wire (664 bits), 169 bytes captured (1352 bits)
Ethernet II, Src: HuaweiTe_ac:46:6d (28:31:52:ac:46:6d), Dst: Ibm fd:72:5c (00:14:5
Internet Protocol version 4, Src: 10.194.131.42 (10.194.131.42), Dst: 10.194.131.45
User Datagram Protocol, Src Port: 14348 (14348), Dst Port: snmp (161)
3 Simple Network Management Protocol
msgversion: snmpv3 (3)
= msgGlobalpata
msgID: 101023
msgMaxSize: 12288
= msgFlags: 07
«ves .1.. = Reportable: Set
vees «.1. = Encrypted: Set
....... 1 = authenticasted: Set
msgSeCuritymodel: usm (3)
= msgAuthoritativeEngineIo: 800007db03283152ac466d
s ORI = Engine ID Conformance: RFC3411 (SNWPV3)
Engine Enterprise ID: HUAWEI Technology Co.,Ltd (2011)
Engine ID Format: MAC address (3)
Engine ID Data: MAC address: HuaweiTe_ac:46:6d (28:31:52:ac:46:6d)
msgAauthoritativeeEngineBoots: 14
msgAauthoritativeengineTime: 14093971
msguserName: arcor
= msgauthenticationParameters: f5169dee273¢a81627db105¢
= [authentication: oK)
= [eExpert Info (Chat/Checksum): SNMP Authentication OK]
[Message: SNwP Authentication Ok]
[severity level: chat]
[Group: Checksum]
msgPrivacyParameters: d71811c4¢87930d2
[z msgData: encryptedPou (1)
= encryptedPDU: 8dadd475a70c3828bcfel6a2df406b4835e3c7626F3c643df. ..
= Decrypted ScopedPDu: 302¢040b800007db03283152ac466d0400a01b020310e86e. . .
= ContexteEngineID: 800007db0328352ac466d
1... .... = Engine ID Conformance: RFC 3411 (SNMPv3)
Engine Enterprise ID: MUAWEI Technology Co.,Ltd (2011)
Engine ID Format: MAC address (3)
Engine ID Data: MAC address: HuaweiTe_ac:46:6d (28:31:52:ac:46:6d)
contextName:
= data: get-response (2)
get-respone
request-id: 1108078
error-status: noterror (0)
error-index: 0
= variable-bindings: 1 item

(R

e

= 1.3.6.1.2.1.1.2.0: 1.3.6.1.4.1.2011.2.80.8 (is0.3.6.1.4.1.2011.2.80.8)

Object Name: 1.3.6.1.2.1.1.2.0 (i50.3.6.1.2.1.1.2.0)

value (0ID): 1.3.6.1.4.1.2011.2.80.8 (is0.3.6.1.4.1.2011.2.80.8)
SERRE

L7 ;3 i3
RFC 2570 Introduction to Version 3 of the Internet-standard Network Management Framework
RFC 2574 User—based Security Model (USM) for version 3 of the Simple Network Management Protocol (SNMPv3)
RFC 3414 User-based Security Model (USM) for version 3 of the Simple Network Management Protocol (SNMPv3)
RFC 3584 Coexistence between Version 1, Version 2, and Version 3 of the Internet-standard Network Management
Framework




6.20 TWAMP R K=

TWAMP: Two-way Active Measurement Protocol (TWAMP), XUmdll&EPri, HTXFEA. BFEMPLshEE T ek ds .

TWAMP 2 35T TCP #B3E47 Wh g AR UDP 4R SC#EATI & . TWAMP f¥)3 11 S Al il & .

TWAMP TAERT 7 B
Session-Sender Session-Reflector
Open TCP connection on port 862
Server Greeting
Set-Up-Response
o
Server Start
Request TW-Session
-
Accept Session
Start Session
-
Start ACK
]
TWAMP test-packet
-
TWAMP test-packet
Stop Session
-
Stop ACK
TWAMP #2545 S =X
B 1 Server Greeting YH BT
0 i

Unused (12 octets)

Modes (4 octels)

Challenge (16 octets)

Salt (16 oclets)

Count (4 octets)

MEZ (12 octets)

TB KE HiR



B KE iR

Modes 4 bytes o L+ AkE

o 2 : AIF

o 4 N

WHREN 0, RINMEBAGEME AL H, FRES L&

Challenge |16 bytes RS54 A O BENL AL, TR X L =R ) b EE
Salt 16 bytes T DI R R AR A I — 22
Count 4 bytes TN IEZRMAP R EAR — NS5, 2 FKE
MBZ 12 bytes B0, B2,

K] 2 Set-Up—Response ¥H B2

¥ 31
Mode (4 octets)
KeylD (80 octets)
Token (64 octets)
Client-IV {16 oclets)
FB KE iR
Modes 4 bytes VN
KeyID 80 bytes AR ZE R . ANAERE A, AN B .
Token 64 bytes HFGEEn A . AYPGEB A, Al 7B
Client-IV |16 bytes AT VGESI &S . ASAER R, A B .

B 3 Server Start JH B




MBZ (15 octets)
Accepl
Server-1V (16 octets)
Start-Time (Timestamp) (8 octets)
MBZ (8 octets)
B KE iR

MBZ 15 bytes B0, R 2.
Accept 1 byte Ko E B EBES LT H, 0 RRRSHREZIMNE, BREESEAZH. 98 0 RRRSSAEZINE.
Server-IV |16 bytes Server—1V &R & N4, Server—IV A T AYIEEL .
Start-Time |8 bytes B TR)ER, AR ARSS 2% 214 BT AR T 45 I ]
MBZ 8 bytes B0, Rl 2.

B 4 Request TW-Session Y4 E#& =




0 7 15 23 3
MBZ IPVN Conf-Sender Conf-Receiver
Number of Schedule Slots (4 octets)
Mumber of Packets (4 octeis)
Sender Port Receiver Port
Sender Address (4 oclels)
Sender Address (cont.) or MBZ (12 octets)
Receiver Address (4 octets)
Raceiver Address (cont.) or MBZ (12 octets)
51D {16 octets)
Padding Lenath {4 octets)
Start Time (8 octets)
Timeout (8 octets)
Type-P Descriptor (4 octets)
MBZ (8 octets)
HMAC (16 octets)
FB KE Ei:3%)

MBZ 4 bits | B0, BN,
IPVN 4 bits | ROEFUCE I 1P AT, 4HTASUEN 4 5L 6.
Conf-Sender |1 byte &/ UumikBE N 08 1. RFSZSRKEFITEIE O EMIT N 1. WRMEN 1, FRoRERIRS B0 B R AR

Conf-Receiver |1 byte

B E N0 B 1. IR AW AR O EMHTY 1. WSMER 1, FORER MRS FRAC E X R AR

Number

Schedule

of |4 bytes

FRORAE B HMAC Z (8] (RS L iC e Mo, A0 3 FORAR I A& AR SC (e 18]




FB KE iR
Slots
Number of |4 bytes | {E TWAMP Wl 2x 1 v Rk (1) = 3 4RO e .
Packets
Sender Port |2 bytes |WIH Conf-Receive ANEANL, Kk &K% TWAMP I H SCH UDP %t [ o
Receiver Port |2 bytes |#AfR Conf-Receive NENL, FHeWivum D2 a0 TWAMP R SCH) UDP % 1,
Sender 4 bytes | TWAMP Mk 215 1) R IE# TP Hiukik .
Address
Receiver 4 bytes | TWAMP sk 2% R H2USCE TP Hiuhk o
Address
SID 16 bytes |£xi& ID, R Conf-Receiver N 0 A H = o
Padding 4 bytes | il TWAMP MR 21 Padding 4%k,
Length
Start Time 8 bytes | iR ], K205 TWAMP-Test FR B EKAH H .
Timeout 8 bytes | RIS GEBRIAE, B RIERAS .
Type-P 4 bytes | MPAHCRFIIRTY 00, JETH 6 > HUARHRAE 1 ACKH) TVAMP MR SCHY DSCP {H (RFC2474 5 (i DSCP.
Descriptor RS L0 SR 01, JETH 16 SR ARiR K K PHB Tdentification Code (PHB ID) (RFC2836 5 SLI#1).
MBZ 8 bytes |H 0, LIS ZNS,
HMAC 16 bytes | TWAMP { Fi ) HMAC /& HMAC-SHAL, 128 Lt4%, FTLL HMAC FFBCH 16 7.

& 5 Accept Session JH4 B




0 7 15 3
Accept MBZ Port
SID (16 octets)
MBZ (12 octets)
HMAC (16 octats)
7B KE iR
Accept 1 byte KSR EBYEZH, 0 KRS IRESNE, BEGEZH. 0 RS AEZINE.
MBZ 1 byte B0, BRI 2.
Port 2 bytes [B] B3 B H Port 18 EU G T R 7 B H 1Y Conf-Sender Fl Conf-Receiver [IAE - U5 P 3 &8 & A7,
N Port “FBEAE M. WHR K2 Conf-Sender A7, N Port T miE52 TWAMP-Test L H3 o
5 H & Conf-Receiver B, Port #x TWAMP-Test ) 3 & 3% M3 1 o
SID 16 bytes W R K% T Conf-Sender, [HINHE B SID FEBAMNER A BN, SID ME—Aril— N2k,
MBZ 12 bytes B0, PRI 2.
HMAC 16 bytes TWAMP 8 FH f#*) HMAC J& HMAC-SHA1, 128 Hu4%, frbl HMAC B¢ N 16 F5.
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